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Back to the Beginning



• Interactive kids doll

• Voice recognition, listens 
continuously whilst powered on

• “Internet Safe” “Kid friendly”

• Anti-profanity filters

… so can we make her swear?

… could someone use her to spy on 
kids?

My Friend Cayla



But That Was 8 Years Ago
Surely things have improved?





Fails Are Evolving



• API authorisation fails were our greatest 
concern

• Take out ALL the devices, owing to a 
platform authorisation failure

• Fully remote attacks against the entire 
installed base of users

• Still an issue, but IoT vendors increasingly 
moving to platforms where API cyber security 
is harder to get wrong!

• More attention to developers getting it right

• Regulation starting to focus vendor attention

Historically, API flaws



Changing Focus



Local, Exploitable Security Flaws



Local, Exploitable Security Flaws



Barriers to Market Entry Are Emerging



Market Cyber Barriers
• Current regs are fairly ‘light touch’ but will 

develop

• UK PSTI principles:
⎻ No default / blank passwords
⎻ Statement / commitment to product security 

updates at point of sale
⎻ Vulnerability disclosure program

• Significant fines for non-compliance

• IoT Cybersecurity Improvement Act also 
creates barriers to US Federal markets



Standards Have a Lot In Common



Standards
• Challenge of standards 

compliance wasn’t easy when 
there weren’t standards!

• Frustrating for vendors when 
standards conflict or bring too 
high a burden of compliance

• EU Cybersecurity Act IoT 
compliance based on ETSI 303 
645

• NIST labelling based on 8259



‘Smart’ Green Technology
is My Current Concern



• “Horus Scenario”

• EV charger research led to similar API issues with Solax PV 
inverters

• Also, Shenzen Growatt and many others

• Potential to take control of gigawatts of solar PV generation

• Switching on/off/on/off synchronously during times of peak 
demand will destabilize power grid

Connected PV Inverters



• Leave the World Behind

• Ships crashing - nah

• Planes crashing - nah

• Teslas crashing - maybe

• Power outages - perhaps

You Saw It in the Movies First



• Huge environmental benefits

• Absorb power at times of peak generation, dump it at 
times of peak demand

• Grid balancing opportunity

• The same rush to market as we saw with consumer 
IoT to gain first mover advantage

• Ripe for cyber mistakes

• Ultimate is V2G / V2H / H2V – using significant 
capacity of EV car battery

Smart Home Power Batteries



• Our batteries at PTP

• Unusual Wi-Fi AP, default 
set as ‘12345678’

• Installers now encouraged 
to change it…

• … to the serial number

• Except the serial number is 
broadcast in the Wi-Fi SSID

• Syntax ‘WKxxxxxxx’

Smart Home Power Batteries



• Easy to geo-locate batteries

• Web interface creds are admin/admin

• Battery is also a client on the customer’s home 
network

• Home network PSK is stored in plain text on 
the router

• BACK DOOR!

Smart Home Power Batteries



• There’s an RJ45 port on the 
battery too

• Most installers pop in an 
ethernet cable if the customer’s 
home router is nearby

• BACK DOOR

Smart Home Power Batteries



• Once on the exposed Wi-Fi access point, 
TCP port 23 is exposed

• Does this sound familiar?

• Wi-Fi module is HF-A21-SMT

• Searching online reveals:

Smart Home Power Batteries



• AT command set support

• AT+WAKEY can be used to 
recover the PSK (wifi password) 
over the air from outside the house

• It’s Groundhog Day

Smart Home Power Batteries



• PCI SSC CM November 2015

• Almost exactly the same fail

• 9 years later

• Actually, slightly worse this 
time

Smart Home Power Batteries



What Can We Take From This?



• Consumer IoT has definitely improved

• Failures have evolved, perhaps fewer remote API flaws now

• Vendors are rushing, but security is at least getting some consideration now!

• Standards are starting to create barriers to market entry, forcing more secure 
development

What Have We Learned in the Last 10 Years of IoT?



• New markets, new products, new vendors, new rush, same lack 
of understanding

• Lack of regulatory clarity around products that must be installed 
by 3rd parties

• The ‘soft underbelly’ of our connected systems, exposing us in 
ways we hadn’t thought of before

Where It’s Still Going Wrong
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• Get advice early on in a project. Don’t wait until your pre-live penetration test shows 
everything is screwed!

• Hardware choice in IoT is really important and very hard to change later on

• It’s not just IoT that we pen test: smart stuff is only one way in to your network, so make 
sure to red team your organization

• The PCI Council do a great series of podcasts on IoT and similar. One day my toaster will 
truly be connected!

• Security in IoT can genuinely be a market enabler: security is cited as the second largest 
obstacle to adoption by consumers

Advice
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