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Introduction
The Importance of Digital Fire Doors

« Comparing the Fire Threat to the
Ransomware Threat.

— Deliberate Vs Non-Deliberate.

 Importance of Effective Network
Segmentation.

— PCI DSS v4.0 Perspective.
+ Page 12, PCI DSS v4.0.

— EU Digital Operational Resilience Act (EU
DORA).

 Article 9: Protection and prevention (4(b)).
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Analogy:

Comparison of Fire Spread with Ransomware

‘Ransomware is a type of malware that encrypts an organization’s data and
demands payment as a condition of restoring access to that data.

Ransomware can also be used to steal an organization’s information and
demand additional payment in return for not disclosing the information to
authorities, competitors, or the public.

Ransomware attacks target the organization’s data or critical infrastructure,
disrupting or halting operations and posing a dilemma for management:

— Pay the ransom and hope that the attackers keep their word about restoring access and
not disclosing data, or

— Do not pay the ransom and attempt to restore operations themselves.”
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Ransomware:

Spread Mechanisms: Root Causes of Ransomware Attacks

Email attaChmentS Exploited vulnerability

Ma“ClOUS U RLS Compromised credentials

Malicious email

Remote Desktop Protocols
(RD PS) . Phishing

Brute force attack
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The Triangle Models:

Ransomware
Triangle




Digital Fire Doors
Ransomware Triangle Mitigation Measures

Delivery Method Vulnerability Execution
(HEAT) (FUEL) (OXYGEN)

« Email Security  Asset & Definition « Backup &
» Web Filtering Management Recovery
« Application » Configuration * Incident Response
Whitelisting Management Planning
* Principle of « Network
Least Monitoring &
Functionality IDS/IPS
: I\P/Iatch t « Endpoint
anagemen Protection and

* Risk Management Response

« Sandboxing

Be PROACTIVE:
wéfsxgﬁrdsmﬁ « Act like you expect your network WILL BE compromised!
- Implement measures to LIMIT the potential damage/impact!!




Heatmapping levels of exposure

By giving visibility of vulnerabilities to execution and delivery mechanisms
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Creating Effective Defensive

Layers
From the Inside Looking Outwards towards the Perimeter

« NIST SP800-160 Volume 2, / ‘ e
Revision 1 (Developing Cyber-
Resilient Systems: A Systems A
Security Engineering Approach)
advocates for a cyber resiliency
strategy that:

— Focuses on defending systems o
from the inside out.

Perimeter Security

Network
Segmentation
and Isolation
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Segmentation

Define and separate system elements based on criticality and trustworthiness.

Goals Objectives Techniques Approaches

Constrain

Recover

DYyNamiC s e Predefined
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Benefits of Effective Network Isolation
SMARTer Risk-Based Vulnerability Management

CVE-2021-34527: Vulnerability Risk Rating
Segmented Important Business Service (IBS) Network
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Privacy violation

Non-Compliance y . Opportunity

Reputation damage ! 3 4 i ) 4 Population Size

Measurable

Financial damage | { - | Easy of Discovery

Loss of Acoountahility Vi X X/ / Ezze of Exploit

Achievable

Loss of Availability ki Awareness

Loss of Integrity ) Intrusion Detection
Loss of confidentiality

NOTE H
Real |St| C - Threat Agent Factors ~ Technical Impact Factors
skill level ‘ Security penetrcmon skills (9) Loss of confidentiality minimal critical data disclosed (6)
Motive ‘ Low or no reward (1) v| Loss of integrity Minimal slightly corrupt data (1)
Opportunity ’ Full access or expensive resources requirec v Loss of availability Minimal secondary services interrupted (1) v
TI me bo un d Size ’ Developers, System administrators (2) Loss of accountability Fully traceable (1) v
Vulnerability Factors Business Impact Factors
Ease of discovery \ Practically impossible (1) Financial damage Minor effect on annual profit (3)
Ease of exploit ’ Theoretical (1) Reputation damage Minimal damage (1)
: Awareness ’ unknown (1) Non-compliance Minor violation (2)
» Security ® b S —— {
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® Likelihood score Impact score
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Network & Information Security 2 Directive

NCSC Cyber Assurance Framework (CAF)

Mandatory from 18 October 2024.

Applies to:
— Essential Entities:

» Max fines — 10 Million Euros (2% of
global annual revenue).

— Important Entities:

» Fines of at least 7 Million Euros (1.4%
of global annual revenue).
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CAF Objective B - Protecting against
cyber attacks

— Building resilience against cyber attack.

Principle

— The organisation builds resilience
against cyber attack into the design,
Implementation, operation and
management of systems that support
the operation of essential functions.

B5.b Design for Resilience

— You design the network and information
systems supporting your essential
function(s) to be resilient to cyber
security incidents.

— Systems are appropriately segregated
and resource limitations are mitigated.



Conclusion
Maintaining Secure & Resilient Operations

Continuously check your networks for opportunities
for ransomware to take hold

Extinguish one ransomware element, and remove
the operational risk

Prioritize which risks are most critical, and need
addressing first

Ensure that the safeguarding measures deployed
have been effective in shutting the fire doors - and
shutting down attacks.
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