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Introduction to laC and PCI DSS

4 ) 4
PCI DSS Infrastructure as Code (laC)
A set of baseline technical and operational Managing and provisioning computer
requirements designed to protect account resources through machine-readable
data. definition files, rather than hardware
configuration or interactive tools.
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Intersection of laC and PCI DSS

Integrating laC with PCI DSS facilitates
Implementation of a secure, consistent,
repeatable infrastructure.
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Traditional vs laC Infrastructures

« Manual, static configuration files  Machine readable content convert to live

» Apply configurations to each device configurations

separately * Apply multiple configurations

simultaneousl
« Not scalable y

» High chance of misconfigurations * Consistent and scalable
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How Might Those Differences Be Represented?

CLI, Ul or Config File
@ I (= o)
\ (=) J .
Q n Single component

- $¢¢ blackfoot
ards Council papap CyberSQCU”ty




How Might Those Differences Be Represented?

CLI, Ul or Config File

O

(i

(—°J

Single component

r 2
> \ = J :®
o L

®
ar ouncil

laC Document(s) Repository

o5 blackfoot
e @ @ Cybersecurity

1S

laC Engine

-~

O ED

ifasyas

CHED
B

-

~

Environment

-

Many components



Traditional Infrastructures
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Repository Locations and Connectivity
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Repository Locations and Connectivity
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Endpoint Considerations and Scope Validation
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Cloud Considerations and Scope Validation
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Steps to Infrastructure as Code
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Steps to Infrastructure as Code
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Pop Quiz | Ask a QSA

Scenario:

« Launch of an externally-facing API to transmit
and process cardholder data (CHD).

* The organization’s first implementation of laC,
and first implementation of an API for CHD.

Consider:

1. Infrastructure as Code
2. CDE components
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Pop Quiz | laC Components

Scenario: PCI DSS Requirements

« Launch of an externally-facing API to transmit
and process cardholder data (CHD). 1 2 3 4

* The organization’s first implementation of laC,
and first implementation of an API for CHD.

Consider:

1. Infrastructure as Code

2: CDE components 9 10 11 12

CDE Components laC Components
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Pop Quiz | CDE Components
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Ongoing Considerations
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Ongoing Considerations
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|aC (Relationship) with PCI DSS Requirements

» Configuration Standards
* Policies and Procedures

» Configuration Settings

Where has laC gone?
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Requirements and Testing Procedures Guidance

2.2 System components are configured and managed securely.
Defined Approach Requirements Defined Approach Testing Procedures
2.2.1 Configuration standards are developed, 2.2.1.a Examine system configuration standards

implemented, and maintained to:

2.2.1.b Examine policies and procedures




Governance Controls

U (0] 1] 0 B m—
Policies and Secure configuration of
procedures for repository and use of
operating laC features
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Infrastructure as Code — Considerations for PCIl DSS

Environment Awareness ﬁ%% Process Management
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NCEAELCEWEVE

» Security ®
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Requirements Direct Component

Assessment Time
6.5& 125 Review
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