The Journey to Zero Trust
Architecture for PCI DSS 4.0

Leveraging Microsegmentation, Workload Identities and Zero
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Agenda

Embracing Modern Network Architectures for Payment Systems

« Zero Trust Architecture (ZTA)

« ZTA Alignment with PCI DSS

» PCI DSS scope

 Service mesh

* Microsegmentation

- Workload ldentities

* ldentity-based microsegmentation with SPIFFE

« ZTA with Istio and Envoy
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The Evolving Threat Landscape
Why Traditional Security is No Longer Enough
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* |Increased attack
sophistication

« Expanding attack
surface

* |Insider threats

« Spearphishing /
Vishing / Smishing

« Supply chain

« Artificial Intelligence
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Adoption of Zero Trust Architecture
CISA Zero Trust Maturity Model
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Optimal

Traditional

Identity

@

Continuous validation
and risk analysis
Enterprise-wide identity
integration

Tailored, as-

needed automated
access

Devices

* Continuous physical and
virtual asset analysis
including automated
supply chain risk
management and
integrated threat
protections

* Resource access
depends on real-time
device risk analytics

Visibility and Analytics

Passwords or MFA
On-premises

identity stores

Limited identity

risk assessments
Permanent access with
periodic review

* Manually tracking
device inventory

* Limited compliance
visibility

* No device criteria for
resource access

» Manual deployment of
threat protections to
some devices

Automation and Orchestration

Distributed micro-
perimeters with just-in-
time and just-enough
access controls and
proportionate resilience
Configurations evolve to
meet application profile
needs

Integrates best practices

for cryptographic agility

Large perimeter/macro-
segmentation

Limited resilience and
manually managed
rulesets and
configurations

Minimal traffic
encryption with ad hoc
key management

Applications and
Workloads

(=

* Applications available
over public networks
with continuously
authorized access

* Protections against
sophisticated attacks in
all workflows

* Immutable workloads
with security testing
integrated throughout
lifecycle

* Mission critical
applications accessible
via private networks

* Protections have
minimal workflow
integration

* Ad hoc development,
testing, and production
environments

Continuous data
inventorying
Automated data
categorization and
labeling enterprise-wide
Optimized data
availability

DLP exfil blocking
Dynamic access
controls

Encrypts data in use

Governance

Manually inventory and
categorize data
On-prem data stores
Static access controls
Minimal encryption of
data at rest and in
transit with ad hoc key
management



PCI DSS 4.0 and Zero Trust: Already Alignhed

Strengthening Payment Security

« Zero Trust Architecture:

Least privilege access

“Never trust, always verify”
Assume breach

Segmentation

Role-based access control (RBAC)
Multi Factor Authentication (MFA)
Strong Cryptography

Continuous Monitoring

Attribute-based access control (ABAC)
Context-based access control (CBAC)
User and entity behavior analytics (UEBA)
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« PCI DSS 4.0 Requirements:

Least privilege access

Deny by Default

Access reviews

Segmentation

Role-based access control (RBAC)
Multi Factor Authentication (MFA)
Strong Cryptography

Continuous monitoring

Software supply chain
Non-human identities

Dynamic authorization



Limiting Systems in Scope for PCI DSS

Reducing Compliance Burden with Microsegmentation and ZTA

* PCI DSS Scope:
— System components that store, process, or transmit cardholder data (CHD)
— Connected-to and Security-impacting system components

« Zero Trust Architecture:
— Fine-grained real-time dynamic access to in scope resources
— Can reduce PCI DSS scope

* Microsegmentation with Service Mesh:
— Implementations can enforce a ZTA for payment systems
— Isolate systems not in scope of CHD environments
— Reduce the number of systems requiring compliance
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Service Mesh for Mutual Authentication and Authorization
Enhancing Security in Microservices

* Service Mesh:
Maesh: authz: Service 1 allowed to call Service 2

- Dedicated infrastructure layer e

— Facilitates service-to-service

Identity-based policy [L7 segmentation] (service mesh)

— Provides security, observability, and s smsmmss s e QAo
re“abl“ty wsegment: allow 10.100.2 30.8080 -> frowall wsogment: allow frowall > 10.1.2.3/30:8080
Fine-grained network policy [micro-segmentation] (PAN, NSX, Aviatrix, CNI in K8s) LSt

e Mutu al TLS (mT LS) Firewall: allow 10.100.2.3/30:15443 -> 10.1.2.3/30:15443

Coarse-grained network policy (Firewalls, FS)

— Authenticates both client and server
— Encrypts traffic between services |

 Authorization Policies:
— Fine-grained access control
— Least privilege enforcement
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Microsegmentation with Service Mesh
Limiting Lateral Movement

 Traditional Network Segmentation: * ldentity-Based Microsegmentation:
— Traditional approach: VLANS, subnets — Uses workload identities
— Limitations: Static, inflexible — Granular access control policies

: : : . — Dynamic policy enforcement
* Microsegmentation with Service Mesh:

— Fine-grained isolation at the service level » Benefits:
— Dynamic policy enforcement — Enhanced security through granular access
— Reduced attack surface controls.

— Improved agility and scalability in dynamic
environments.

— Reduced attack surface and minimizes
lateral movement.
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Workload Identities

Establishing Trust in Dynamic Environments

» SPIFFE (Secure Production Identity Framework for Everyone):

— Open-source framework for creating and managing platform-agnostic, cryptographic identities for
software workloads.

« SVID (SPIFFE Verifiable Identity Document):
— Cryptographically verifiable document that carries a workload's identity.
— Typically implemented as an X.509 certificate.

 Benefits:
— Enables secure communication between workloads with Non-human Identities (NHI).
— Facilitates authentication and authorization in zero trust environments.
— Can be assigned to any software program, not just microservices.
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Envoy Sidecar Proxies + SPIFFE

Service A

Service B

(€8 ) envoy

. ([\@ envoy

Service C

Service D

Ingress

Q) envoy
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Service
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Implement ZTA with Istio and Envoy

Istio Mesh
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Istio Authentication

Istio enforces peer authentication policies that define mTLS authentication
modes on target workloads

soMesh  PERMISSIVE (Default setting):
- Workloads accept both mutual TLS and
Moccoooooooooosooooo plain text traffic. This mode is most
(B oo @ oo () veronx @ vy uUseful during migrations when
! b ! - workloads without sidecar cannot use
Q = Qs v 0 QO O ' mutual TLS. Once workloads are
........................................ | migrated with sidecar injection switch
"""""" - the mode to STRICT.
A 3212222‘;1‘;‘?25;’"“ Namespacs oor -+ STRICT: Workloads only accept mutual
LS traffic
\"""""""""?"""7 ______________ . DISABLE: Mutual TLS is disabled. This
P mode should not be used for payment
- systems or ZTA environments.
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selector:
matchLabels:
app:
action:

service-2

ALLOW

Istio Authorization

JWT+TLS
mTLS

Policy Defined in Infrastructure as Code
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to:
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Administrators
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Conclusion
Embracing Modern Network Architectures for a Secure Payment Future

 Zero Trust Architecture is a powerful framework for strengthening payment
security and aligns closely with the requirements of PCI DSS 4.0.

* The path to zero trust is a journey, but the benefits are significant.

» By adopting Zero Trust Architecture for payment systems with modern
network security controls like service mesh with microsegmentation, and
Identity-based microsegmentation, organizations can enhance security, limit
PCI DSS scope, reduce risk, and streamline their compliance efforts.
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