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Why migrate 
payment platforms 
to the cloud?

Aren’t payment 
platforms “high 
security 
environments” 
(HSE)?



Should I trust 

any cloud with 

my customer’s 

confidential 

payment data 

and secrets?

Why did 

Microsoft move 

its own payment 

gateway? 



What sort of precautions should 

I take to move them and why is 

cryptography in the cloud safe?



Evolving Regulations for Data Protection – Is PCI Next?
Compliance/Regulations Date released Region Notes/Comments Relevant section

Framework for Adoption of Cloud 
Services by SEBI Regulated Entities

March 2023 India Direct reference to confidential computing 
“Data-in-use i.e., wherever data that is being used or 
processed in the cloud, confidential computing solutions 
shall be implemented.”

Section 6.2.9

California Consumer Privacy Act 
(CCPA)

January 2020 California , USA Need for reasonable security procedures and practices Section 1798.81.5

General Data Protection Regulation 
(GDPR)

May 2018 European Union • Need for state-of-the-art security measures.

• Accountability for protection of data and showing 
compliance.

• Article 32 – Security of 
processing

• Article 5(2) & Article 24 – 
Principle of accountability

Lei Geral de Proteção de Dados 
(LGPD)

August 2020 Brazil Need for state-of-the-art security measures. • Article 46 – Security and 
Secrecy of Data

Personal Information Protection and 
Electronic Documents Act (PIPEDA)

January 2021 Canada Accountability for protection of data. Schedule 1, Section 4.1.4

Personal Data Protection Act (PDPA) January 2013 Singapore Accountability for data protection Section 11 & 12

Digital Operational Resilience Act 
(DORA)

December 2022 European Union Financial entities shall design, procure and implement ICT 
security policies, procedures, protocols and tools that aim to 
ensure the resilience, continuity and availability of ICT 
systems, in particular for those supporting critical or 
important functions, and to maintain high standards of 
availability, authenticity, integrity and confidentiality of 
data, whether at rest, in use or in transit.

• Article 9, protection and privacy 

• Digital Operational Resilience 
Act (DORA), Article 9 
(digital-operational-
resilience-act.com)

https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.digital-operational-resilience-act.com%2FArticle_9.html&data=05%7C01%7CVikas.Bhatia%40microsoft.com%7C5e29d96cce9342ea811b08db86e1408f%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638252074259566347%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=QgKC7qLLOope8ydiooqnrPqn7iK4WBCgzwNNMVI26yo%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.digital-operational-resilience-act.com%2FArticle_9.html&data=05%7C01%7CVikas.Bhatia%40microsoft.com%7C5e29d96cce9342ea811b08db86e1408f%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638252074259566347%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=QgKC7qLLOope8ydiooqnrPqn7iK4WBCgzwNNMVI26yo%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.digital-operational-resilience-act.com%2FArticle_9.html&data=05%7C01%7CVikas.Bhatia%40microsoft.com%7C5e29d96cce9342ea811b08db86e1408f%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638252074259566347%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=QgKC7qLLOope8ydiooqnrPqn7iK4WBCgzwNNMVI26yo%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.digital-operational-resilience-act.com%2FArticle_9.html&data=05%7C01%7CVikas.Bhatia%40microsoft.com%7C5e29d96cce9342ea811b08db86e1408f%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638252074259566347%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=QgKC7qLLOope8ydiooqnrPqn7iK4WBCgzwNNMVI26yo%3D&reserved=0


Confidential 
Computing 
Consortium
The Confidential Computing Consortium (CCC) 
brings together hardware vendors, cloud 
providers, and software developers to 
accelerate the adoption of Trusted Execution 
Environment (TEE) technologies and standards

A community focused on projects securing 
data in use and accelerating the adoption of 
confidential computing through open 
collaboration

Microsoft is a founding member, and chairs 
both the governing board and the Technical 
Advisory Council (TAC) of this open source 
community

Premier

General

*Other names and brands may be claimed as the property of others.



• Be cautious moving sensitive or confidential workloads to the cloud – consider how those 

compute workloads are protected from the cloud provider and other adjacent customer 

workloads.

• Consider how you shift adoption away from on-prem physical HSM to cloud-based HSM

• With the right investment in Confidential Computing, moving payment related services to the 

cloud can be secure.

• Work to include “Encryption in Use” scenarios as part of your security policies and standards 

for sensitive or confidential data.

• Expect regulatory requirements to evolve to include Confidential Computing requirements for 

sensitive or confidential data. The PCI space is especially fitting.

Summary
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