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Source: NIST Computer Security
Incident Handling Guide

• Any organization can fall victim to a cyber attack.

• Incident response is a critical component of any organization’s 
cybersecurity strategy. It involves a coordinated effort between various 
teams and departments to detect, analyze, and respond to security 
incidents. 

• The goal of incident response is to minimize the impact of an incident 
and prevent it from happening again.

Source: NIST Computer Security
Incident Handling Guide
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• Incident management

• Enterprise incident investigation

• Technical analysis

• Incident scoping

• Crisis communications

• Legal and regulatory concerns

• Executive decision making

• Reporting and remediation

Incident 
Response 
Components



• Details the steps that must be taken

• Establishes roles and responsibilities

• Helps prevent slow responses

• Coordinates multiple workstreams

• Helps ensure thorough decision-making
Incident 
Response 
Plans



Incident Response Requirements
• For PCI compliant organizations (i.e, merchants, processors, acquirers, issuers, and other 

service providers) there are numerous frameworks and requirements that incorporate cyber 
incident response. 

• Key regulations and standards include:

• PCI DSS v4.0

• GLBA

• HIPAA

• State laws

• GDPR    …and more.
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PCI DSS v4.0 – 12.10.7



GLBA - FTC Safeguards Rule
Who it Applies To: 

Non-banking financial institutions, such as mortgage brokers, motor vehicle dealers, and payday lenders

Incident Response Requirements: 
Establish a written incident response plan designed to promptly respond to, and recover from, any 
security event materially affecting the confidentiality, integrity, or availability of customer information in 
your control.

(1) The goals of the incident response plan;
(2) The internal processes for responding to a security event;
(3) The definition of clear roles, responsibilities, and levels of decision-making authority;
(4) External and internal communications and information sharing;
(5) Identification of requirements for the remediation of any identified weaknesses in information systems 
and associated controls;
(6) Documentation and reporting regarding security events and related incident response activities; and
(7) The evaluation and revision as necessary of the incident response plan following a security event.



SEC / SOX
Who it Applies To: 

U.S. reporting issuers and foreign private issuers, including all companies with stock traded
on U.S. exchanges (public companies).

Incident Response Requirements:

Maintain effective controls and procedures that enable timely disclosures of material 
cybersecurity incidents. 

Reporting Requirements: 

Disclose material cybersecurity incidents on Form 8-K within four business days of determining 
the incident is material, and disclose any material updates on an ongoing basis



NYDFS Cybersecurity Regulation
Who it Applies To: 
New York insurance companies, banks, and other regulated financial services institutions—
including agencies and branches of non-US banks licensed in the state of New York.

Incident Response Requirements:
Develop and implement an incident response plan.

Maintain business continuity and disaster recovery plan requirements that are tested annually.

Reporting Requirements: 
Requires notice of all cybersecurity incidents within 72 hours after determining that the event 
has occurred. 

Requires notice and explanation of extortion payments made in connection with cybersecurity 
events involving the covered entity within 24 hours of the payment.


