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Robot k id wi th emot ions 
and feel ings

A . I .  T H E  M O V I E

Our new chat t ier  f r iend
C H AT G P T

What come to your minds
When you hear AI?



AI turned rouge and 
taken our wor ld!

S C I E N C E  F I C T I O N
Often h ighl ight  AI  
s teal ing our jobs

M E D I A N E W S
AI narrat ives based on 

business interests

I N F L U E N T I A L  L E A D E R S

Perception of AI



History of AI

AI research off ic ia l ly  
born

D A R T M O U T H  
C O N F E R E N C E

defeats Garry Kasparov

I B M  D E E P  
B L U E

wins Jeopardy!

I B M  
WAT S O N

1956 1997 2011

in t roduce by OpenAI

G P T- 3

beat  Lee Sedol

G O O G L E ’s  D E E P M I N D  
A L P H A G O

2022 2016



A Different View on AI Event

Assist  in  Achiev ing Competent  
Performance

True Human-AI  Cooperat ion



Amounts of  Relevant  
Data

M A S S I V E

Neural  Domain
O N E  F O C U S E D

Outcomes
D I S T I N C T I V E

AI Simplified
Art i f ic ia l  Inte l l igence (AI)

Narrow AI

Machine Learning

Deep Learning

Generat ive AI

Large  Language Model  (LLM)

Genera t i ve  Pre- t ra ined  
Trans fo rmer

GPT-4

C h a t G P T

https://blog.tobiaszwingmann.com/p/demystifying-ai-practical-guide-key-terminology
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https://blog.tobiaszwingmann.com/p/demystifying-ai-practical-guide-key-terminology


AI in Payments
Hundred o f  M i l l i ons  o f  card  
payment  t ransac t ions ,  o f  wh ich  
f raudu len t  t ransac t ions  
charac te r i s t i c  a re  ava i lab le

C A R D  
T R A N S A C T I O N S  

Focuses on ident i f icat ion and 
mi t igat ion of  f raudulent  
t ransact ions

S E C U R I T Y  D O M A I N

Can be f lag c lear ly  for  the 
necessary fo l low-up act ions

F R A U D  /  N O N -
F R A U D

1001100
0101010

Accord ing  to  N i l son  Repor t ,  
payment  ca rd  f r aud  lo s ses  

wor ldw ide  exceeded

$32
i n  2021

b i l l i on

Pro jec ted  to  lo se  
wor ldw ide  accumu la ted

$397
over  the  nex t  10  year s

b i l l i on

https://www.globenewswire.com/news-release/2022/12/22/2578877/0/en/Payment-Card-Fraud-Losses-Reach-32-34-Billion.html
https://www.ecb.europa.eu/pub/pdf/cardfraud/ecb.cardfraudreport202305~5d832d6515.en.pdf

https://www.globenewswire.com/news-release/2022/12/22/2578877/0/en/Payment-Card-Fraud-Losses-Reach-32-34-Billion.html
https://www.ecb.europa.eu/pub/pdf/cardfraud/ecb.cardfraudreport202305~5d832d6515.en.pdf


Mobi le Appl icat ion on COTS 
devices accept  card payments

M P O C  
A P P L I C AT I O N

Software L ibrary a l low 
integrat ion f rom MPoC App

M P O C  S D K
Backend that  cont inuously 

ver i f ies the secur i ty  posture

M P O C  A & M  
B A C K E N D

SoftPOS and PCI MPoC
Mobile Payments on COTS

S D K



The Traditional Approach
Reactive, Rule-based Detection

Attempt of  card payment f raud 
using new methods

F O R G E R
React ive to new method by 

addi t ional  ru le-based inc lus ion

D E T E C T O R



Learning and Adapting AI
Proactive, Around the Clock Prevention

Attempt of  card payment f raud 
using new methods

F O R G E R
AI dr iven detector  to adjust  for  
new form of  at tack,  real - t ime

D E T E C T O R



Path Forward
The Future is Now

Learn what the de facto PCI MPoC 
Standard means for the SoftPOS 
industry and its implications for banks 
and acquirers

Discuss how AI would be a game 
changer to the attestation of 
components of SoftPOS

LET ’S  D ISCUSS FURTHER!




