MPoC and Mobile Updates




» Security ®
Standards Council

Andrew Jamieson

Vice President, Standards

e



A Brief History (of Face to Face Payments)

POls started out as simple
PIN Entry Devices

New payment types & engagement models
have driven change
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A Brief History (of Face to Face Payments)

Mobile POS
POls started out as simple
PIN Entry Devices .
New payment types & engagement models
have driven change =
Multi-function PED Touch-entry PED
- Simple PED A
Please Enter PIN Dedicated
— Card reader

SEas

oooo

oooo PCI PTS POI m*l

-
@ g'?;r?(;igds Counci? \ PCI PED j



A Brief History (of Face to Face Payments)

Mobile POS
POls started out as simple
PIN Entry Devices .
PCI SPoC
New payment types & engagement models PCI CPoC
have driven change PCIMPoC =
Multi-function PED Touch-entry PED
- Simple PED A
Please Enter PIN Dedicated
— Card reader
SEas
oooo
ooood PCI PTS POI %

-
@ g'?;r?(;igds Counci? \ PCI PED j



PCI MPoC v1.0.1
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February 2023
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MPoC v1.0.1 Feedback

&l

Laboratory testing of MPoC Apps is too burdensome >

Increased support for different types of POI devices
IS required

The MPoC Product types supported limit
potential deployments

Some requirements are unnecessary

Some key management requirements are too strict

The definition of COTS is too restrictive ...




Meetings Schedule

Schedule for meetings:

MTFE: O

Wed May 29" 12-1pm EST
Wed June 26t 12-1pm EST
Wed July 24t 12-1pm EST

TGGIY

Tue May 215t 12-1pm EST
Tue June 18t 12-1pm EST
Tue July 16" 12-1pm EST

Last meetings on 19t and/or 26" August
(These are the go/no-go meetings)

Week 10" June on-site meetings in Barcelona
(MWG cancelled for that week)
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MPoC v1.1 RFC

Feedback Category per Company
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MPoC v1.1 RFC Disposition
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= Addressed
= Not Adopted
No Change Requested
% Future
1 Already addressed
Feedback Unclear
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* MPoC Apps integrating an Isolating SDK can be validated directly by the vendor the
MPoC SDK they are integrating

MPoC v1.1 — Change Highlights

-

* MPoC A&M Service > MPoC Service (A&M), or MPoC Service (A&M and Payment) '.
* Allow for one MPoC SDK to integrate another MPoC SDK

+ Allow for MPoC SDK to have integrating COTS-based software manage payment
secure channel

* Removal of Secure Software validation requirement for backend A&M software /
-

* Integration of existing MPoC v1.0.1 Tech FAQs, add to guidance and other
changes throughout

» Updated Definition of COTS
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MPoC v1.0.1 vs v1.1

MPoC v1.0.1

Mobile device can be used
for reading contactless card
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What About MPoC SDKs?



MPoC SDK and Acceptance Options
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MPoC SDK Options
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MPoC SDK Options
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MPoC SDK Options
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MPoC SDKs

Figure 4: Example Implementations using Multiple MPoC SDKs
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MPoC SDKs

Figure 4: Example Implementations using Multiple MPoC SDKs
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Figure 4: Example Implementations using Multiple MPoC SDKs
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Figure 4: Example Implementations using Multiple MPoC SDKs
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MPoC SDKs

Figure 4: Example Implementations using Multiple MPoC SDKs
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Figure 4: Example Implementations using Multiple MPoC SDKs
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Next Steps

* MPoC v1.1 current going through the
process for finalization and release

» Expect publication later this year

* Work progressing on Program
aspects
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MPoC is not Everything!
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MPoC is not Everything!

«  We’re also working on an SDK module for
Secure Software
» To support use cases such as:

« Tap-to-pay on cardholder phone
« 3DS SDK implementations
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Thank You!




