2024 North America Community Meeting

Your Journey Through Key
New PCI DSS v4.x Requirements
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Kandyce Young

Manager, Data Security Standards
PCI Security Standards Council




PCIl DSS v4.0

Retires 31 Dec 2024
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Network Security Controls




Protect Stored Account Data

Prohibition of copy/relocation of PAN
unless there’s a legitimate need

Encrypted data is only decrypted
when there’s a legitimate need
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Anti-Phishing
Protection
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Automated Audit =~ . %
Log Reviews -~
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Internal Vulnerability Scans
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* Must be Authenticated Internal Scans

Standards Counci

Securi



Internal Vulnerability Scans

................
.................

.........................

LN 7 7 7 7 77 7777717717717
L NN 1 I 7 T T 7 777777773
L NN 1 1 1 7 T 2T 7 7 7 7 7 7 7 A
[ 7 7 N 7 7 7 7 14 L 7773
[ 7 Y 7 7 7 7 7 7 7 7 3
sy  SESSSA SEsESESS >

Y 17 (I I I I Iy i 11117773 fd

L AN 1 I 1 1 T I 77777777773

N S S A S Py Ay I I T I T ITT773

'SSNSSSSSSSEESESN
VSSSSSSSSESESESr-

* Must be Authenticated Internal Scans

Standards Counci

Securi



Internal Vulnerability Scans

................
.................

.........................

LN 7 7 7 7 77 7777717717717
L NN 1 I 7 T T 7 777777773
L NN 1 1 1 7 T 2T 7 7 7 7 7 7 7 A
[ 7 7 N 7 7 7 7 14 L 7773
[ 7 Y 7 7 7 7 7 7 7 7 3
sy  SESSSA SEsESESS >

Y 17 (I I I I Iy i 11117773 fd

L AN 1 I 1 1 T I 77777777773

N S S A S Py Ay I I T I T ITT773

'SSNSSSSSSSEESESN
VSSSSSSSSESESESr-

* Must be Authenticated Internal Scans

Standards Counci

Securi



More Flexibility

Cryptographic Agility
Targeted Risk Analyses

Customized Approach
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Third-Party Service Pro

* TPSPs must support their customer
requests for information to meet
requirements




Third-Party Service Pro

* TPSPs must support their customer
requests for information to meet
requirements




Multi-Factor Authentication

Phishing-resistant authentication
factors may be used for non-console
access into the CDE
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