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Why measuring cyber risk matters ?

2 How to measure cyber risk

What we can do to rai



About ZeroRisk

| Tech Company 100% focused on the
cyber risk and compliance management solutions
for Merchant Service Providers and the merchants
you serve.

« SAAS Platform
« PCI DSS v4.0 Ready merchant validation & scheme reporting
* Proprietary Cyber Risk Scoring engine, tuned to payments

» Integrated solutions & services marketplace

« Designed, built and delivered by a te "
veterans ! i
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Why Cyber Risk Should Matter To An MSP
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Cyber Risk KYC

Benefiting all parties in the payments process

MSP Merchant
Cyber Risk onboarding due diligence Highlighting, benchmarking,

is as important as financial / AML / educating & raising the cyber
biz model due diligence oaini o
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How To Measure
Cyber Risk



Cyber Health

Cyber Risk Profiling

nee : 9’ Symptom

There are several common 'causes' of the symptoms typically identified, linked to
design, configuration, maintenance and testing.
- 2 ° ﬁ Cause

Effect

The 'Effect’ is the threat that a symptom may represent: eg a high risk of exposure
to ransomware. ldeally measured as the possible financial impact of a vulnerability WA Effect
being exploited.

Treatment (e, Treatment
"Treatment' is the remedy to the vulnerability that has been identified. ,

Prescription

Prescription

5

'Prescription’, is the service / solution / tool tr
treatment.
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Sources of Symptoms

3rd parties Complexity Hackability

Who are they, do we Does it match the proflle How vulnerable S tt
know anything about of the merchar - |
them, can they be er
trusted ?



st common causes of cyber risk

fe & B X © A

. : : : : . Fitness for
Build Configuration Maintenance Testing Education
purpose
When / Who Security headers Ownership Application User awareness Complexity
Design Email Shared responsibility Network Best Practice Maintainability
Security tools Authentication Updates Social / user Practical / Pragmatic Suitability
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Business Mis-placed Reputational Financial - -
o . Repair Bills
Continuity Data Damage Sanctions
Services interruption Payment B2C Fines Forensics
Deception Ability to sell / deliver / SR B2B Fees
function Business Confidential

Liability




alculating & Measuring Portfolio Risk

m Symptom Effect Event Cost No of Merchants

Example:

. Untrained staff member Ransomware - Inability
Credentials opens a phishing email o (el 6 e B0

on Darkweb relatinilt:t fi‘;r‘:comm get access to date
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What we can do to
raise the cyber
security Bar



Actionable Insights:

STEP 1 STEP 2 || STEP 3
Profile Prioritise Protect




KYC — Cyber Risk

Profile Prioritize Protect

Find out how
criminals can
defraud customers
using your hame

#CybersecurityEducation

Learn more @

ZeroRisk.io w
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Demand Less, Deliver More!




