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ftware Security Principle #1

WEICES CUrity is a Function of Software Quality

« Success is depende

customer satisfac
| trust. 4

' « Quality is a

pulidin
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Software Security Principle #2

Minor Security Issues Can Have Major Repercussions , %

The Internet is an extremely
hostile environment.

Software must be desig 1ed {¢
withstand such conditions

Knowing one’s weaknes
and how they may be
is key to one’s surv
= _—— Insufficient testing
= - 3 - mltlgét| N OT threa
vulnerabilities cal
catastropnic

Securit:












Software Security Principle #3

Software Security Requires Continuous Evolution

Innovation often intrq(_jL_Jce 5 hew
unforeseen vulnerabilitie

Threats aren’t static, so w
security practices ofte

Maintaining softwa
requires contint
oncert with



Applying These = '_l‘.‘ “
Principles with the |
‘Web Software | odule
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pplying These Principles

Objective C.1: Know Your Product Composition

« Cannot ensure software security &
quality if you don’t know the
composition of your own products

* Vulnerabilities in third-party
software components & ser
can lead to broader prodt
vulnerabilities.

Requires a detailed ir
’mp"c‘)"’eﬁt 5, sub

and services (SOolIw
viaterials or SBOI
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Applying These Principles

Objective C.2: Know Your Users

« Access control is fundamenta (
software securlty

Jnauthorizec

el 1o1ILIVE
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pplying These Principles

bjective C.3: Know Your Weaknesses and Address Them

« |dentify and address ,
vulnerabilities and design
weaknesses. '

« Do not repeat or reintroduce
previously resolved
vulnerabilities. '

+ Apply what you learr
similar scenario
~+ Do not blindly trus
erity Input anc
and/or proper
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pplying These Principles

- Objective C.4: Know Your Assets and Protect Them

If you do not know your
assets or their value, then
you cannot adequately
protect them. ‘

Someone wants wha
have.

~ + Inadequately p
asSSe Wil al
D€ compror




Principle 2

Principle 1 Principle 3

Software Security is
a Function of

Software Quality.



C.3: Web Software Attz

C.1 Web Software Components 9. VWE
Mitigation

and Services

Know your weak
address them

Know your product composition.

__— C.2: Web Software Access
Controls :
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