What’s New For SAQs
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v General Changes for all SAQs

Response*

(Check one response for each requirement)

In PI ith
In Place Do 2e Not Applicable Not In Place

e e, B S
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E-commerce Methods

SAQ Type for How many PCI DSS

E-commerce Method Eligible Merchants | v4.0 Requirements

‘ Merchant has no access to own website 1

Merchant website redirects customers to a compliant TPSP (e.g., URL redirect)

Fully Out d
Merchant website includes a compliant TPSP’s embedded payment page/form (e.g., Y S

iframe) 2
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E-commerce Methods

E-commerce Method

SAQ Type for
Eligible Merchants

How many PCI DSS d
v4.0 Requirements

Merchant

\as no access to own website.

from the cmrémweerdoémn%fa (@ttempauad wsmect Post”)

ToDsie moludes a compnant TPSP's embedded payment page/form (for

Merchant Wegrsall{g%ads or delivers a script(s) that runs in the consumer browser (for

SAQ A-EP
SAQA

Fully
O'aXtQS'lIFc?éH ced

Except for the

example, JavaScript)

All other e-commerce methods and imple

Security L
Standards Council

SAQD for All PCIDSS
Merchants Requirements
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-« New v4.0 requirements for payment page
protection
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-« New v4.0 requirements for payment page
protection
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Standards Council

SAQ B-IP

For approved PIN Transaction Security
(PTS) Point-of-Interaction (POI) devices

What does “devices are not connected”
mean?



Connections Eligible for SAQ B-IP

Payment

Firewall { \¥ )45 Processor
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onnections Eligible for SAQ B-IP

Payment
Firewall Q@D Processor
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Multiple |
POI



>onnections Eligible for SAQ B-IP

‘ \ Payment
<— Firewall Q@D Processor
> o)
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Other
Merchant
Systems
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Multiple
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nections Not Eligible for SAQ B-IP

Payment
Firewall Q@D Processor
o)




nections Not Eligible for SAQ B-IP

Payment
Firewall Q@D Processor
o)

(| | -

Multiple |
POI
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SAQ C-VT

What does “no connections to other locations or
systems” mean?




onnections Eligible for SAQ C-VT

PCI DSS compliant
_____ third-party virtual

‘ payment terminal
solution
Firewall
BC]

I:l?l:l

[\BBB

0000000

Merchant browser
accesses the ' 4 -
third-party's virtual data into securely

payment terminal solution connected web

prowser




nections Not Eligible for SAQ C-VT

_____ - Call Center

- System

[ ——

Firewall | O\¥ /)5
S

: : e
No permitted connections to Ofiice

other locations or systems
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nanually entering account data into computer keyboaras



nections Not Eligible for SAQ C-VT

_____ 4 Call Center

- System

[ ——

Firewall | \¥Y /)
BN

: : iioe
No permitted connections to Otiice

other locations or systems

'S manually entering account data into computer keyboards
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hings That Don’t Exist...

for
Service
Providers



& The only SAQ for Service
Providers

- Statement added to all SAQs
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& The only SAQ for Service
Providers

- Statement added to all SAQs

El
Q.




hat Changed in SAQ D for Service 2
" Providers? -

» Higher expectations for entities that
provide services on behalf of others

» Additional documentation reqmrements
in v4.0
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SAQ Instructlons and
Guidelines v4.0
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)ifference Between P2PE and SPoC

Cl Point-to-Point Encryption (P2PE) Solution\ / PCI Software-based PIN-Entry on COTS Solution

Please
enter PIN

I
L

P2PE Solution or

PTS-approved POI Component Provider %
\ device with SRED 7

PCIl P2PE protects payment account data
via encryption from the point it is captured in
the merchant’'s payment device ur
decrypted in a P2PE solution or
provider’s environr
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