4 GPT-35 +’ GPT-4
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GPT-4 currently has a cap of 25 messages every 3 hours.

Send a message

ChatGPT may produce inaccurate information about people, places, or facts. ChatGPT May 24 Version
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Generative Al:
Your New Secret Weapon
or an Insider Threat?



Agenda

What is Generative Al?

How Can We Use It?

What Are the Risks?

Where Do We Go From Here?







Generative Al is a type of artificial intelligence
system capable of generating text, images, or
other media in response to prppts.
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Rain-soaked streets hum soft,

Hipsters bloom 'neath green bridges,
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Think of language models

like ChatGPT as a
“calculator for words”

-Simon Willison
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Document Templates

 Policies
* Procedures

« Configuration
standards

* Incident response
plans

4 GPT-35 +! GPT-4

PLUS

GPT-4 currently has a cap of 25 messages every 3 hours.
bend a message

ChatGPT may produce inaccurate information about people, places, or facts. ChatGPT May 24 Version
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System Configuration Guidance

* Logging
« Password settings
« NTP

* Encryption

4 GPT-35 +! GPT-4

PLUS

GPT-4 currently has a cap of 25 messages every 3 hours.
Bend a message

ChatGPT may produce inaccurate information about people, places, or facts. ChatGPT May 24 Version

P4




Scripts and Coding

 PowerShell
* Python
« HTML/CSS

* Shell scripting
(Bash)

e Rust

« JavaScript
e CH++

4 GPT-35 +/ GPT-4

PLUS

GPT-4 currently has a cap of 25 messages every 3 hours.

Send a message

ChatGPT may produce inaccurate information about people, places, or facts. ChatGPT May 24 Version
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Process Facilitation

* |Incident response
tabletop

« Scoping exercise

» Security @
Standards Council

4 GPT-35 +/ GPT-4

PLUS

GPT-4 currently has a cap of 25 messages every 3 hours.

Send a message

ChatGPT may produce inaccurate information about people, places, or facts. ChatGPT May 24 Version




Q&A with an Al

B Microsoft Bing Q SEARCH 9 cHaT l

PCI DSS 4.0 t ints v
«/ Searching for: PCI DSS version 3.2.1 vs PCl A\ paymen: page sciipts

\/ Generating an 6 What is the new INFI worksheet for PCI DSS compliance? V4 ~cordance with PCI

View other drafts o)

PCI DSS stands f
designed to ensu
information main

*0 The INFI worksheet is a new tool that was released by the PCI Security Standards Council in June
2023. It is designed to help organizations identify and document areas needing improvement in
their security posture. The worksheet is intended for use by Qualified Security Assessors (QSAs)

which was issuec during PCI DSS assessments, but it can also be used by organizations for self-assessment.
input validation and
Some differences The INFI worksheet includes the following sections: acting on it.
T ——— s like credit card

« Summary: This section provides a brief overview of the organization's security posture,
including the number of PCI DSS requirements that are met, partially met, and not met.

render

« Items Noted for Improvement: This section lists specific areas where the organization's
security posture can be improved. Each item includes a description of the issue, the impact
“} of the issue, and the recommended remediation steps.

» Root Cause Analysis: This section provides an analysis of the root causes of the issues

» Security @
Standards Council



Private Generative Al Tools

CHAT PAGE

Contract review
Content Generation
Technical writing
Risk Management

Research &
Development

My company uses Windows XP. What can | do to mitigate the risk?




Al-Prompt Engineering Best Practices

 Be Specific

* Provide Context

« Consider the Al's Perspective
 Prompt Length

* Clear Language

* |nstruction Prompts

* Try, Refine, Repeat

 Limit Bias

* Ethics




° y o
@éfsxa‘;rds ,\ ¢ \
. X . 9 ‘\
Insider Threat
(What are the Risks?) .



Unreliable results

Best Practices

’ Pouble-check for
Hallucinations”

* Use Multiple To
ols Lawyer Used Ch
. atGP
Be Wary of Absolutes — And Cited Fake CaS'I;n fourt
* Recognize Al Bias Is Considering Sanction.s Judge

» Ask fo .
r Human Opinion ferter V |
— Bard (Ewerinert] s @
4

geep Updated on Al
eVe I O p m e n tS G what does INFI stand for in regards t0 PCI DSS compliance?

A In the context of PCI DSS compliance, INFI stands for Intrusion Detection and Prevention. Itis a set of security
t and prevent unauthorized access to computer systems and networks. INFI

» S . °
@ Sfac:gz?r(ds Council * ¥
controls that aré designed to detec
controls can help to protect cardholder data from being stolen or compromised.
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Disclosure of sensitive materia
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* Awareness of Data S ° Chat(IPT E;:y COllceSSI?l\ia\s s privacy regulat
» Learn About the Tool's Data-Privé nanges afte
Privacy Policy -

Al made the C

SecurityIntelligence

ChatGPT Confirms Data Breach

Raising Security Concerns



Copyright issues

Best Practices

Understand Fair Use
Respect Creative Commons

Clearance for Commercial
Use

Use Licensed Data

Understand Al Generated
Content Rights

Create From Scratch
Keep Records
Seek Legal Advice

SEJ - Generative Al



Where Do We Go
From Here?




Criminals will use it
GPS

It’s a threat to jobs and will replace human workers
Personal computers

It’s going to be the end of privacy and security
Cell phones

Questionable security and reliability
ATMs



Just Another Tool in the Toolbox

 Email

» Social Media

* Internet Browsers

* Wi-Fi

* Video Conferencing Software
 Generative Al




What is Generative Al:

« Software tools which can generate content
based on input prompts.

How Can We Use it:

 Assist in performing mundane tasks such as
creating document templates.

« Expand our capabilities such as creating code.
« Expand our knowledge by answering questions.

What Are the Risks:
 Unreliable results

* Disclosure of sensitive information
« Copyright issues
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