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Where CHD May Be Hiding and at Risk
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Introduction

Rapid Cloud Growth & Security Challenges

« Case Studies: Real-World Cloud Cardholder Data Environments

Key Takeaways



Anton Abaya

« WILDLY PASSIONATE in All
Cybersecurity and PCI DSS

 Professional Services Manager
of GRC Team, vCISO, and Cloud
Security

* Principal Consultant
« PCI QSA: 15+ years

 Penetration Tester / Red Teamer /
Social Engineer

 Developed Our Cloud Security
Assessment Methodology
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About Converge Technology Solutions

6960+

Locatlons Clients Vendor
rope Partnerships

- G

L2/ ® L e
200+ 4,000+ >10,900 70,000 89, -

Cybersecuri ity  Professiona | Service Thre tH nts S urity Alerts ersecuri

Resources Engagements estigated J \ NPS Scere

Standards Council



Cloud Growth & Security Concerns

= FORTUNE

Bl \I\I\\I\\I(,Hl\

Cloud Security Market Size to Reach USD

are CO”CCFned

106.02 Billion [2022-2029] | 18.1% CAGR

According to Fortune Business Insights, the global Cloud
Security Market Size is projected to hit USD 106.02 Billion in

' 2029, at CAGR of 18.1 % during forecast period [2022-2026];

| Rising Adoption of Cloud Computing Solutions & Applications

' to Augment Market Growth Siapa News Wire

Source: Global BE¥= -2
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https://prasa-pl.com/blog/infographic-cloud-security-concerns/
https://www.globenewswire.com/news-release/2022/08/02/2490127/0/en/Cloud-Security-Market-Size-to-Reach-USD-106-02-Billion-2022-2029-18-1-CAGR.html

Breaches in the Cloud

45%

Share of breaches that occurred in the cloud

43%

Share of organizations that were in early stages
or had not started applying security practices
to safeguard their cloud environments

Security e
Standards Council

What best describes your IT operating model?

45%

m Hybrid cloud

m Completely on-premises

m Completely cloud

Did the data breach occur in the cloud?



https://www.ibm.com/downloads/cas/3R8N1DZJ

Breaches in the Cloud

Initial Attack Vectors
for a Data Breach

Cloud-based
Authentication

I Business Email Compromise

P Cloud Misconfiguration

Phishing

B compromised Credentials

Cloud-based
Configurations

According to Ponemon 2021

AUGUSTA
LI /DATA
LILISTORAGE

ustadatastorage.com | 706. 793. 0186

Security L)
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More Data Points on Data Breaches

45% of Breaches Were Cloud-Based

Nearly half of all breaches occurred in the cloud — and those that occurred in the
public cloud were costlier. While hybrid cloud environment breaches cost an
average of $3.8M, the average cost in private clouds was $4.24M and in public
clouds it was $5.02M!

The Crazy Cost of a Data Breach

A data breach is an expensive matter. Per IBM, the average costs of breaches by
type are:

$4.82N 2 average cost of a critical infrastructure data breach. Critical
infrastructure includes financial services, industrial technology, energy,
transportation, communication, healthcare, education and public sector



https://www.augustadatastorage.com/know-cost-data-breach-2018/
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https://prasa-pl.com/blog/infographic-cloud-security-concerns/
https://www.globenewswire.com/news-release/2022/08/02/2490127/0/en/Cloud-Security-Market-Size-to-Reach-USD-106-02-Billion-2022-2029-18-1-CAGR.html

Example: Real-World Cloud Attack Landscape

Expansion to the cloud is at
lightspeed. Security is playing

catchup. Risk increases during
this time period.

éorporate Company

Headquarters Data
Centers

Stores

Corp Infosec Visibility /

(blind in cloud coverage!)

Ransomware, Extortion of Leaked Data, Sale of Stolen
Data, Data Breach Fines, Regulatory Oversight, Etc.



https://www.globenewswire.com/news-release/2022/08/02/2490127/0/en/Cloud-Security-Market-Size-to-Reach-USD-106-02-Billion-2022-2029-18-1-CAGR.html

Example: Real-World Cloud Attack Landscape

Azure, Microsoft 365, and AWS Cloud Usage and Deployment

B Azure, M365, & AWS B Microsoft 365 B Azure AWS

/ Azure (] Office 365

There are unique attack
vectors for EACH of these.

Security issues

(cloud control plane Networking

misconfigurations)
found affecting all
these areas.

Stofage

Compute Monitor | Azure Active Directory

Security L
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Real-World Examples

PUBLIC internet exposure of cloud storage account.

(DATA BREACH)

Using Azure Storage Explorer, the Blob container was confirmed to be accessible anonymously
on the internet. Within this Blob were numerous Virtual Hard Disk (.vhd) files that are presumed
to contain sensitive information.

:."g Microsoft Azure Storage Explorer

File Edit View Help
- -~ 1 One or more accounts requires reauthentication.
Select the tenants you want to load subscriptions | S [
) C | )
from and the subscriptions you want to view ~ v . o
resources from. Download Open Preview  Select All

a Converge Technology Solutions
AAbaya@accudatasystems.com

Open Explorer

Security L
Standards Council

Active blobs (default)

=sDisk_27122022.vhd
Disk_27122022.vhd
~Disk_27122022.vhd

NN

s:&)sDisk 27122022.vhd

B

#DsDisk_27122022.vhd
$sDisk_27122022.vhd

]

srataDisk_27122022.vhd

B

Showing 1 to 70 of 70 cached items

v

i

Copy

O )

Manage History Folder Statistics

£snapshot

Access Tier Last Modified

Virtual Hard Disk files
M open on the Internet!

Refres

20.01 GiB
20,01 GiB
20.01 GiB
20.01 GiB
application/octet-stream  12.00 GiB
application/octet-stream  12.00 GiB
application/octet-stream  12.00 GiB

64.00 GiB




Real-World Examples

ldentity access management (IAM) issues in the cloud.

Accounts: 17,575
ctive Accounts: 13,649

v Member Accounts: N 13,364 157 Privileged Accounts (Azure/AWS)

Guest Accounts: 36 are stale/unused

Disabled Accounts: 86 are ‘everyday’ accounts

.,-/ / .
— / N
/,/ y \\.
/ ~

1,173 are stale/unused (password change >90 days)

-50% of these have password change >120 days /

/
/

2,584 accounts are not required to use MFA

(DATA R REACH) Permissions are set to be like any

member (employee) account

206 non-person (service/application) accounts

Password: ‘Company123’

Securit e
Standards Council N
E t NOTE: When an AWS application (e.g., 7% ) is opened toi ‘ALL, these existing JAM issues increase risk exposure!



Real-World Examples

Shadow cardholder data environment discovered.

& S C D @ compliance.microsoft.com/dataclassification?viewid =contentexplorer

i Apps

Home Data CIaSSification

o e Compliance Manager
Sensitive info types ~ EDM classifiers ~ Content explorer  Activity explorer

Data classification

Explore the email and docs in your organization that contain sensitive info or have labels applied. You drill down further by
reviewing the source content that's currently stored in Exchange, SharePoint, and OneDrive. Support for more locations is
coming soon. Learn more

Data connectors

) Alerts

Reports L credit All locations

Policies
Sensitive info types A L Export

Trials
Credit Card Number 28053 O 0 Name

Solutions Exchange

Catalog 3
OneDrive

App governance
SharePoint

Communication compliance
Teams

Security e
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eal-World Examples

Database as a Service exposed on the internet (to any other tenant).

A+ for effort!

Public network access

Public Endpaints allow access to this resource through the internet using a public IP address. An application or resou is gra a with the following r

Public network access ( ) Disable

Activity log
Selected networks
Access control (IAM)

@ Connections from the IP addressef| configured in the Firewall rules section below will have access to this database. By defd

Diagnose and sclve problems X
- »- Virtual networks

Quick start Allow virtual networks to connect to your resource using service endpoints, Learn
Settings ~+ Add a virtual network rule
Azure Active Directory
SQL databases Virtual network Subnet Address range Endpoint status Resource group Subscription
SQL elastic pools
\ 4 DTU quota

Firewall rules
Properties

&

Allow certain public internet IP addre: cess your resource. Learn more[@

-+ Add your client IPv4 address (9 ~+ Add a firewall rule
Data management

& Backups

Rule name End IPv4 address
W ODeleted databases

. ClientlPAddress_2021-12-07_03
@ Failover groups

- —
I fo r eXe C l ltl O n 7 Import/Export history | Clientipaddress 2021-12-07 08:42:55
L}

Security

@ Microsoft Defender
@ Transparent data encryption
% Identity

Security e
Standards Council




Real-World Examples

Suspicious Global Administrator account

#Anc. > Global administrator

ee Global administrator | Assignments -

All roles

- Add assignments )X Remove assignments J: Download assignments 'C_) Refresh ({' Manage in PIM Q Got feedback?
XK Diagnose and solve problems
A\ You currently exceed the recommended number of Global administrator assignments. =
Manage

Assignments

Description o You can also assign built-in roles to groups now. Learn More (o

V' 4
\. Highly suspicious service principal

Activi
Y Search Type

o' Bulk operation results Search by name | | All v
Troubleshooting + Support Name UserName Scope

2 New support request Directory
User Directory

User Directory

User Directory

wenicrosoft.com User Directory
amicrosoft.com User Directory
»nmicrosoft.com User Directory
saicrosoft.com User Directory
umicrosoft.com User Directory
sicrosoft.com User Directory
User Directory

User Directory

ServicePrincipal Directory

User Directory

Security e
Standards Council

User Directory




¥ NOBELIUM targeting delegated administrative
Real WO r I d EX am p I eS privileges to facilitate broader attacks
Supply Chain attaCk vector Via MSP. In the observed supply chain attacks, downstream customers of service providers and other

organizations are also being targeted by NOBELIUM. In these provider/customer relationships,
customers delegate administrative rights to the provider that enable the provider to manage the
customer’s tenants as if they were an administrator within the customer’s organization. By stealing

IR A e eidandly credentials and compromising accounts at the service provider level, NOBELIUM can take advantage
of several potential vectors, including but not limited to delegated administrative privileges (DAP), and

L then leverage that access to extend downstream attacks through trusted channels like externally

facing VPNs or unique provider-customer solutions that enable network access. To reduce the

Microsoft encourages all of our partners and customers to

Home
Users
Groups

Billing Your partner is a Reseller who can buy on your behalf. The roles assigned to them allow them to manage y
Settings

Partner information
Domains SRR Inc

Search & intelligence

Org settings ” (. Supply Chain attaCk vector

Integrated apps m—

Directory sync errors
Relationship type

Partner relationships
Reseller

Setup

Roles

Health o
: o salt Global Administrator
Security

Standards Council Helpdesk admin



https://www.microsoft.com/en-us/security/blog/2021/10/25/nobelium-targeting-delegated-administrative-privileges-to-facilitate-broader-attacks/#:~:text=By%20stealing%20credentials%20and%20compromising,trusted%20channels%20like%20externally%20facing
https://www.microsoft.com/en-us/security/blog/2021/10/25/nobelium-targeting-delegated-administrative-privileges-to-facilitate-broader-attacks/#:~:text=By%20stealing%20credentials%20and%20compromising,trusted%20channels%20like%20externally%20facing

Real-World Examples
Leaked AWS API keys on GitHub public repo (owned by developer).

oy, ¥
-

‘src/main/resources/app

@ github.com#ii B TR P S e R e L

o

ik o s e

-
Y

s Merge branch 'master’ of https://github.com g amisi..

spring.data.elasticsearch.engine.host=gaibediilotind se s PGl n ip g st i

spring.data.elasticsearch.engine.port=443

spring.data.elasticsearch.engine.username=:3g

KEE::EBS i . spring.data.elasticsearch.engine.password=rgezs fa0 L
ecurity i
Standards Council -




Real-World Examples

Shadow cardholder data environment discovered.

Amazon S3 @ We're continuing to improve the S3 console to make it faster and easier to use. If you have feedback on the updated experience, choose Provide feedback. Provide feedback

AmazonS3 ) Buckets » EANAE %) Analysis/ > Voice/ >

Buckets

k ) - : . , : . ; . .
ccess Points 2 & L Json Info

Object Lambda Access Points

r@ Copy S3 URI H M Dpownload H Open [4 ][ Object actions ¥

Multi-Region Access Points

) Properties Permissions Versions
Batch Operations

Access analyzer for S3

Object averview
‘J" & &

Block Public Access settings for &
File Edit Format View Help

this account

Storage Lens

SOR DN
RCUTEnd what s |

Dashboards

AWS Organizations settings -
apticipantId”:"AGENT","Sent 2 RAL” | ssScore”:[80.4,85.7,83.55]},
"BeginOffsetMillis":518990, "Content™: "Okay/| 5 25 three
digits."”,"EndOffsetMillis":543620,"Id": "d55!
e

Feature spotlight °

» AWS Marketplace for S3

it B
gonna read

8bS-45df -afbl-
,"Sentiment”: 2
n 601105535 i
Ln1, Col 19336 100% Windows (CRLF)  UTF-8
Bucket properties Management configurations

Security e

Standards Council PR s
Bucket Versioning Replication status

When enabled, multiple variants of an object can be stored in the bucket to easily recover from unintended user When a replication rule is applied to an object the replication status indicates the progress of the operation




Key Takeaways — Clearer Skies Ahead

Let's make cloud less cloudy.

1. Perform a Comprehensive Cloud Security Assessment
2. Perform a Data Discovery, Privacy, Protection Assessment

3. Enable Cloud-Native Security, Compliance, and Governance Tools
and/or Use Third-Party Security Solutions (Multicloud)

Secure All Authentication Directories and MFA and Vault All Secrets
Enable Comprehensive Cloud Control-Plane Loggmg/l\/lonltorlng° |
Create Guardrails or Blueprints to Control Security Misconfigurations” *

Control/Limit Developer Access to the Cloud /

S O C U
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