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• WILDLY PASSIONATE in All 
Cybersecurity and PCI DSS

• Professional Services Manager 
of GRC Team, vCISO, and Cloud 
Security

• Principal Consultant

• PCI QSA: 15+ years

• Penetration Tester / Red Teamer / 
Social Engineer

• Developed Our Cloud Security 
Assessment Methodology

About Me

Anton Abaya



About Converge Technology Solutions

NOW

30+ Years of
Cybersecurity Experience

60+
Locations

Serving North America & Europe
Clients

>4,000
Vendor 

Partnerships

700+

Cybersecurity 

Resources

200+
Professional Service 

Engagements 

4,000+
Threat Hunts

>10,900
Security Alerts 

Investigated

70,000
2023

YTD

Cybersecurity 

NPS Score

89



Cloud Growth & Security Concerns

https://prasa-pl.com/blog/infographic-cloud-security-concerns/
https://www.globenewswire.com/news-release/2022/08/02/2490127/0/en/Cloud-Security-Market-Size-to-Reach-USD-106-02-Billion-2022-2029-18-1-CAGR.html


Breaches in the Cloud

Source: IBM Cost of a Data Breach Report 2022 

https://www.ibm.com/downloads/cas/3R8N1DZJ


Breaches in the Cloud

Source: AugustaDataStorage

Initial Attack Vectors 

for a Data Breach

Phishing

Cloud-based 

Authentication

Cloud-based 

Configurations

https://www.augustadatastorage.com/know-cost-data-breach-2018/


Everything as a Service

• Shadow IT Developers

• Company Acquisitions 

With Cloud Presence

• Cloud Migrations

• Cloud-First Strategy 

(New Implementations)

• Move Fast or Lose to 

Competition

https://prasa-pl.com/blog/infographic-cloud-security-concerns/
https://www.globenewswire.com/news-release/2022/08/02/2490127/0/en/Cloud-Security-Market-Size-to-Reach-USD-106-02-Billion-2022-2029-18-1-CAGR.html


Corp Infosec Visibility
(blind in cloud coverage!)

Example: Real-World Cloud Attack Landscape

AWS

Azure

Company 

Data 

Centers

Azure Active Directory

Corporate

Headquarters

StoresStoresStores

Ransomware, Extortion of Leaked Data, Sale of Stolen 

Data, Data Breach Fines, Regulatory Oversight, Etc.

25 AWS Accounts

15 Azure Subscriptions

On-Premises

Active Directory

20,000+ employees

Expansion to the cloud is at 

lightspeed. Security is playing 

catchup. Risk increases during 

this time period.

https://www.globenewswire.com/news-release/2022/08/02/2490127/0/en/Cloud-Security-Market-Size-to-Reach-USD-106-02-Billion-2022-2029-18-1-CAGR.html


Example: Real-World Cloud Attack Landscape

There are unique attack 

vectors for EACH of these.

Security issues 
(cloud control plane 

misconfigurations) 

found affecting all 

these areas.



Real-World Examples
PUBLIC internet exposure of cloud storage account.  (DATA BREACH)



Real-World Examples
Identity access management (IAM) issues in the cloud. 

(DATA BREACH)

Password:  ‘Company123’



Real-World Examples
Shadow cardholder data environment discovered.



Real-World Examples
Database as a Service exposed on the internet (to any other tenant).

A+ for effort!

F for execution?



Real-World Examples
Suspicious Global Administrator account



Real-World Examples
Supply chain attack vector via MSP.

NOBELIUM targeting delegated administrative 

privileges to facilitate broader attacks

https://www.microsoft.com/en-us/security/blog/2021/10/25/nobelium-targeting-delegated-administrative-privileges-to-facilitate-broader-attacks/#:~:text=By%20stealing%20credentials%20and%20compromising,trusted%20channels%20like%20externally%20facing
https://www.microsoft.com/en-us/security/blog/2021/10/25/nobelium-targeting-delegated-administrative-privileges-to-facilitate-broader-attacks/#:~:text=By%20stealing%20credentials%20and%20compromising,trusted%20channels%20like%20externally%20facing


Real-World Examples
Leaked AWS API keys on GitHub public repo (owned by developer).



Real-World Examples
Shadow cardholder data environment discovered.



Key Takeaways – Clearer Skies Ahead

Let’s make cloud less cloudy.

1. Perform a Comprehensive Cloud Security Assessment

2. Perform a Data Discovery, Privacy, Protection Assessment

3. Enable Cloud-Native Security, Compliance, and Governance Tools 
and/or Use Third-Party Security Solutions (Multicloud)

4. Secure All Authentication Directories and MFA and Vault All Secrets

5. Enable Comprehensive Cloud Control-Plane Logging/Monitoring

6. Create Guardrails or Blueprints to Control Security Misconfigurations

7. Control/Limit Developer Access to the Cloud
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