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Why Place the Emphasis on Risk?
Prioritised Remediation To Reduce Risk

Raising the Cyber Security Bar for SMBs

Security ®
Standards Counci



The Challenge
®

PCI Compliance DSS SAQ:

Technical competence
Reliability of submissions

Limited scope m

Cyber Risk:

Business continuity
Consumer confidence

Merchant viability
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About Advantio
®

Largest European Head Quartered cybersecurity
and compliance specialists, serving payment and
fintech clients, globally

» Over 13 years of industry expertise

« Merchant, MSP, banking & payment clients globally
« PCI compliance specialism

+ PCIL.SSC GEAR members

« ZeroRisk compliance & cyber risk management

Richard Jones
Head of Business Development

ZeroRisk.io
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Why Place the Emphasis on Risk?



Risk Management Journey
®

LS §

Profile Prioritize Protect
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A Typical Merchant Portfolio
®



Calculating & Measuring Risk
®

Risk = Threat X Vulnerability X  Event Cost
Example:
: _ Untrained staff member Inability to trade or pay £10k
Risk = Ransomware X opens a phishing email to get access to your data
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A Typical Merchant Portfolio
®



Prioritised Remediation
To Reduce Risk



Risk Management Journey
®

Profile Prioritize Protect
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Targeted Merchant Engagement

®
Portfolio Segments Specific Merchants
Electronic Retailers GameConsole.com
Airlines
EverydayElectronics.com
Hospitality TvsRus.com
Gaming PhoneShop.com
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Easy Access To Essential Tools & Services

®
Essentials:
) & e
Password Anti Email System
Management Malware Security Backups

Best Practices:

~J0 1
© Fy S
Software Pen Anti ASV
Updates Testing Fraud Scanning

©
fa¥ata
Security

Awareness
Education

Cyber
Insurance
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Risk Rising To the Top
®

Highest Risk Merchant High Priority
Prioritize the riskiest
merchants first

High Risk Low Priority

Medium Risk

LOW RISk » Security ®
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Raising the Cyber Security
Bar for SMB Merchants



Risk Management Journey
®

9

Profile Prioritize Protect
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Changing the Merchant Mindset
®

Urgent + Important Important + Not Urgent
Not Urgent +
Urgent + Not Important Not Important
Where We Are!
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Establishing Cyber Maturity

®

Where we started when PCI| DSS

STAGE 1 Unconscious Incompetence was introduced to SMBs
. Where many business proprietors are
STAGE 2 Conscious Incompetence
today
STAGE 3 Conscious Competence Where we need to get to! /
: The panacea, however, can be dangerous
STAGE 4 Unconscious Competence

where security is concerned
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The Cyber Risk & Compliance Life Cycle

®

a g

Mature
Manage
o
Monitor ﬁ%
Mitigate
R
to)

Maintain .
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The Future of Cyber Risk
Management for MSPs

®

Dashboard ~ ASVScans ~ SAQ  RAQ  Marketplace  Leaming

PCI DSS Compliance & Cyber Risk Management

isk Score Compliance Status: In Progress
9 /
- A 25% N/A May 2022
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(V4 Your cyber secuty attenton and s below 3

industry's o et Next Actions

eybercrime and frau and coud be attacked ot any tme. You

) pipres od remodtion eapa bolow View PCI awareness courses

#3000 38 possitle. Create an SAQ

nload Executive Summary PDF &
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Profile Prioritize Protect

with me
‘your wabs! mote threat detectior
 Asvsea Yy WeBPENETRATION TESTING
‘Scan your assets for vulnerablities " Have Cyber Professionals analyse your
websites
Parties

g SeoumTYconsuTanon
Engage wih Securty Prfes
v discuss any topic

Rescan

Learn more at

Visit us at the Advantio
booth to find out more
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