
Balancing Technology and Cyber Risks | 
The Future of Payments is Mobile
Dharshan Shanthamurthy, CEO
SISA



Agenda

Genesis01

Core02

Solutionization03

• Market Study
• Why the World Needs 

Payment Innovation ?
• Global Perforation

• Evolving Form Factors | Evolving 
Payments | Faster | Secure

• Forensics-driven Approach

• Modular Approach



MARKET STUDY



Global 
Perforation



Cryptocurrencies || CBDC || Global payment ecosystem –
We need to be ready for the future
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Major Breaches
Major e-commerce merchant's app leaked data

Mobile parking application impacted 21 million users

Zero-day vulnerability impacts 900 million devices

13 android apps lead data of millions of users

COVID passport app exposes users

File sharing app vulnerable to RCE

Major messaging app exposes user credentials

Payment app exposes user balances
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SISA’s approach to Forensics-driven Cybersecurity
The Four-Fold Forensics-driven Cybersecurity Framework



Aftermath Analysis

Insecure Code

Insecure network 
configurations

Insecure storage on the device

Apps that leak data

Insecure configurations leak 
data over the network

Insecure protection of sensitive 
data



Risk Based Model To Achieve Secure 
Payments
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Target customer analysis

Required security| 
EMVCo. | SPoC | CPoC

Local governance 
adherence

Technological integration | 
API | SDK

Form factor mapping 
vis-à-vis Customer

Breaches

Test
ing

Vulnerabilities
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