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Agenda
®

A Dark Web Tour from a PCI DSS perspective

How threat intelligence is used against you: techniques and tactics used on the

dark web to exploit critical and sensitive data.

How payment data and systems are targeted, used, and sold by the criminal

underground.

How PCI DSS v4.0 helps to counter the problem in the dark web environment to

prevent threat actors from exploiting systems and data.



The Attack Trend Has Been Changing
®

14+ Billion 40.4+ Billion

Global Data Records Global Data Records
Lost Since 2013 Exposed in 2021

Source: Tenable’s 2021 Threat Landscape Retrospective (TLR) report
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The Levels of Dark Web Cyber Intelligence

Bad actors use cyber threat intelligence (CTI) to create opportunities throughout cyberspace.
Accessing various underground sources for continually assembling attacks and hiding their tracks

Automate
continuous data
collection and

risk analysis
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(secondary+direct), GitHub credit card markets, paste credit card markets, paste channels on Telegram,
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In a Dark Web Minute

®

Organizations today swim
in data. We performed an
exercise to feel the ‘Pulse
of the Underground’ - what
happens in the deep and

. dark web in a minute. The
results were staggering.
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Attackers utilize preemptive and proactive techniques for exploits
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Financial Sector System Targeting
Escalates with Market Changes

A Alerts [416]

Imminent
Threats

Emerging
Threats

None selected

Namibia Experienced Above-Average Leve

Sixgill has detected a significant increase
compromised credit cards from Namibia w

hreat: Fraud = Status: Treatment Requi

Kazakhstan Experienced Above-Average |

Sixgill has detected a significant increase
compromised credit cards from Kazakhstc

Threat: Fraud | Status: Treatment Requi
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Dark Web examples showing escalation of financial and payment system related targeting
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Q_ Description ~ MALPEDIA - MITRE
Locky is a high profile ransomware family that first appeared in early 2016 and was observed being active until
end of 2077. It encrypts files on the victim system and asks for ransom in order to have back original files. In its
first version it added a .locky extension to the encrypted files, and in recent versions it added the .lukitus
extension. The ransom amount is defined in BTC and depends on the actor.



Payment Related Data with Personal Information
in Scope and Value Continues to Grow

Dark Web examples showing targeting financial data via system security gaps
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Dark Web Forum Payment System Targeting
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Magento a€" Unauthenticated Remote Code Execution

Translate (@)

Type: Post | 04/24/2022 |

Magento a€" Unauthenticated Remote Code Execution

The vulnerability (CVE-2016-4010) allows an attacker to execute PHP code at the vulnerable Magento server unauthenticated. This vulnerability
actually consists of many small vulnerabilities, as described further in the blog post

Magento is an extremely popular eCommerce platform purchased by eBay at 2011

Itis used by major corporations, such as Samsung, Nike and Lenovo, and by small online merchants alike. Allin all, Magento is used in 250,000
online shops, handling approximately 60 Billion dollars a year.

These statistics, along with the fact Magento stores almost all customer information, makes it an extremely sensitive target, and the main
reason | audited it once more.

The vulnerability assumes one of the RPCs (REST or SOAP) is enabled. As both are enabled by default, and one of them is actually required by
the system, this assumption will not be a problem in the absolute majority of installations.

In this document | will use the SOAP API, as XML is more readable in this case.

This vulnerability works on both the Community Edition and Enterprise Edition of the system
I recommend all Magento administrators to update their installations to the 2.0.6 patch.
Vulnerable Versions

Magento EE & CE before 2.0.6.

Technical Description

£3 site
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Hacking Magento eCommerce For Fun And 17.000 USD
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ng Magento eCommerce For Fun And 17.000 USD

Magento, which was acquired by Ebay Inc (http://qoodvivo2dq72syaarvmaymx2zwojplom4méagilgaobfadpt5up24did onion/redirect php?
url=https://www.ebayinc.com/stories/news/ebay-to-acquire-magento/) back in 2011, is one of the most popular e-commerce platforms written
in PHP. There is an interesting bug bounty program

(http://qoodvrvo2dq72sygqrvmdymx2zwojplom4mégiiggobf3dpt5up24did.onion/redirect. php?url=https:/magento.com/security/reporting-
magento-security-issue) in place that offers bounties of up to 10,0008 for Information Disclosure and Remote Code Execution vulnerabilities. In
November 2014, | decided to give it a try, so | started looking for security bugs in Magento CE, and almost immediately | discovered a PHP
Object Injection (http://coodvrvo2dq72sygarvmaymx2zwolplom4mégiiggobfadptsup24did.onion/redirect php?
url=https://www.owasp.org/index.php/PHP_Object Injection) vulnerability which (un)fortunately requires administrator privileges in order to be
exploited. | thought this reason was good enough to choose not to report my finding under their bug bounty program, since Magento
administrators should already be able to upload and execute arbitrary code through the administration panel. However, after a couple of weeks a
friend of mine encouraged me to submit the finding, because you never know. So | did it, and when | finished writing my report including a PoC,
and | was about to send it, | noticed that the bug had already been (silently!) patched only a few days earlier! The researcher who reported the
vulnerability has been awarded with 2,5008 (http://qoodvrvo2dq72sygarvmaymx2zwojplom4mégiiggobf3dpt5up24did.onion/redirect.php?
url=http://ebrietas0.blogspot.com/2015/08/magento-bug-bounty-1-2-csrf-to-code.html) for the very same findingae€:

A couple of months later, in February 2015, there was a lot of rumors about what | consider a very nice piece of research
(http://qoodvrvo2dq72sygqrvmdymx2zwojplom4mégiiggobf3dptsup24did.onion/redirect. php?
url=http://blog.checkpoint.com/2015/04/20/analyzing-magento-vulnerability/) which chains several vulnerabilities in Magento that ultimately
allow an unauthenticated attacker to execute arbitrary PHP code on the web server. Getting inspired by these vulnerabilities, | decided to come
back to Magento source code looking for new security bugs, and I discovered and reported two vulnerabilities which made me win two bounties
I'd never thought I'd receive: 8,000$ and9,0008. Both of the vulnerabilities were discovered in February 2015, however | decided to report only a
a€cepotential Remote Code Execution€  at a first stage, because | thought the other one a€" a trivial information leakage bua 4€" had a

£3 site
forum_kickass

Category.

HACKING & SECURITY > Exploits & POC

Copy Post Id

Reputation: A 9/10

(d cves

CVE-2006-7243
CVE-2016-2212
CVE-2015-6497

[ Email Address

password@attacker servel

[ Email Domain

attacker_server....acker
attacker_server.com

cker/evil (http://qoodvry...




Zy Imminent  Compromised Credit Cards (partial)

Status: Treatment Reguired [0

Sixgi | discovered Z Cybersixgill compromised credit cards published in the urderground. The preview below hichlights the top five records - please click the
“Cxport to C8V* buttan to download the full list of affected cards.
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How the PCI DSS v4.0 Helps to Counter
Growing Attacks from the Dark Web
®

Vulnerability and Gap Prioritization

PCI DSS v4.0 Requirement 6.3:

« Can help to uncover outlying gaps and vulnerabilities that attackers are capitalizing
on and exploiting

«  Will help to continually measure the real risk of any vulnerabilities across your
enterprise

«  Will ensure that the right priority is applied to the right vulnerabilities with
measurable enforcement



Requirements and Testing Procedures

6.3 Security vulnerabilities are identified and addressed.

Guidance

Defined Approach Requirements

6.3.1 Security vulnerabilities are identified and
managed as follows:

o New security vulnerabilities are identified using
industry-recognized sources for security
vulnerability information, including alerts from

Defined Approach Testing Procedures

6.3.1.a Examine policies and procedures for
identifying and managing security vulnerabilities to
verify that processes are defined in accordance
with all elements specified in this requirement.

international and national computer emergency
response teams (CERTS).

e Vulnerabilities are assigned a risk ranking based
on industry best practices and consideration of
potential impact.

¢ Risk rankings identify, at a minimum, all
vulnerabilities considered to be a high-risk or
critical to the environment.

e Vulnerabilities for bespoke and custom, and
third-party software (for example operating
systems and databases) are covered.

Customized Approach Objective

New system and software vulnerabilities that may
impact the security of account data or the CDE are
monitored, cataloged, and risk assessed.

Applicability Notes

This requirement is not achieved by, nor is it the
same as, vulnerability scans performed for
Requirements 11.3.1 and 11.3.2. This requirement
is for a process to actively monitor industry sources
for vulnerability information and for the entity to
determine the risk ranking to be associated with
each vulnerability.

6.3.1.b Interview responsible personnel, examine
documentation, and observe processes to verify
that security vulnerabilities are identified and
managed in accordance with all elements specified
in this requirement.

Purpose

Classifying the risks (for example, as critical, high,
medium, or low) allows organizations to identify,
prioritize, and address the highest risk items more
quickly and reduce the likelihood that
vulnerabilities posing the greatest risk will be
exploited.

Good Practice

Methods for evaluating vulnerabilities and
assigning risk ratings will vary based on an
organization’s environment and risk-assessment
strategy.

When an entity is assigning its risk rankings, it
should consider using a formal, objective,
justifiable methodology that accurately portrays
the risks of the vulnerabilities pertinent to the
organization and translates to an appropriate
entity-assigned priority for resolution.

An organization’s processes for managing
vulnerabilities should be integrated with other
management processes—for example, risk
management, change management, patch
management, incident response, application
security, as well as proper monitoring and logging
of these processes. This will help to ensure all
vulnerabilities are properly identified and
addressed. Processes should support ongoing
evaluation of vulnerabilities. For example, a
vulnerability initially identified as low risk could
become a higher risk later. Additionally,

vulnerabilities, individually considered to be low or
medium risk, could collectively pose a high or
critical risk if present on the same system, or if
exploited on a low-risk system that could result in
access to the CDE.

(continued on next page)
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should consider using a formal, objective,
justifiable methodology that accurately portrays
the risks of the vulnerabilities pertinent to the
organization and translates to an appropriate
entity-assigned priority for resolution.

An organization’s processes for managing
vulnerabilities should be integrated with other
management processes—for example, risk
management, change management, patch
management, incident response, application
security, as well as proper monitoring and logging
of these processes. This will help to ensure all
vulnerabilities are properly identified and
addressed. Processes should support ongoing
evaluation of vulnerabilities. For example, a
vulnerability initially identified as low risk could
become a higher risk later. Additionally,

vulnerabilities, individually considered to be low or
medium risk, could collectively pose a high or
critical risk if present on the same system, or if
exploited on a low-risk system that could result in
access to the CDE.
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Requirements and Testing Procedures

6.3 Security vulnerabilities are identified and addressed.

Guidance

Defined Approach Requirements

6.3.1 Security vulnerabilities are identified and
managed as follows:

o New security vulnerabilities are identified using
industry-recognized sources for security
vulnerability information, including alerts from

Defined Approach Testing Procedures

6.3.1.a Examine policies and procedures for
identifying and managing security vulnerabilities to
verify that processes are defined in accordance
with all elements specified in this requirement.

international and national computer emergency
response teams (CERTS).

¢ Vulnerabilities are assigned a risk ranking based
on industry best practices and consideration of
potential impact.

¢ Risk rankings identify, at a minimt
vulnerabilities considered to be a |
critical to the environment.

¢ Vulnerabilities for bespoke and cu
third-party software (for example ¢
systems and databases) are cove

6.3.1.b Interview responsible personnel, examine
documentation, and observe processes to verify
that security vulnerabilities are identified and
managed in accordance with all elements specified
in this requirement.

This requirement is not achieved by, nor
is it the same as, vulnerability scans

Purpose

Classifying the risks (for example, as critical, high,
medium, or low) allows organizations to identify,
prioritize, and address the highest risk items more
quickly and reduce the likelihood that
vulnerabilities posing the greatest risk will be
exploited.

Good Practice

Methods for evaluating vulnerabilities and
assigning risk ratings will vary based on an
organization’s environment and risk-assessment
strateav.
is assigning its risk rankings, it
r using a formal, objective,
hodology that accurately portrays
vulnerabilities pertinent to the
nd translates to an appropriate
d priority for resolution.

bn's processes for managing

Customized Approach Objective

New system and software vulnerabilities that may
impact the security of account data or the CDE are
monitored, cataloged, and risk assessed.

Applicability Notes

This requirement is not achieved by, noris it the
same as, vulnerability scans performed for
Requirements 11.3.1 and 11.3.2. This requirement
is for a process to actively monitor industry sources
for vulnerability information and for the entity to
determine the risk ranking to be associated with
each vulnerability.

vulnerabilities should be integrated with other
management processes—for example, risk
management, change management, patch
management, incident response, application
security, as well as proper monitoring and logging
of these processes. This will help to ensure all
vulnerabilities are properly identified and
addressed. Processes should support ongoing
evaluation of vulnerabilities. For example, a
vulnerability initially identified as low risk could
become a higher risk later. Additionally,

vulnerabilities, individually considered to be low or
medium risk, could collectively pose a high or
critical risk if present on the same system, or if
exploited on a low-risk system that could result in
access to the CDE.
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6.3 Security vulnerabilities are identified and addressed.

Guidance

Defined Approach Requirements

6.3.1 Security vulnerabilities are identified and
managed as follows:

o New security vulnerabilities are identified using
industry-recognized sources for security
vulnerability information, including alerts from

Defined Approach Testing Procedures

6.3.1.a Examine policies and procedures for
identifying and managing security vulnerabilities to
verify that processes are defined in accordance
with all elements specified in this requirement.

international and national computer emergency
response teams (CERTS).

¢ Vulnerabilities are assigned a risk ranking based
on industry best practices and consideration of
potential impact.

¢ Risk rankings identify, at a minimum, all
vulnerabilities considered to be a high-risk or
critical to the environment.

¢ Vulnerabilities for bespoke and custom, and
third-party software (for example operating
systems and databases) are covered.

Customized Approach Objective

6.3.1.b Interview responsible personnel, examine
documentation, and observe processes to verify
that security vulnerabilities are identified and
managed in accordance with all elements specified
in this requirement.

for a process to actively
monitor industry sources

Purpose

Classifying the risks (for example, as critical, high,
medium, or low) allows organizations to identify,
prioritize, and address the highest risk items more
quickly and reduce the likelihood that
vulnerabilities posing the greatest risk will be
exploited.

Good Practice

Methods for evaluating vulnerabilities and
assigning risk ratings will vary based on an
organization’s environment and risk-assessment
strategy.

hen an entity is assigning its risk rankings, it
hould consider using a formal, objective,
ustifiable methodology that accurately portrays
he risks of the vulnerabilities pertinent to the
rganization and translates to an appropriate
ntity-assigned priority for resolution.

An organization’s processes for managing

New system and software vulnerabilities that may
impact the security of account data or the CDE are
monitored, cataloged, and risk assessed.

Applicability Notes

This requirement is not achieved by, noris it the
same as, vulnerability scans performed for
Requirements 11.3.1 and 11.3.2. This requirement
is for a process to actively monitor industry sources
for vulnerability information and for the entity to
determine the risk ranking to be associated with
each vulnerability.

vulnerabilities should be integrated with other
management processes—for example, risk
management, change management, patch
management, incident response, application
security, as well as proper monitoring and logging
of these processes. This will help to ensure all
vulnerabilities are properly identified and
addressed. Processes should support ongoing
evaluation of vulnerabilities. For example, a
vulnerability initially identified as low risk could
become a higher risk later. Additionally,

vulnerabilities, individually considered to be low or
medium risk, could collectively pose a high or
critical risk if present on the same system, or if
exploited on a low-risk system that could result in
access to the CDE.
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Requirements and Testing Procedures

6.3 Security vulnerabilities are identified and addressed.

Guidance

Defined Approach Requirements

6.3.1 Security vulnerabilities are identified and
managed as follows:

o New security vulnerabilities are identified using
industry-recognized sources for security
vulnerability information, including alerts from

Defined Approach Testing Procedures

6.3.1.a Examine policies and procedures for
identifying and managing security vulnerabilities to
verify that processes are defined in accordance
with all elements specified in this requirement.

international and national computer emergency
response teams (CERTS).

e Vulnerabilities are assigned a risk ranking based
on industry best practices and consideration of
potential impact.

¢ Risk rankings identify, at a minimum, all
vulnerabilities considered to be a high-risk or
critical to the environment.

e Vulnerabilities for bespoke and custom, and
third-party software (for example operating
systems and databases) are covered.

Customized Approach Objective

New system and software vulnerabilities that may
impact the security of account data or the CDE are
monitored, cataloged, and risk assessed.

Applicability Notes

This requirement is not achieved by, nor is it the
same as, vulnerability scans performed for
Requirements 11.3.1 and 11.3.2. This requirement
is for a process to actively monitor industry sources
for vulnerability information and for the entity to
determine the risk ranking to be associated with
each vulnerability.

6.3.1.b Interview responsible personnel, examine
documentation, and observe processes to verify
that security vulnerabilities are identified and
managed in accordance with all elements specified
in this requirement.

Purpose

Classifying the risks (for example, as critical, high,
medium, or low) allows organizations to identify,
prioritize, and address the highest risk items more
quickly and reduce the likelihood that
vulnerabilities posing the greatest risk will be
exploited.

Good Practice

Methods for evaluating vulnerabilities and
assigning risk ratings will vary based on an
organization’s environment and risk-assessment
strategy.

When an entity is assigning its risk rankings, it
should consider using a formal, objective,
justifiable methodology that accurately portrays
the risks of the vulnerabilities pertinent to the
organization and translates to an appropriate
entity-assigned priority for resolution.

An organization’s processes for managing
vulnerabilities should be integrated with other
management processes—for example, risk
management, change management, patch
management, incident response, application
security, as well as proper monitoring and logging
of these processes. This will help to ensure all
vulnerabilities are properly identified and
addressed. Processes should support ongoing
evaluation of vulnerabilities. For example, a
vulnerability initially identified as low risk could
become a higher risk later. Additionally,

vulnerabilities, individually considered to be low or
medium risk, could collectively pose a high or
critical risk if present on the same system, or if
exploited on a low-risk system that could result in
access to the CDE.
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6.3 Security vulnerabilities are identified and addressed.

Guidance

Defined Approach Requirements

6.3.1 Security vulnerabilities are identified and
managed as follows:

Defined Approach Testing Procedures

6.3.1.a Examine policies and procedures for
identifying and managing security vulnerabilities to

o New security vulnerabilities are identified using
industry-recognized sources for security
vulnerability information, including alerts from

verify that processes are defined in accordance
with all elements specified in this requirement.

international and national computer emergency
response teams (CERTS).

¢ Vulnerabilities are assigned a risk ranking based

on industry best practices and consideration of
potential impact.

¢ Risk rankings identify, at a minimum, all
vulnerabilities considered to be a high-risk
critical to the environment.

¢ Vulnerabilities for bespoke and custom, an
third-party software (for example operating
systems and databases) are covered.

6.3.1.b Interview responsible personnel, examine
documentation, and observe processes to verify
that security vulnerabilities are identified and
managed in accordance with all elements specified
in this requirement.

Processes should support ongoing
evaluation of vulnerabilities

Purpose

Classifying the risks (for example, as critical, high,
medium, or low) allows organizations to identify,
prioritize, and address the highest risk items more
quickly and reduce the likelihood that
vulnerabilities posing the greatest risk will be
exploited.

Good Practice

Methods for evaluating vulnerabilities and
assigning risk ratings will vary based on an
organization’s environment and risk-assessment
strateav.

tity is assigning its risk rankings, it
der using a formal, objective,
ethodology that accurately portrays
he vulnerabilities pertinent to the
and translates to an appropriate
ed priority for resolution.

ion’s processes for managing

Customized Approach Objective

New system and software vulnerabilities that may
impact the security of account data or the CDE are
monitored, cataloged, and risk assessed.

Applicability Notes

This requirement is not achieved by, noris it the
same as, vulnerability scans performed for
Requirements 11.3.1 and 11.3.2. This requirement
is for a process to actively monitor industry sources
for vulnerability information and for the entity to
determine the risk ranking to be associated with
each vulnerability.

vulnerabilities should be integrated with other
management processes—for example, risk
management, change management, patch
management, incident response, application
security, as well as proper monitoring and logging
of these processes. This will help to ensure all
vulnerabilities are properly identified and
addressed. Processes should support ongoing
evaluation of vulnerabilities. For example, a
vulnerability initially identified as low risk could
become a higher risk later. Additionally,

vulnerabilities, individually considered to be low or
medium risk, could collectively pose a high or
critical risk if present on the same system, or if
exploited on a low-risk system that could result in
access to the CDE.
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6.3 Security vulnerabilities are identified and addressed.

Guidance

Defined Approach Requirements

6.3.1 Security vulnerabilities are identified and
managed as follows:

o New security vulnerabilities are identified using
industry-recognized sources for security
vulnerability information, including alerts from

Defined Approach Testing Procedures

6.3.1.a Examine policies and procedures for
identifying and managing security vulnerabilities to
verify that processes are defined in accordance
with all elements specified in this requirement.

international and national computer emergency
response teams (CERTS).

e Vulnerabilities are assigned a risk ranking based
on industry best practices and consideration of
potential impact.

¢ Risk rankings identify, at a minimum, all
vulnerabilities considered to be a high-risk or
critical to the environment.

e Vulnerabilities for bespoke and custom, and
third-party software (for example operating
systems and databases) are covered.

Customized Approach Objective

New system and software vulnerabilities that may
impact the security of account data or the CDE are
monitored, cataloged, and risk assessed.

Applicability Notes

This requirement is not achieved by, nor is it the
same as, vulnerability scans performed for
Requirements 11.3.1 and 11.3.2. This requirement
is for a process to actively monitor industry sources
for vulnerability information and for the entity to
determine the risk ranking to be associated with
each vulnerability.

6.3.1.b Interview responsible personnel, examine
documentation, and observe processes to verify
that security vulnerabilities are identified and
managed in accordance with all elements specified
in this requirement.

Purpose

Classifying the risks (for example, as critical, high,
medium, or low) allows organizations to identify,
prioritize, and address the highest risk items more
quickly and reduce the likelihood that
vulnerabilities posing the greatest risk will be
exploited.

Good Practice

Methods for evaluating vulnerabilities and
assigning risk ratings will vary based on an
organization’s environment and risk-assessment
strategy.

When an entity is assigning its risk rankings, it
should consider using a formal, objective,
justifiable methodology that accurately portrays
the risks of the vulnerabilities pertinent to the
organization and translates to an appropriate
entity-assigned priority for resolution.

An organization’s processes for managing
vulnerabilities should be integrated with other
management processes—for example, risk
management, change management, patch
management, incident response, application
security, as well as proper monitoring and logging
of these processes. This will help to ensure all
vulnerabilities are properly identified and
addressed. Processes should support ongoing
evaluation of vulnerabilities. For example, a
vulnerability initially identified as low risk could
become a higher risk later. Additionally,

vulnerabilities, individually considered to be low or
medium risk, could collectively pose a high or
critical risk if present on the same system, or if
exploited on a low-risk system that could result in
access to the CDE.
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An information disclosure vulnerability exists when the win32k component improperly provides kernel information, aka 'Win32k
Information Disclosure Vulnerability'. This CVE ID is unique from CVE-2019-1436.
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CVE-2019-1440

An information disclosure vulnerability exists when the win32k component improperly provides kernel information, aka 'Win32k Information Disclosure Vulnerability'. This CVE ID is unique from CVE-2019-1436.
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(2]
CVE-2017-0147

The SMBvV1 server in Microsoft Windows Vista SP2; Windows Server 2008 SP2 and R2 SP1; Windows 7 SP1; Windows 8.1; Windows Server 2012 Gold and R2; Windows RT 8.1; and Windows 10 Gold, 1511, and 1607; and
Windows Server 2016 allows remote attackers to obtain sensitive information from process memory via a crafted packets, aka "Windows SMB Information Disclosure Vulnerability."
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Conduct Security Vulnerability Prioritization vs. Analysis

Combine other sources like CTI with traditional VM

Integrate external sources and metrics to add

risk measure to existing vulnerability
Risk-based Vulnerability Prioritization

management techniques
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Enrich your risk analysis 0

Incorporate broader threat intelligence from
all depths of the web and uncover the real
threat to your CDE
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