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Introduction

This document provides a high-level summary and description of the changes from PCI DSS v3.2.1 to
PCI DSS v4.0 and does not detail all document revisions. Due to the extent of the changes, the
standard should be reviewed in its entirety rather than focusing solely on this summary document.

This Summary of Changes is organized as follows:

= Change Types - provides an overview of the types of changes

T e a e = Summary of Changes to PCI DSS Introductory Sections - summarizes changes made for each
Summary of Changes from affected section.
PCI DSS Version 3.2.1 to 4.0 Summary of General Changes to PCI DSS Requirements - summarizes changes made
March 2022 throughout the requirements, testing procedures, and guidance.
Additional Changes per Requirement - summarizes additional changes made in requirements
1-12 and the appendices.
Summary of New Requirements - lists all new requirements, the entity to which the new

requirement applies (that is, all entities or service providers only), and the effective date of the
new requirement.




The Requirement Description at
the XX level organizes and

describes the requirements that fall

under it.

The Defined Approach
Requirements and Testing
Procedures describes the
traditional method for
implementing and validating PCI
DSS using the Requirements and
Testing Procedures defined in the
standard.

The Customized Approach
Objective is the intended goal or
outcome for the requirement. It
must be met by entities using a
Customized Approach. Most PCI
DSS requirements have this
Objective.

Appendix D describes
expectations for entities and
assessors when the Customized
Approach is used.

Entities following the Defined
Approach can refer to the
Customized Approach
Objective as guidance, but the
objective does not replace or
supersede the Defined Approach
Requirement.

New Layout for Requirements

Figure 5. Understanding the Parts of the Requirements

Requirements and Testing Procedures

Defined Approach Requirements

3.4.2 When using remote-access technologies,
technical controls prevent copy and/ncselecalion
PAN for all personnel.ewe

docymented Explicit authorization and a legitimate,
Jefined business need.

Customized Approach Objective

PAN cannot be copied o relocated by unauthorized
personnel using remole-access technologies.

3.4.2.b Examine configurations for remole-access

Applicability Notes

Storing or relocating PAN onto local hard drives
removable electronic media, and other storage
devices brings these devices into scope for PCI
Dss.

This requirement is a best practice until 31 March.
2025, after which it will be required and must be
fully considered during a PCI DSS assessment.

Applicability Notes apply to both the Defined and
Customized Approach. Includes information that
affects how the requirement is interpreted in the
context of the entity or in scoping.

These notes are an integral part of PCI DSS and
must be fully considered during an assessment.

Defined Approach Testing Procedures

3.4.2.a Examine documented policies and

procedures and documented evidence for technical

‘controls that prevent copy and/or relocation of PAN

when using remote-access technologies onfo local

hard drives of removable electronic media to verity
the following:

+  Technical controls prevent all personnel not
specifically authorized from copying and/or
relocating PAN.

Alist of personnel with permission to copy
and/or relocate PAN is maintained, together
with the documented, explicit authorization and
legitimate, defined business need.

technologies to verify that technical confrols to
prevent copy andior relocation of PAN for all
personnel, unless explicitly authorized.

3.4.2.c Observe processes and interview
personnel to verify that only personnel with
documented, explicit authorization and a
legitimate, defined business need have permission

® copy and/or relocaie PAN when using remote-
a0lRss technologies.

For each new PCI DSS v4.0
requirement with an extended
implementation period.

Guidance

Purpose

Relocation of PAN to unauthorized storage:
devices is a common way for this data to be'
obtained and used fraudulently.

Methods to ensure that only those with explicit
authorization and a legitimate business reason
can copy of relocate PAN minimizes the risk of
unautherized persons gaining access to PAN.
Good Practice

Copying and relocation of PAN should only be:

done to storage devices that are permissible an\

authorized for that individual.

Definitions

A virtual desktop is an example of a remote--
access technology.

Storage devices include, but are not limited to,
local hard drives, virtual drives, removable
electronic media, network drives, and cloud
storage.

Examples

Further Information

Vendor documentation for the remote-acce
technology in use will provide information abk
the system seftings needed to implement this
requirement

Guidance provides information
to understand how fo meet a
requirement. Guidance is not
required fo be followed - it
does not replace or extend any
PCI DSS requirement.

Not every Guidance section
described here is present for
each requirement.

Not every section will be
present for each requirement.

PPurpose describes the goal,
benefit, or threat to be avoided;
why the requirement exists.

A Good Practice can be
considered by the entity when
meeting a requirement.

Definitions Terms that may
help understand the
requirement.

Examples describe ways a
requirement could be met.

Further Information includes
references to relevant external
documentation.
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Changes Across Requirements

® TRON

Targeted Risk Analyses
Frequency to perform activities
Customized Approach

Roles and Responsibilities
New in Requirements 2-11



‘| thought YOU were doing that?”




Requirement Networking Chan\g\es\
Configuration Files

Network Security Controls
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TRUSTED NETWORK

Network you control or manage
& PCI DSS controls applied

7

®

UNTRUSTED NETWORK

Network you can’t control or manage
& PCI DSS controls not applied

~




Requirement

« System Component Functions
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Configuration Standards




« Sensitive Authentication Data storage
Requirement « Copy and Paste of PAN
» Disk or Partition Level'Encryption
3  Cryptographic Key Usein Test and Production Networks
 Keyed Cryptographic Hashes
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Keyed Cryptographic Hashes
O)

— Hash Function —— %SXK?;—

HMAC(K, m) = H (K’ @ opad) || H (K’ & ipad) |Im))

Key




Requirement
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Certificate Verification

- Certificate and Trusted
Key Inventory
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Protection From Malicious Software

v’ Flexibility for:
« System component evaluation
* Malware scans

v’ Anti-malware for removable
electronic media

\/Anti-phishing mechanisms
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Skimming
®
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Compromised Attacker Site

Third-Party Site .
o]
Compromised -
Script
Skimming
Script :
k] Account Data
. ) Account Data ® o

Cardholder

E-Commerce
Website



- Requirement

!

« Access Control Model
 Queryable Repositories )
« Access to All System Components
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Application and System Accounts

En

Accounts that execute processesor = | [yl b ¥
perform tasks on a computer system or'in : : '
an application. These accounts usually - = || 3

have elevated privileges that are required :

to perform specialized tasks or functions

and are not typically accounts used by an
individual.

Also referred to as “service accounts.”
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Regarding MFA
®




Dynamic Analysis

O,

In the case of single factor
authentication using a password:

* Change password at least once
every 90 days

OR

* Access Is determined In real-time
through a dynamic analysis of the
security posture of accounts
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« Sensitive Areas
 Facilities
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Requirement + Target ish AnaIyS|s
« Cri » acurity Control Systems
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Automated Log Reviews
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Non-high Criticality or High- Risk Findings
Service Provider Support for Penetration Testing
Intrusion Detection/Prevention

E-Commerce Skimming Detection

Credentialed Internal Vulnerability Scanning

Requirement

11
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Difference Between Authenticated and
Unauthenticated Scanning

O,
\ \ Application
- Vulnerabl licati ) NotD
Unauthenticated Scan C“”era S eI (X ot Detected
Application
Application

Vulnerable Service (¢’ Detected

Scanner Network Facing

Application

. \ \ Vulnerable Application ’ Detected
Authenticated Scan ' C I (V
Application
Administrative Application
Account Log-In
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E-Commerce Skimming De
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Scope Confirmation

O,

Segmentation
Controls

System
Components

Data Flows

Third-Party
Connections

Locations




Phishing and Social Eng
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Flexibility For Implementing
Security Controls and
Validating Requirements

Marc Bayerkohler, Standards Trainer,
PCI Security Standards Councill

Tom W hite, Training Content Manager,
PCI Security Standards Council
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