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PCI DSS 4.0

Global Collaboration

More Feedback Received Than Ever Before

Custom Built To Help Secure Payment Data



PCI DSS v4.0 Highlights

13 Additional References

Appendix G: 

PCI DSS Glossary



Requirements: What’s New and Exciting

Flexibility to support different methodologies

• Target risk analyses

• Cloud and other technologies 

Ensure the standard continues to meet payment industry needs

• Authentication 

• Phishing

• E-commerce skimming 

Security as a continuous process

• Scope confirmation and inventories
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Flexibility for Implementing Security 
Controls and Validating Requirements

PCI DSS has flexible options for 

selecting or designing controls

• Defined Approach
• Compensating Controls

• Customized Approach



The New Approach to Reporting

• PCI DSS v4.0 Changes that Impact Reporting

• Attestation of Compliance Updates

• Report on Compliance Updates



• Enhancements to SAQs were based on industry 

feedback

• Guidance and explanations added

• Requirements in each SAQ were updated to 

align PCI DSS v4.0

• Attestation of Compliance (AOC) sections 

updated to align with changes made to the 

Report on Compliance AOC

• Enhanced information requested in SAQ D for 

Service Providers

A Look Into Self-Assessments



Preparing to Move to PCI DSS v4.0
Start preparing now!

• Moving to PCI DSS v4.0 could mean some big projects

• You don’t have as much time as you think you do…

• Start planning now with your assessor

• Determine where your organization is today and where it needs to be

• Let us know how we can help



PCI DSS v4.0 Educational Resources 



What’s Next?

June 2022
• Supporting documents

• Training

Q3/Q4 2022
• PCI DSS v4.0 assessments**
• Stakeholder engagement
• Guidance documents

31 March 2024*
• PCI DSS v3.2.1 retirement 
• PCI DSS v4.0 exclusive version 

31 March 2025*
• PCI DSS v4.0 future-dated requirements now effective 

*Based on current timeline 

**QSAs must successfully complete v4.0 training and pass exam prior to undertaking v4.0 assessments



Still Have Questions About 
PCI DSS 4.0?

Ask Us! 
pcidssquestions.org




