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Architecting and implementing cybersecurity 
solutions to bolster the defences across the 
digital attack surface
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End-to-end management of cybersecurity 
operations through advanced threat 
detection, continuous monitoring services
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Utilising our expertise to assist clients in 
comprehending their cyber defence posture and 

devising strategies to enhance their resilience
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Using advanced technologies and 
threat intelligence to identify, analyse, 

and respond to threats
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Asia’s largest pure play cybersecurity services company with over 900 cybersecurity professionals.
Our clients trust and rely on us to bring our collective capabilities and innovative solutions across Consulting, Systems Integration, Managed Services 
and Labs to deliver cyber excellence. We work with our clients to transform them into cyber-resilient leaders, helping them Conquer the Unknown.
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The Triad of Cyber Supply Chain

Cyber 
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• IT Physical Assets
• IoT Devices
• OT Equipment

• In house software
• Commercial Off The Shelf (COTS)
• Open Source Software Components

• On Premise Contractors
• Services Providers



Top Risks in the Cyber Supply Chain

HARDWARE SOFTWARE VENDOR

• Insertion of counterfeits
• Unauthorised production
• Tampering
• Insertion of unauthorised 

hardware
• Poor manufacturing quality
• Design flaws
• Firmware and microcode 

vulnerabilities

• Source code compromise
• Insertion of malicious 

code
• Tampering
• Bugs and vulnerabilities
• Design flaws

• Insider risk
• Poor sensitive information 

handling processes
• Poor cyber hygiene 

practices

Ultimately, it is the systemic implications of dependencies in the supply chain and consideration of 
collateral damage affecting the business (and cyber) resilience



Supply Chain Value in PCI DSS
Software is a Critical Component in Payment Processes
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Reality of Supply Chain Cyber Attacks

And after that, we had, many more…

November 2020 – “Major IT Management Company” Supply Chain Compromise

December 2021 – Log4J Supply Chain Compromise



Case Study on Supply Chain Compromise

Threat Actor targets Major IT 
Management Company

Threat Actor injects 
malicious code into 

software through the code 
repository

Malicious code is uploaded 
to installed instances 

though software updates
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Threat Actor goes on to attack 
victims with the compromised 

software



PCI Contribution for Secure Design and Development of 
Software

PCI Software Security Framework

Source: PCI

PCI DSS v4.0.1 – Section 6

Source: PCI DSS

https://listings.pcisecuritystandards.org/documents/SSF_At-a-Glance.pdf
https://www.pcisecuritystandards.org/document_library/


Key Recommendations for Securing the Software
Supply Chain

Vendor Risk Assessment
Continuous assessments provide early 
detection of vulnerabilities.

Zero-Trust Approach
Use micro-segmentation to isolate third-party 
software from sensitive data environments

Strengthen Incident Response
A well-prepared incident response plan helps 
mitigate the impact of breaches

Leverage SBOM
SBOMs allow you to track software dependencies 
and identify vulnerable components




