
DATA SECURITY ESSENTIALS FOR SMALL MERCHANTS
A PRODUCT OF THE PAYMENT CARD INDUSTRY SMALL MERCHANT TASK FORCE

VERSION 1.0  |  AUGUST 2018

YOU ARE NOT ELIGIBLE TO USE THE DATA SECURITY ESSENTIALS EVALUATION 
Unfortunately, you are not eligible to use the Data Security Essentials Evaluation approach 
due to the increased risk for your payment system type and how your payments are 
processed. 

You selected payment system type 8 for a payment terminal(s) connected to an electronic 
cash register, with additional connected equipment; and all these systems are connected 
to the Internet for you to send your payments. 

Internet-connected systems make it difficult for you to properly secure your systems and 
therefore greatly increase your risk of payment system compromise. 

CONTACT YOUR MERCHANT BANK
We recommend you talk to your merchant bank about how you accept payments and 
the fact that there is no Data Security Essentials Evaluation Form for your payment type. 
Ask them whether they can suggest alternative, simpler systems you can use to accept 
payments.

Payment System Type 8
Payment terminal connected to electronic cash  
register with additional connected equipment

Payments sent via Internet
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