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PCI SSC GROUP PARTICIPATION AGREEMENT 

BEFORE CLICKING ON THE “I ACCEPT” BUTTON BELOW, CAREFULLY READ ALL 

OF THE TERMS AND CONDITIONS OF THIS PCI SSC GROUP PARTICIPATION 

AGREEMENT (THE “AGREEMENT”). BY CLICKING ON THE “I ACCEPT” BUTTON: (I) 

YOU ARE AGREEING TO THE TERMS AND CONDITIONS OF AND ARE BECOMING A 

PARTY TO THIS AGREEMENT WITH PCI SECURITY STANDARDS COUNCIL, LLC 

(“PCI SSC”); (II) IF YOU ARE A COMPANY, ORGANIZATION, ASSOCIATION OR 

OTHER ENTITY NOT AN INDIVIDUAL (EACH AN “ENTITY”), THE INDIVIDUAL 

CLICKING “I ACCEPT” BELOW REPRESENTS AND WARRANTS TO PCI SSC THAT 

S/HE IS YOUR EMPLOYEE, IS ACCEPTING THE TERMS AND CONDITIONS OF THIS 

AGREEMENT ON YOUR BEHALF AND IS AUTHORIZED TO LEGALLY BIND YOU TO 

THE TERMS AND CONDITIONS OF THIS AGREEMENT; (III) YOU REPRESENT AND 

WARRANT TO PCI SSC THAT YOU HAVE READ AND UNDERSTAND THIS 

AGREEMENT; AND (IV) YOU ACKNOWLEDGE AND AGREE THAT THIS 

AGREEMENT IS A LEGALLY BINDING CONTRACT BETWEEN YOU AND PCI SSC 

EFFECTIVE AS OF THE DATE YOU CLICK “I ACCEPT” BELOW. 

IF YOU DO NOT AGREE TO ALL OF THE TERMS AND CONDITIONS OF THIS 

AGREEMENT, YOU ARE NOT AUTHORIZED TO PARTICIPATE IN THE GROUP 

(DEFINED BELOW) OR ACCESS THE PORTAL (DEFINED BELOW), AND SHOULD 

CLICK “DO NOT ACCEPT” BUTTON TO EXIT THIS WEB PAGE. 

For good and valuable consideration, the receipt and sufficiency of which is hereby 

acknowledged, you and PCI SSC hereby agree to the foregoing and as follows: 

1. Group Activities; Participation. 

A. Definitions. For purposes of this Agreement: (i) “you” or “your” means the Entity that clicks 

(or on behalf of which an individual clicks) the “I ACCEPT” button below; and “Group” means 

the task force, working group, special interest group, RFC process or other group or initiative of 

PCI SSC in connection with which this Agreement is being provided to you. 

B. Group Activities. PCI SSC has established the Group as a convenience to you and the other 

companies or individuals designated or invited by PCI SSC to participate in the Group (you and 

such other Group participants (excluding PCI SSC staff and representatives (“PCI SSC 

Personnel”)), collectively, the “Group Participants”). Subject to the terms and conditions of this 

Agreement, PCI SSC authorizes you to participate in such meetings, discussions, calls, 

communications, email exchanges and other activities as PCI SSC may from time to time 

provide or make accessible or available to you and/or other Group Participants in connection 

with the Group (collectively, the “Activities”), through those of your employees who you have 

designated to participate in the Group on your behalf. 

C. Participation. You hereby agree to participate in the Group and Activities in accordance with 

this Agreement, and that all information you provide (or have provided) in connection with 

registering for the Group (if applicable) will be (and has been) true, accurate and complete. 

2. Portal; Account and Passwords; Acceptable Use. 
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A. In connection with the Group, PCI SSC may from time to time maintain one or more web 

portals and/or other online areas, sites or pages access to which is restricted to Group Participants 

and PCI SSC Personnel (the foregoing, collectively, the “Portal”). You acknowledge that the 

Portal and all other materials and information made available on or through the Portal (the 

“Contents”) are provided as a courtesy to you and the other Group Participants.  For purposes of 

this Agreement, the Portal (if any) is considered a part of the PCI SSC web site at 

www.pcisecuritystandards.org (such web site and each web page thereof, the “Web Site”), and 

your use of the Portal or any portion thereof constitutes your unconditional agreement to follow 

and be bound by the “Terms and Conditions” and “Privacy Policy” available on the Web Site, as 

PCI SSC may amend the foregoing from time to time. 

B. You hereby acknowledge that you may need to register with PCI SSC in order to obtain a 

Portal account, username and/or password, access the Portal, and/or participate in the Group or 

Activities. You agree that you are solely responsible for maintaining the confidentiality of your 

Portal account(s), username(s) and password(s) (if any) and for all activities and liabilities 

associated with or occurring as a result of your use of such account(s), username(s) and 

password(s), your permitting or enabling someone else to access or use such account(s), 

username(s) or password(s), and your failure to maintain such confidentiality. You agree to (i) 

notify PCI SSC immediately of any unauthorized use of such account(s), username(s) or 

password(s) and any other breach of security of the Portal of which you become aware and (ii) 

ensure that you exit from such account(s) at the end of each Portal session. PCI SSC cannot and 

will not be responsible for any loss or damage arising from your failure to comply with the 

foregoing requirements or as a result of any use of such account(s), username(s) or password(s), 

either with or without your knowledge, and you agree that you are solely liable for any and all 

losses incurred by PCI SSC or any other person or entity due to someone else using your 

account(s), username(s) or password(s) as a result of your failure to comply with the foregoing 

requirements. You may not (and agree not to) transfer your Portal account(s), username(s) or 

password(s) to another person or entity, or use anyone else’s Portal account(s), username(s) or 

password(s) at any time. To the extent PCI SSC provides any Portal account, username or 

password to any individual who is your employee, you agree to notify PCI SSC immediately if 

such individual ceases to be your employee or if you no longer authorize or designate such 

individual to participate in the Activities on your behalf. 

C. You agree that you will only access and use the Portal and participate in the Activities for 

lawful purposes and in accordance with such policies as PCI SSC may establish from time to 

time regarding acceptable use. You are solely responsible for understanding and adhering to any 

and all laws, rules, and regulations pertaining to your use of the Portal and/or participation in the 

Activities. You shall not use the Portal or participate in the Activities in any manner that is, and 

you shall not upload to, distribute through, or otherwise publish or provide through the Portal or 

your participation in the Activities any content, materials or other information that you do not 

have the right to transmit or provide, or that is, libelous, defamatory, obscene, pornographic, 

threatening, invasive of privacy or publicity rights, abusive, illegal, otherwise objectionable, or 

that could constitute or encourage a criminal offense, violate the rights of any party, or otherwise 

give rise to liability or violate any law. You agree that you will not in any way: (i) interfere with 

the ability of others to access or use the Portal or participate in the Activities; (ii) disrupt the 

normal flow of communication or otherwise act in a manner that negatively affects others' ability 

to use the Portal; (iii) interfere with or disrupt the Portal or related servers or networks, or 
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disobey any requirements, procedures, policies, or regulations of networks connected to the 

Portal, or (iv) attempt to circumvent any security associated with the Portal or any networks or 

servers connected thereto. 

3. Confidential information. 

A. For purposes of this Agreement, “Confidential Information” means the Portal, the Contents, 

all other materials or information provided, communicated or otherwise made accessible (by PCI 

SSC or otherwise) to any of the Group Participants or PCI SSC Personnel in connection with the 

Group and/or Activities (whether through the Portal, Activities or otherwise), and all materials or 

information generated through or as a result of the Activities. You are hereby authorized to 

access and review the portions of the Confidential Information made generally accessible to the 

Group Participants, solely for the purpose of participating in the Activities and providing related 

Feedback (defined below) to the Group and PCI SSC (the “Permitted Purpose”). 

B. You hereby agree to keep all Confidential Information strictly confidential, that you will only 

use the Confidential Information for the Permitted Purpose, and that you will not disclose, 

publish, disseminate or otherwise make accessible the Confidential Information (or any portion 

thereof) to anyone other than other Group Participants, PCI SSC or those of your employees who 

(i) you have designated to participate in the Activities on your behalf, (ii) need to know the 

Confidential Information for the Permitted Purpose and (iii) are bound by a written agreement 

that prohibits disclosure and use of the Confidential Information on terms consistent with the 

restrictions of this Agreement as they apply to you (collectively “Permitted Employees”). You 

shall use best efforts to ensure compliance with the restrictions set forth herein by all Permitted 

Employees, and you agree that you are solely responsible and liable for any failure to comply 

with such restrictions by you, your Permitted Employees or any other person or entity with 

which you or your employees share Confidential Information. The restrictions set forth in this 

paragraph shall not apply to (and the term “Confidential Information” shall not include) any 

information that otherwise would constitute Confidential Information but that: (a) is now or 

subsequently becomes generally available to the public through no fault or breach on your part; 

(b) you can demonstrate to have had rightfully in your possession without restriction prior to 

disclosure by PCI SSC or disclosure in connection with the Group or its Activities; (c) you 

independently develop without the use of any other Confidential Information; or (d) you obtain 

from a third party that is not under an obligation of confidentiality with respect to such 

information. Additionally, you may disclose the Confidential Information to the extent required 

by applicable law, regulation, court order, subpoena or other legal process, provided that you 

give PCI SSC prompt notice of such requirement to allow PCI SSC a reasonable opportunity to 

obtain a protective order with respect to such Confidential Information. 

C. Within ten (10) business days of receipt of PCI SSC’s written request, you will return to PCI 

SSC all Confidential Information and copies thereof in your possession or control, or at PCI 

SSC’s election, destroy the same and certify to PCI SSC as to such destruction; provided that 

you may retain a reasonable number of copies for archival purposes, subject to your continued 

compliance with the confidentiality and use restrictions set forth herein. 

D. You acknowledge that PCI SSC shall not have an adequate remedy in the event that you 

breach or threaten to breach the terms of this Agreement and that PCI SSC will suffer irreparable 
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damage and injury in such event, and you agree that PCI SSC, in addition to any other available 

rights and remedies, shall be entitled to seek equitable relief and an injunction restricting you 

from committing or continuing any such breach or threatened breach. 

4. Intellectual Property. 

A.  General.  You acknowledge and agree that, as between you and PCI SSC, the Portal, the 

Contents, all Confidential Information, all other materials or information provided, 

communicated or otherwise made accessible by PCI SSC to any of the Group Participants in 

connection with the Group and/or Activities (whether through the Portal, Activities or 

otherwise), and all materials or information generated through or as a result of the Activities 

(collectively, “PCI Materials”), shall at all times be the exclusive property of PCI SSC, and 

nothing in this Agreement shall be construed to convey to you any ownership interest in any PCI 

Materials or any rights other than those expressly granted herein. Without limiting the foregoing, 

except for the rights expressly granted herein, neither this Agreement nor any disclosure of PCI 

Materials shall be construed to grant any right or license, by implication or otherwise, with 

respect to any PCI Materials or under any of PCI SSC’s copyrights, trademarks or other 

intellectual property rights, and all such rights are expressly reserved. Unless otherwise expressly 

agreed by PCI SSC in writing, no rights are granted or conveyed pursuant to this Agreement to 

create any derivative work based upon PCI Materials or any portion thereof, or to sublicense or 

modify PCI Materials or any portion thereof, or to otherwise use any PCI Materials for any 

purpose whatsoever, except for the Permitted Purpose. 

B.  Feedback.  You hereby acknowledge and agree that from time to time you may (whether 

directly or indirectly) provide, contribute, submit or otherwise make available to PCI SSC or the 

Group feedback, materials, comments, recommendations, suggestions, communications, ideas 

and/or other materials or information relating to Confidential Information, PCI Materials, the 

Activities or other matters presented to or addressed in connection with the Group or the 

Activities (collectively, “Feedback”). You shall retain ownership in your Feedback, and hereby 

grant to PCI SSC a royalty-free, fully paid up, non-exclusive, worldwide, perpetual, irrevocable, 

transferrable, right and license to use any and all Feedback (and all intellectual property rights 

therein) for any purpose and without restriction, including without limitation, the right to 

reproduce, create derivative works based upon, disclose, distribute and sublicense the Feedback 

or any portion thereof for any purpose and without restriction. You also hereby acknowledge and 

agree that (i) all standards, specifications, materials or other works developed, discovered, 

generated or otherwise created by PCI SSC, the Group or otherwise as part of the Activities 

(collectively, “Work Product”) shall be owned exclusively by PCI SSC, (ii) PCI SSC shall own 

the copyright in such Work Product and any and all other rights associated therewith, including 

without limitation, rights of distribution, whether or not such Work Product may constitute a 

derivative work based upon such Feedback, (iii) PCI SSC shall have the right to register the 

copyright in any Work Product in its own name and to sublicense such copyrights to others, in 

each case, without any need for attribution, accounting or remuneration of any kind, (iv) at the 

request and sole expense of PCI SSC, you will cooperate with PCI SSC in: (a) seeking or 

invoking protection for the applicable Work Product’s copyright under applicable laws and 

regulations respecting the registration of copyrights and (b) filing or causing to be filed a 

registration of the copyright of such Work Product, in the PCI SSC’s name, to establish or 
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memorialize PCI SSC’s ownership thereof, and (v) PCI SSC may, in its sole discretion, provide 

authorship attribution by listing your name in connection with any Feedback that you provide. 

C.  Development Groups.  To the extent PCI SSC or the Group develops or modifies any 

technical standard, specification or similar Work Product (each a “Standard”) in connection with 

or as a result of the Activities with respect to which you are or were a Group Participant, you 

hereby agree: (i) that you are bound by all of the terms of the PCI SSC Intellectual Property 

Rights Policy, as from time to time amended, in effect and made available on the Web Site (the 

“IPR Policy”), as a Technical Participant (defined in the IPR Policy) thereunder, including (but 

not limited to) with respect to each such Standard, by making a corresponding Non-Assertion 

Commitment (as defined in and in accordance with the terms of the IPR Policy); (ii) that for 

purposes of the IPR Policy, participation in the Activities (including without limitation, 

providing any response to any PCI SSC request for comment) is deemed to constitute 

participation and enrollment in the PCI SSC technical process and applicable Work Group (as 

defined in the IPR Policy); and (iii) to promptly notify PCI SSC if you become aware of any (a) 

infringement or potential infringement by any third party of any copyright in any Feedback that 

you provide or any corresponding Standard, giving details of the infringement or (b) third party 

claim of infringement by such Feedback, any corresponding Standard, or the use or 

implementation of any of the foregoing.  

5. Support and Maintenance. PCI SSC shall have no obligation to you or to any third party to 

support or maintain the Group, the Portal, or any Activities, Confidential Information or PCI 

Materials. 

6. No Warranties. THE CONFIDENTIAL INFORMATION, THE CONTENT, THE PORTAL, 

THE ACTIVITIES, AND ALL OTHER INFORMATION OR MATERIALS PROVIDED BY 

PCI SSC IN CONNECTION WITH THE GROUP OR THE ACTIVITIES ARE PROVIDED 

“AS IS”, AND PCI SSC HEREBY EXPRESSLY DISCLAIMS ANY AND ALL 

REPRESENTATIONS AND WARRANTIES OF ANY KIND RELATING TO ANY OF THE 

FOREGOING, WHETHER EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO 

IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR 

PURPOSE, AND ANY WARRANTIES OF ACCURACY, COMPLETENESS, TITLE OR 

NONINFRINGEMENT OF THIRD PARTY RIGHTS. IN NO EVENT SHALL PCI SSC, ITS 

STATUTORY LIMITED LIABILITY COMPANY MEMBERS (“MEMBERS”), 

EMPLOYEES, REPRESENTATIVES, CONTRIBUTORS OR AGENTS BE LIABLE TO YOU 

OR ANY THIRD PARTY FOR ANY CLAIM, OR ANY DIRECT, SPECIAL, INDIRECT, 

INCIDENTAL, CONSEQUENTIAL, PUNITIVE OR OTHER DAMAGES WHATSOEVER, 

RESULTING FROM OR ARISING OUT OF OR IN CONNECTION WITH THIS 

AGREEMENT, THE GROUP, THE ACTIVITIES, THE PORTAL, THE CONTENTS, THE 

CONFIDENTIAL INFORMATION, OR ANY USE OR PORTION OF ANY OF THE 

FOREGOING, WHETHER IN AN ACTION OF TORT, CONTRACT, NEGLIGENCE, 

OTHER TORTIOUS ACTION OR OTHERWISE, AND REGARDLESS OF WHETHER PCI 

SSC HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. WITHOUT 

LIMITING THE GENERALITY OF THE FOREGOING, PCI SSC ASSUMES NO 

RESPONSIBILITY TO COMPILE, CONFIRM, UPDATE OR MAKE PUBLIC ANY THIRD 

PARTY ASSERTIONS OF PATENT OR OTHER INTELLECTUAL PROPERTY RIGHTS 

THAT MIGHT BE INFRINGED BY THE USE OR IMPLEMENTATION OF ANY OF THE 
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CONFIDENTIAL INFORMATION, THE CONTENT, THE PORTAL, THE ACTIVITIES, OR 

ANY OTHER INFORMATION OR MATERIALS PROVIDED BY PCI SSC OR ANY 

OTHER PERSON OR ENTITY IN CONNECTION WITH THE GROUP OR THE 

ACTIVITIES.  Without limiting the foregoing, you acknowledge and agree that some or all of 

the Confidential Information may not have not been approved for public release, may be in draft 

form, and ultimately may differ from the final version(s) (if any) released to the public by PCI 

SSC. Accordingly, you agree that you will not rely on the Confidential Information for any 

purpose whatsoever. 

7. Termination. PCI SSC may suspend or terminate the Group, the Activities, the Portal, your 

access to and/or participation in any of the foregoing, and/or this Agreement, upon notice at any 

time and for any or no reason, and nothing in this Agreement is intended or should be construed 

to grant to you any right to such access or participation. You may terminate this Agreement and 

your participation in the Group and the Activities at any time upon written notice to PCI SSC. 

Upon termination of this Agreement, the parties respective rights and obligations pursuant to 

Sections 2B through 12 hereof shall survive. 

8.    Indemnification. You shall indemnify, defend and hold harmless PCI SSC and its Members, 

and the officers, directors, employees, representatives and agents of each of the foregoing, from 

and against any and all losses, costs, damages, claims and other expenses (including reasonable 

attorneys' fees) arising out of any claim by any third party in connection with your use or 

disclosure of the Confidential Information in breach of this Agreement.  

9.    Export Regulations. The technical data and technology inherent in the Confidential 

Information may be subject to U.S. or foreign export control laws, including the U.S. Export 

Administration Act and its associated regulations, and may be subject to export or import laws 

and/or regulations in other countries. You agree to comply strictly with all such laws and 

regulations to the extent applicable in connection with your use of the Confidential Information, 

and you acknowledge that you are solely responsible for obtaining all licenses, permits and other 

authorizations to the extent required in order for you to comply with such laws and regulations or 

export, re-export or import Confidential Information in connection with such use. 

10. Government Restrictions. Without limiting the restrictions set forth herein, the use, 

duplication or disclosure of the Confidential Information by the United States government may 

further be subject to restrictions set forth in the Rights in Technical Data and Computer Software 

Clauses in DFARS 252.227-7013(c)(1)(ii) and/or FAR 52.227-19(a) through (d) as applicable 

(and/or similar or successor regulations or requirements), and you agree to comply with all such 

regulations and requirements to the extent applicable. 

11. Personal data (that is, information relating to an identified or identifiable natural person) 

(“Personal Data”) that you submit in connection with this Agreement, the Group or the Activities 

is governed by the PCI SSC Privacy Policy. If you are a resident of or are located in the 

European Union or European Economic Area (“EEA”), you may have certain rights under the 

General Data Protection Regulation (“GDPR”). Contact the PCI Security Standards’ Council, 

through its Data Protection Program at dataprivacy@pcisecuritystandards.org, if you have 

concerns regarding your Personal Data, or wish to exercise any of your rights under the GDPR. 
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12. Miscellaneous. All notices required hereunder must be in writing, and shall be deemed 

effective five days from deposit in the mails. Notices and correspondence to (a) PCI SSC must 

be sent to PCI Security Standards Council at 401 Edgewater Place, Suite 600, Wakefield, MA 

01880, Attention: Chief Operating Officer, and (b) to you shall be sent to you at your most recent 

address on record with PCI SSC.  Either party may change its address or contact for notice 

purposes by notice in accordance with the preceding sentence.  Notwithstanding anything to the 

contrary herein, PCI SSC may provide any notice to you hereunder either by electronic mail 

transmission (which, shall be deemed effective upon electronic transmission confirmation or 

delivery receipt) or by posting to the Portal or your Portal account (which shall be deemed 

effective upon your use of or access to the Portal after such posting). This Agreement shall be 

construed and interpreted under the internal laws of the State of Delaware, without giving effect 

to its principles of conflict of law. This Agreement, together with the Terms and Conditions and 

Privacy Policy (each of which is hereby incorporated into this Agreement by reference), 

constitute the entire agreement and understanding between you and PCI SSC regarding the 

subject matter hereof.  PCI SSC may amend or modify this Agreement at any time by either 

providing notice by electronic mail (to the email address of your primary representative in the 

Group) or posting revised terms on the Portal, as applicable, and such amendment or 

modification shall be effective immediately upon such notice or posting. Except as otherwise 

provided in the preceding sentence, no amendment or modification to this Agreement shall be 

binding unless in a writing signed by both parties, and no waiver of any term or breach of any 

term hereof shall be effective unless in writing or be deemed to waive any other or subsequent 

term or breach. If any provision hereof is held by a court of competent jurisdiction to be invalid, 

illegal or unenforceable, such provision shall be omitted and the remaining terms shall remain in 

full force and effect.  To the extent of any conflict between the express terms of this Agreement 

and the Terms and Conditions on the Web Site, this Agreement shall prevail with respect to 

matters relating to, and any Feedback or other materials or information made available to or by 

you through or in connection with the Group, the Portal or any of the Activities. 

 

I ACCEPT 

DO NOT ACCEPT 


