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Quick Disclaimer

Basic Reviews of AOCs is Easy

You can get ChatGPT or the like to consume the AOCs you provide it and review for:
» Dates for currency

* Services covered
* Requirements met with CCWs or the like

If all you want to do is this, it's not that hard.
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We were aiming for more sophistication

Using our own security
frameworks for third
parties

Avoiding yes/no
questionnaires

High value/high fidelity

Use Al tools to:

Consume their audit
reports (e.g., SOC 2)

Crawl their developer
documentation, etc.




Few reasons
for this

Reduce human labor

Nobody has too many security
people.

Vendsec really never has too
many people

Improve process visibility

Better history and audibility of
our efforts.

l.e., can we tell what we did two
weeks ago? Or six months
ago?

Can we explain to internal
audit?

Accuracy and consistency

Outcomes should not depend
on how much coffee the
relevant humans have
consumed that day

Reduce back and forth

Try to avoid the dreaded “Let’s
schedule a meeting with the
vendor” scenario.

Pci
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A quick word about tooling
This is not a pitch

+ Most of these efforts started using ChatGPT

* Moved to an Al framework we’ve open-sourced called Goose

» Some very good analysis using Google’s NotebookLM

* No particular endorsement; your results in other tools would probably be similar

» Security bt
Standards Council



atgpt.com/gpts/editor/g-PnstaPJxq

e @® Homepage | Block... #= PIE SquareWare Tr.. @ go/ProTips - Remo... {\ DSG - Google Drive :3‘ Introduction - Cas... v Sequoia Program -... O Custom Terraform...

un h’his GPT is designed to assess the criticality and security posture of third-party API providers within a financial services and technology business by determining th®
s o m e I n l e a Assurance Level (PAL) on a scale of 1 to 4, with 4 being the most critical. Apply a level of professional skepticism towards the effectiveness of the security controls f
follow the steps below:

Determine the Provider Assurance Level (PAL):

Use the attached Provider Assurance Level and APl Rubric documents.
Take inputs from the user regarding the criticality of the service and the maximum Data Sensitivity Level (DSL) of data shared.
Identify the PAL of the given provider based on these inputs.

L : ttl h d t d If the provider is not an API partner, inform the user accordingly.
I e a r O re a Evaluate the Provider Against Specified Controls:
* . . Utilize any additional inputs provided by the user, such as SOC 2 reports or information from provider's website.
Dl I'eCtS the G PT tO ta ke I n pUtS, SU Ch aS Assess the provider against the controls outlined in the rubric relevant to their determined PAL.
audit reports or URLs and evaluate S
ag a I n St th e fra mewo rk Create a table that lists each relevant control from the rubric.
Indicate whether the provider Meets, Partially Meets, or Does Not Meet each control.

* -
PAL a nd D SL fra meWO rkS a re OU r Inte rnal Include brief notes or evidence supporting each assessment; include the URL from the website or page number from the attached document as a citation for each ¢
' = Apply an appropriate degree of professional skepticism to the information provided.
security requirements

* Provide output that shows the table of
. Summarize the provider's overall adherence to the required controls.
CO”thl S and hOW th e p rOVI d er m eetS Highlight any areas where there are gaps or insufficient information to make a definitive judgment.
them e o e e

your G tentially include f the instructions pro

Comment on Provider's Adherence and Identify Gaps:
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wulator v2 - Controller v

Based on the provided inputs—Data Sensitivity Level (DSL): DSL3 and Downstream Dependency Size:
O k a n d t h e Sub-product—the corresponding Provider Assurance Level (PAL) is PAL 3.
, The evaluation has been conducted across the relevant control categories, and the consolidated results

are presented below:

res u I l s Control Category Control Name Rating Evidence/Comments

Authentication and SSO Integration Meets 1 ssupports Single Sign-
Authorization On (SSO) integration, aligning
with PAL 3 requirements.

N a me s w it h h e ld to p rotect th e Provisioning Integration Meets ;;“:gra;it;fr:'e::::i\::i::::less

user management as per PAL 3

i n n Oce nt standards.

Audit Security Audits Partially Meets While ¥ conducts regular

* It gives cogent seeming and plausible

reports or certifications (e.g.,

resu Its SOC 2) were not provided for

full verification.

: Seems to bias towards very pOSitive Compliance and Regulatory PCI Compliance Not Applicable ' does not process
outcomes for the provider

compliance is not applicable.

2 But We needed to go beneath the SU rface Data Protection Encryption In Transit Meets ensures data is
J L ey

protection requirements.

|Ask anything

4+ 0. i
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Ok, where does
it start to
unwind?

Results can vary

Output format - can affect
downstream workflows

Actual results - same question;
different answer

Analysis strains credulity

Takes a very weak piece of
evidence and makes it seem
like a control is met

Possibly the most human-like

behavior I've seen from an LLM

Can only handle so many
instructions

Overloaded by too many
directives

Starts to pick and choose

Outright fabrication

When | push it to cite sources,
it cites irrelevant SOC 2
controls or sometimes makes
up SOC 2 control numbers that
don’t exist

Pci
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Let’s try to figure out what went wrong

Some culprits are fairly obvious

« Too many directives per prompt
+ Seems pretty obvious at this point
- Some context collisions seem like they affected things:
+ “Controls” in our frameworks vs. “Controls” in the SOC 2
« Some intermittent bias away from “I don’t know”
+ Will hallucinate something into existence rather than say “not addressed”
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Need to change tack here

Switched from mostly Try to decompose the
ChatGPT to Goose, overall task into a series of
although mostly for access smaller tasks
to our internal resources.
Also used Google’s Run a separate Al agent
NotebookLM for each of those tasks.

Focus each task on the
most likely input source to
have the answers

(i.e., don’t look for answers
in the SOC 2 when the
developer docs are more
likely)

Pci
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Then what happened

### Authentication and Authorization

#### SSO Integration (PAL 2-4)

*xkStatusxk: PASS

*xkEvidencex*: SOC 2 report section CC6.1 documents that "Personnel are required to use strong, complex passwords and a second form of authentication to access sensitive systems,
networks, and information." This was tested and passed with no exceptions noted.

*xkStatusxk: PASS
xkEvidencex*: SOC 2 report section CC6.2 documents that "Upon termination or when internal personnel no longer require access, system access is removed, as applicable." The control
was tested with no exceptions noted.

#### Custom Roles and Permissions (PAL 2-4)

*xxStatuskk: PASS

*kEvidencexk: SOC 2 report section CC6.2 documents that "Users are provisioned access to systems based on the principle of least privilege." This was tested and passed with no
exceptions noted.

#### Default Admin Controls (PAL 3-4)

*xkStatus*k: PASS

xxEvidencexk: SOC 2 report section CC6.1 states "Non-console access to production infrastructure is restricted to users with a unique SSH key or access key" and testing showed AWS
access is restricted to only one person.

### End-User Messaging Security

#### DMARC Configuration (PAL 2-4)
*xxStatusxk: INCONCLUSIVE
*xkEvidencex*: No direct evidence found in SOC 2 report or public documentation regarding DMARC configuration.

### Audit and Reporting

#### Regular Independent Security Audits (PAL 2-4)
**¥Statusxk: PASS
skEvidencex*: Current SOC 2 Type 2 report demonstrates regular independent security audits.

#### Detailed Audit Reports (PAL 2-4)
*kStatuskk: PASS
skEvidencesk: Full SOC 2 Type 2 report is available and includes detailed control testing results.

#### Secure Development Practices (PAL 2-4)

*xxStatuskk: PASS

skEvidencex*: SOC 2 report section CC8.1 documents "A Secure Development Policy defines the requirements for secure software and system development and maintenance." Testing showed
no exceptions.

#### Vulnerability Assessment (PAL 2-4)
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But this seemed pretty generous

Lots of controls are marked PASS

« Some of this analysis didn’t stand up to scrutiny

+ Seemed like very generous readings of the controls in our framework

* Ran it again, using a “now interpret the controls in the framework very strictly”
+ Made sure it used the prior output as one of its inputs
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Significantly different
results

Performing a second pass with a directive to treat the
controls more strictly produced significantly more accurate
results

Trying to bypass this step by doing it right the first time
didn’t seem to work

Fewer erratic results and hallucinations, but not down to
Zero

*kResultk+: FAIL — No explicit evidence of automated provisioning/deprovisioning capabil

### Custom Roles (PAL 2+)
skControlxkx: The product allows Block to create and manage custom roles and permissions

skEvidencex*: The report mentions RBAC in CC6.2: "Users are provisioned access to system
least privilege." However, it does not explicitly state that customers can create and ma

*kResultk*: FAIL — No direct evidence of custom role management capabilities.

### Default Admin Controls (PAL 3+)

skControlsx: The product does not force Block to use any default, built-in, or predefine
users. Default admin accounts can be disabled, removed, or trigger alerts when used.
sxkEvidencex*: No explicit evidence found regarding handling of default admin accounts or
*kResultxk: FAIL - Cannot verify compliance without specific evidence about default admi
## End-User Messaging Security Controls

### DMARC Policy (PAL 2+)

skControlsxk: If the product sends emails to users (e.g., Block employees or customers),
configured DMARC policy for its sending domains.

*kEvidencexk: No explicit mention of DMARC configuration or email security policies in t
*kResultxx: FAIL — Cannot verify compliance without evidence of DMARC implementation.

## Audit and Reporting

### Independent Security Audits (PAL 2+)
skControlsxk: Provider undergoes regular, qualified, independent security audits (e.g., S

*kEvidencex*: The report itself is a SO0C2 Type II audit covering March 1, 2024 to June 1
Prescient Assurance LLC.

*kResult*k: PASS - The existence of this SOC2 Type II report demonstrates compliance.

### Audit Report Sharing (PAL 2+)
skControlsk: Provider shares detailed audit reports (not just a certificate) with custom

skEvidencex*: The SO0C2 report includes detailed testing matrices and results, and page 1
report is intended for use by "user entities" and "business partners".

s*kResultsk: PASS - Full audit report is available and intended for customer use.

### Secure Development Coverage (PAL 2+)

skControlsxx: Secure development practices (e.g., code reviews, security testing, change
audit.

*kEvidencesxk:

- CC8.1 shows evidence of change management policies and procedures

- Testing shows software changes are tested before production deployment

- A Secure Development Policy is documented and tested

*kResultxk: PASS — Multiple controls demonstrate secure development practices are covere

### Vulnerability Assessment Coverage (PAL 2+)
skControlsxkx: Vulnerability assessment processes are covered in the audit.

sxkEvidencexx:*



Still working,
but here are the
best lessons |
WEVG

More iterations

* Run a few agents in parallel
on each smaller task

* Harmonize the results

Some platform tradeoffs

* NotebookLM was good at
analysis but harder to use the
results

Pick your battles

* Avoid too many directives

* Careful prompting; eschew
overloaded terms like
‘control’

* More refinement means less
repeatability

Keep your eye on the ball

* |t's about the overall workflow

* The best Al that cannot
integrate with your process is
not that helpful

* Start small and iterate
carefully
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Thank you

Jacob Ansari



mailto:jansari@squareup.com
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