


Primary Colors Secondary Colors

Crawl, Walk, Run
Building AI Tools for Third-Party Security
Evaluation
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Jacob Ansari
(Former) All the Assessor Credentials

Security Governance Partner

Block, Inc.
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Quick Disclaimer
Basic Reviews of AOCs is Easy

You can get ChatGPT or the like to consume the AOCs you provide it and review for:

• Dates for currency

• Services covered

• Requirements met with CCWs or the like

If all you want to do is this, it’s not that hard.
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Using our own security 
frameworks for third 

parties

Avoiding yes/no 
questionnaires

High value/high fidelity

Use AI tools to:

Consume their audit 
reports (e.g., SOC 2)

Crawl their developer 
documentation, etc.

We were aiming for more sophistication
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Few reasons 
for this Nobody has too many security 

people. 

Vendsec _really_ never has 
too many people

Outcomes should not depend 
on how much coffee the 
relevant humans have 
consumed that day

Better history and audibility of 
our efforts. 

I.e., can we tell what we did 
two weeks ago? Or six months 
ago? 

Can we explain to internal 
audit?

Try to avoid the dreaded “Let’s 
schedule a meeting with the 
vendor” scenario.

Reduce human labor Accuracy and consistency

Improve process visibility Reduce back and forth
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A quick word about tooling
This is not a pitch

• Most of these efforts started using ChatGPT

• Moved to an AI framework we’ve open-sourced called Goose

• Some very good analysis using Google’s NotebookLM

• No particular endorsement; your results in other tools would probably be similar
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something real

Little hard to read

* Directs the GPT to take inputs, such as 
audit reports or URLs and evaluate 
against the framework

* PAL and DSL frameworks are our 
internal security requirements

* Provide output that shows the table of 
controls and how the provider meets 
them



P

r

i

m

a

r

y

C

o

l

o

r

s

S

e

c

o

n

d

a

r

y

C

o

l

o

r

sOk, and the 
results

Names withheld to protect the 

innocent

* It gives cogent seeming and plausible 
results

* Seems to bias towards very positive 
outcomes for the provider

* But we needed to go beneath the 
surface a little more



P

r

i

m

a

r

y

C

o

l

o

r

s

S

e

c

o

n

d

a

r

y

C

o

l

o

r

s

Ok, where 
does it start to 
unwind?

Output format - can affect 
downstream workflows

Actual results - same question; 
different answer

Overloaded by too many 
directives

Starts to pick and choose

Takes a very weak piece of 
evidence and makes it seem 
like a control is met

Possibly the most human-like 
behavior I’ve seen from an 
LLM

When I push it to cite sources, 
it cites irrelevant SOC 2 
controls or sometimes makes 
up SOC 2 control numbers 
that don’t exist

Results can vary

Can only handle so many 

instructions

Analysis strains credulity Outright fabrication
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Let’s try to figure out what went wrong
Some culprits are fairly obvious

• Too many directives per prompt

• Seems pretty obvious at this point 

• Some context collisions seem like they affected things:

• “Controls” in our frameworks vs. “Controls” in the SOC 2

• Some intermittent bias away from “I don’t know”

• Will hallucinate something into existence rather than say “not addressed”



P

r

i

m

a

r

y

C

o

l

o

r

s

S

e

c

o

n

d

a

r

y

C

o

l

o

r

s

Switched from mostly 
ChatGPT to Goose, 
although mostly for 

access to our internal 
resources. Also used 

Google’s NotebookLM

Try to decompose the 
overall task into a series 

of smaller tasks

Run a separate AI agent 
for each of those tasks.

Focus each task on the 
most likely input source to 

have the answers

(i.e., don’t look for 
answers in the SOC 2 

when the developer docs 
are more likely)

Need to change tack here
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Then what happened
Also hard to read

Caption
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But this seemed pretty generous
Lots of controls are marked PASS

• Some of this analysis didn’t stand up to scrutiny

• Seemed like very generous readings of the controls in our framework

• Ran it again, using a “now interpret the controls in the framework very strictly”

• Made sure it used the prior output as one of its inputs
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Performing a second pass with a directive to treat the 
controls more strictly produced significantly more accurate 
results

Trying to bypass this step by doing it right the first time 
didn’t seem to work

Fewer erratic results and hallucinations, but not down to 
zero

Significantly different 
results



P

r

i

m

a

r

y

C

o

l

o

r

s

S

e

c

o

n

d

a

r

y

C

o

l

o

r

s

Still working, 
but here are 
the best 
lessons I have

More iterations

* Run a few agents in parallel 
on each smaller task

* Harmonize the results

Pick your battles * Avoid too many directives

* Careful prompting; eschew 
overloaded terms like 
`control`

* More refinement means less 
repeatability

Some platform tradeoffs

* NotebookLM was good at 

analysis but harder to use 

the results

Keep your eye on the ball

* It’s about the overall 

workflow

* The best AI that cannot 

integrate with your process 

is not that helpful

* Start small and iterate 

carefully



P

r

i

m

a

r

y

C

o

l

o

r

s

S

e

c

o

n

d

a

r

y

C

o

l

o

r

s

Thank you
Jacob Ansari

jansari@squareup.com

mailto:jansari@squareup.com
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