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Digital Battlegrounds: 
Mastering the Art of 
Cyber War Through 
Asset-Threat Alignment
Lessons from a Ransomware Attack 
against a major UK merchant retailer 
specializing in clothing, food and goods.
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Sun Tzu’s Wisdom
The Art of War

“If you know the 

enemy and know 

yourself, you need 

not fear the result 

of a hundred 

battles.”
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The Modern Threat Environment 

Initial Access Brokers (IABs), e.g., Scattered Spider:

•Specialists in intrusion

•Use phishing, MFA fatigue, SIM swapping

•Sell access to ransomware groups

Ransomware-as-a-Service (RaaS) , e.g., DragonForce:

•Rentable ransomware tools

•Focus: delivery, exfiltration, extortion

•Drives attack volume and sophistication

Business Risks

•Disruption, data loss, reputational/financial impact
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Key
Definitions

Asset

An item of value to stakeholders. 
An asset may be tangible or 
intangible.
The value of an asset is 
determined by stakeholders in 
consideration of loss concerns 
across the entire system life 
cycle. 
Such concerns include but are 
not limited to business or 
mission concerns.

Threat Source

Any circumstance or event 
with the potential to adversely 
impact organizational 
operations (including mission, 
functions, image, or 
reputation), organizational 
assets, individuals, other 
organizations, or the Nation 
through an information 
system via unauthorized 
access, destruction, 
disclosure, or modification of 
information, and/or denial of 
service.Vulnerability

A weakness that can be 
exploited or triggered to produce 
an adverse effect.

Sources:

NIST SP 800-160 Vol. 2 Rev. 
1. 

NIST SP 800-37, Revision 2. 
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Why Asset-Threat Alignment?

• Critical operations depend on high-value digital 
assets:

• The “Crown Jewels”

• Attackers target what matters most for 
maximum leverage

• Asset-threat mapping enables prioritization of 
controls and response

• Defending everything equally is impossible:

• Focus on what matters

• Mission critical/high value business operations
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Case Study: Ransomware 
Attack Overview

• Feb 2025: Retailer’s infrastructure initially 
compromised.

• April 2025: Retailer’s operations are 
disrupted by coordinated ransomware attack.

• Attackers exploited third-party supplier and 
internal IT processes.

• Result: E-commerce, payments, and 
logistics halted; 

• Only truncated (last 4 digits of PAN) 
compromised (limited value to criminals).

• Major financial and reputational loss.
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The Attack Chain: From Initial Access to Impact

Initial Access

Scattered Spider:

• Vishing

• MFA Request 
Generation

DragonForce:

• Exploit Public-
Facing 
Application

• External Remote 
Services

Persistence

Scattered Spider:

• Remote Access 
Software

• Modify 
Authentication 
Process: MFA

DragonForce:

• Scheduled Task

Credential 
Access

Scattered Spider:

• OS Credential 
Dumping

• Disabling EDR

• LSASS memory

DragonForce:

• OS Credential 
Dumping

• Extract 
passwords & 
hashes

Lateral 
Movement

• Scattered 
Spider:
• Remote 

Services

• Cloud 
Services

DragonForce:

• Remote 
Desktop 
Protocol

Impact

Scattered Spider:

• Data Encrypted 
for Impact

• BlackCat/ALPH
V ransomware

DragonForce:
• Data Encrypted 

for Impact

• DragonForce
ransomware
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What Assets Were Exploited 
in the UK Retailer Attack?
IT systems were not directly breached, initially:

• Perimeter defenses held.

• People: 

• Social engineering of IT help desk and third-party staff 
enabled credential resets and access.

• Third-party suppliers: 

• Attackers gained access via a contractor.

Lesson: 

• Asset inventories must include:

• People.

• Partners.

• Processes.

• Not just technology.

Cross-

functional 

Work 

Groups

Enterprise 

Architecture

High-level 

Business 

objectives, 

Process 

framework
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UK Retailer Know Yourself: Leave No Stones Unturned

High-value assets: 

• Active Directory.

• VMware ESXi.

• Customer data.

• Supplier integrations.

Weaknesses revealed:

• Overprivileged third-party access.

• Inadequate credential hygiene.

• Poor network segmentation.

Lesson: Asset visibility and governance are foundational.
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Dwell Time – The Hidden Threat

Definition

• The amount of time an 
attacker has undetected 
access to a system. 

• It can be measured in days 
or months depending on how 
they gain entry and what 
they do once inside.

Source: 
https://bestcybersecuritynews.com

UK Retailer Cyberattack:

• 8–10 weeks between initial breach.

• (Feb 2025) and ransomware deployment (late April).

• Activities during dwell:

o Credential harvesting and privilege escalation.

o Lateral movement and staging of ransomware.

o Data exfiltration and extortion preparation.

• Extended dwell time maximized business impact.

Lesson: Early Mean Time To Detect (MTTD) is critical for 

limiting damage.

https://bestcybersecuritynews.com/
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Value of UK Retailer’s PCI DSS Compliance Program

PCI DSS scoping limited payment card exposure

• Only PCI-compliant “truncated" card data stored (e.g., 4111 11** **** 
1111).

• No full cardholder data, CVV, or PINs retained post-authorization (PCI 
DSS 3.2).

Impact on the attack

• Attackers exfiltrated only masked card data and reference numbers.

• Could not monetize payment card data.

• Pivoted to less-protected Personal Data.

Lessons for asset-threat alignment

• PCI DSS reduced payment system attack surface.

• Highlighted need to extend rigorous controls to non-PCI critical 
assets .

• e.g., AD, customer Personal Data
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Activity Key Actions Outcome
Identify Critical/High 
value business 
operations

Understand business mission 
statement, engage key 
stakeholders

Enables prioritization of 
resources and risk mitigation

Identify supporting 
Network & IT assets

Create asset groups (aligned 
to critical/high value business 
operations), visualise 
environments and 
connections (e.g., network & 
data flow diagrams)

Provides visibility for effective 
protection and response
Helps reduce potential dwell 
times

Network 
segmentation 
(Predefined +/or 
Dynamic)

Create secure silos, with strict 
ingress/egress restrictions

Limits attack spread and 
contains potential breaches

Service Desk 
Hardening

MFA enforcement, vishing 
simulations, verification 
protocols

Blocks social engineering entry 
points

Active Directory 
Security

Least privilege, time-based 
access, immutable AD 
backups

Prevents credential theft and 
lateral movement
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