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[bookmark: _Toc377997567][bookmark: _Toc252439447][bookmark: _Toc275753517]Section 1:	Assessment Information 
Instructions for Submission
This Attestation of Compliance for Token Service Providers (T-AOC) must be completed by a P2PE Assessor who has undergone training on the PCI TSP Security Requirements, as a declaration of the results of the Token Service Provider’s assessment with the stated requirements.  The T-AOC is additional to the PCI DSS Attestation of Compliance (AOC), and completion of this T-AOC assumes a PCI DSS AOC has already been completed. Because of this, details related to Type of Business, Description of Payment Card Business, Locations, Description of Environment, and so on that are applicable to the environment reviewed for the T-AOC must be included in the applicable sections of the AOC for that entity. If the PCI DSS AOC does not include all details relevant to the TSP Assessment, those additional details must be addressed in an additional PCI DSS AOC or within the T-AOC. The Token Service Provider is responsible for ensuring that all sections, in both the T-AOC and the AOC are completed by the relevant parties, as applicable. Contact the requesting payment brand for reporting and submission procedures.
	Part 1.  Token Service Provider and P2PE Assessor Information

	Part 1a. Token Service Provider’s Organization Information

	Company Name:
	[bookmark: _GoBack]     
	DBA (doing business as):
	     

	Contact Name:
	     
	Title: 
	     

	Telephone:
	     
	E-mail:
	     

	Business Address:
	     
	City:
	     

	State/Province:
	     
	Country:
	     
	Zip:
	     

	URL:
	     



	Part 1b. P2PE Assessor Company Information 

	Company Name:
	     

	Contact Name:
	     
	Title: 
	     

	Telephone:
	     
	E-mail:
	     

	Business Address:
	     
	City:
	     

	State/Province:
	     
	Country:
	     
	Zip:
	     

	URL:
	     

	Lead P2PE QSA:
	     

	Identify any additional assessors that were involved in or assisted with the assessment (add rows as needed)

	Name:      
	Title:      
	Role:      

	Name:      
	Title:      
	Role:      

	Note: Section titles and numbers correspond to similar sections within the PCI DSS Attestation of Compliance (AOC). Section numbering was kept intact for clarification purposes.

	Part 2g. Summary of Requirements Tested for Token Service Provider

	For each Requirement in the Payment Card Industry (PCI) Token Service Providers - Additional Security Requirements and Assessment Procedures for Token Service Providers (EMVCo Payment Tokens), select one of the following:
· Full – The requirement and all sub-requirements of that requirement were assessed, and no sub-requirements were marked as “Not Applicable” in the Report on Compliance (T-ROC) for Token Service Providers.
· Partial – One or more sub-requirements of that requirement were marked as “Not Applicable” in the T-ROC for Token Service Providers.
· None – All sub-requirements of that requirement were marked as “Not Applicable” in the T-ROC for Token Service Providers.
For all requirements identified as either “Partial” or “None,” provide details in the “Justification for Approach” column, including:
· Details of specific sub-requirements that were marked as “Not Applicable” in the T-ROC for Token Service Providers
· Reason why sub-requirement(s) were not applicable

	Name of Token Service Assessed:
	     

	
	Details of Requirements Assessed

	TSP Requirement
	Full
	Partial
	None
	Justification for Approach
(Required for all “Partial” and “None” responses. Identify which sub-requirements were not tested and the reason.)

	TSP 1
	☐
	☐
	☐
	     

	TSP 2
	☐
	☐
	☐
	     

	TSP 3
	☐
	☐
	☐
	     

	TSP 4
	☐
	☐
	☐
	     

	TSP 5
	☐
	☐
	☐
	     

	TSP 6
	☐
	☐
	☐
	     

	TSP 7
	☐
	☐
	☐
	     

	TSP 8
	☐
	☐
	☐
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[bookmark: _Toc377997568][bookmark: _Toc252439448]Section 2:	Token Service Provider Report on Compliance 
[bookmark: _Toc275753540][bookmark: OLE_LINK23][bookmark: OLE_LINK24]This Token Service Provider Attestation of Compliance (T-AOC) reflects the results of an onsite assessment, which is documented in an accompanying Report on Compliance T-ROC for Token Service Providers.
	The assessment documented in this attestation and in the T-ROC for Token Service Providers was completed on:
	     

	Have compensating controls been used to meet any requirement in the T-ROC for Token Service Providers?
	☐ Yes		☐ No

	Were any requirements in the T-ROC for Token Service Providers unable to be met due to a legal constraint?
	☐ Yes		☐ No



[bookmark: _Toc437495793][bookmark: _Toc434841773]Applicability of PCI DSS Requirements 1-12 to TSPs
Confirm whether the additional considerations for PCI DSS Requirements 1-12 that affect TSPs below were included in the PCI DSS Assessment or assessed separately. 
	Indicate whether each item below was assessed and verified as being met during this TSP engagement or in a separate PCI DSS engagement.

	PCI DSS Requirement and Additional Applicability for TSPs
	Assessed and verified as being met during this TSP engagement 
	Assessed and verified as being met in a separate PCI DSS engagement as documented on  <Date>  

	
	Assessor who completed the assessment      
	Assessor who completed the assessment      

	1. Install and maintain a firewall configuration to protect cardholder data

	· Firewall controls in PCI DSS Requirement 1 were assessed and verified for internal firewalls used to separate TDE from non-TDE networks.
	☐
	☐

	· The current network and data flow diagrams (PCI DSS Requirements 11.2 and 1.1.3) were assessed and verified to include all connections between the TDE and other networks, and all flows of Payment Tokens across systems and networks in the TDE.
	☐
	☐

	2. Do not use vendor-supplied defaults for system passwords and other security parameters

	· PCI DSS Requirement 2 was assessed and verified for all system components in the TDE.
	☐
	☐

	3. Protect stored cardholder data

	· Data retention and disposal policies, procedures and processes (PCI DSS Requirement 3.1) were assessed and verified to include Payment Token Data.
	☐
	☐

	· Payment Tokens were assessed and verified to be masked when displayed such that only personnel with a legitimate business need can see the full Payment Token (PCI DSS Requirement 3.3), and rendered unreadable wherever they are stored (PCI DSS Requirement 3.4) in the TDE. 
	☐
	☐

	· Key-management requirements in this document were assessed and verified in addition to those in PCI DSS Requirements 3.5 – 3.6
	☐
	☐

	4. Encrypt transmission of cardholder data across open, public networks

	· The TDE was verified as not having any wireless environments connected
	☐
	☐

	5. Protect all systems against malware and regularly update anti-virus software or programs

	· PCI DSS Requirement 5 was assessed and verified for all system components in the TDE.
	☐
	☐

	6. Develop and maintain secure systems and applications

	· PCI DSS Requirement 6 was assessed and verified for all system components in the TDE.
	☐
	☐

	· Changes made to system components in the TDE were assessed and verified to be in accordance with PCI DSS Requirement 6.4.5.
	☐
	☐

	7. Restrict access to cardholder data by business need to know

	· Access to Payment Token Data in the TDE was assessed and verified to be restricted according to principles of need-to-know and least privilege.
	☐
	☐

	8. Identify and authenticate access to system components

	· All accounts used to access Payment Tokens or to access systems in the TDE were assessed and verified to require strong authentication controls.
	☐
	☐

	9. Restrict physical access to cardholder data

	· Physical security controls were assessed and verified to secure access to Payment Token Data in the TDE.
	☐
	☐

	10. Track and monitor all access to network resources and cardholder data

	· Audit log requirements were assessed and verified to include all individual user access to Payment Token Data in the TDE (PCI DSS Requirement 10.2.1).
	☐
	☐

	11. Regularly test security systems and processes

	· Internal vulnerability scans, penetration tests (for example, to verify segmentation controls), intrusion detection, and change detection were assessed and verified for the TDE.
	☐
	☐

	12. Maintain a policy that addresses information security for all personnel

	· PCI DSS Requirement 12 was assessed and verified for personnel with access to the TDE.
	☐
	☐
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[bookmark: _Toc377997591][bookmark: _Toc252439471]Section 3:	Validation and Attestation Details
	Part 3. PCI Token Service Providers Additional Validation


Based on the results noted in the T-ROC for Token Service Providers dated (completion date), the signatories identified in Parts 3b and 3c, as applicable, assert(s) the following compliance status for the entity identified in Part 2 of this document as of (date): (check one):
	☐
	[bookmark: Text23]Compliant: All sections of the T-ROC for Token Service Providers are complete, all questions answered affirmatively, resulting in an overall COMPLIANT rating; thereby (TSP Company Name) has demonstrated full compliance with the Payment Card Industry (PCI) Token Service Providers - Additional Security Requirements and Assessment Procedures for Token Service Providers (EMVCo Payment Tokens).

	☐
	Non-Compliant:  Not all sections of the T-ROC for Token Service Providers are complete, or not all questions are answered affirmatively, resulting in an overall NON-COMPLIANT rating, thereby (TSP Company Name) has not demonstrated full compliance with the Payment Card Industry (PCI) Token Service Providers - Additional Security Requirements and Assessment Procedures for Token Service Providers (EMVCo Payment Tokens).
Target Date for Compliance:      
An entity submitting this form with a status of Non-Compliant may be required to complete the Action Plan in Part 4 of this document. Check with the payment brand(s) before completing Part 4.

	☐
	Compliant but with Legal exception:  One or more requirements are marked “Not in Place” due to a legal restriction that prevents the requirement from being met. This option requires additional review from acquirer or payment brand. 
If checked, complete the following:

	
	
	Affected Requirement
	Details of how legal constraint prevents requirement being met
	

	
	
	     
	     
	

	
	
	     
	     
	

	
	
	



	Part 3a. Acknowledgement of Status

	Signatory(s) confirms:
(Check all that apply)

	☐
	[bookmark: Text21]The T-ROC for Token Service Providers was completed according to the Payment Card Industry (PCI) Token Service Providers - Additional Security Requirements and Assessment Procedures for Token Service Providers (EMVCo Payment Tokens), Version (version number), and was completed according to the instructions therein.

	☐
	All information within the above-referenced T-ROC for Token Service Providers and in this attestation fairly represents the results of my assessment in all material respects.

	☐
	I have read the Payment Card Industry (PCI) Token Service Providers - Additional Security Requirements and Assessment Procedures for Token Service Providers (EMVCo Payment Tokens), and I recognize that I must maintain TSP compliance, as applicable to my environment, at all times.

	☐
	If my environment changes, I recognize I must reassess my environment and implement any additional TSP requirements that apply. 



	Part 3b. Token Service Provider Attestation

	Signature of Token Service Provider Executive Officer 
	Date:      

	Token Service Provider Executive Officer Name:      
	Title:      



	Part 3c. P2PE QSA Acknowledgement

	Signature of Duly Authorized Officer of P2PE Company 
	Date:      

	Duly Authorized Officer Name:      
	P2PE Company:      






	
Part 4. Action Plan for Non-Compliant Requirements

	Select the appropriate response for “Compliant to TSP Requirements” for each requirement. If you answer “No” to any of the requirements, you may be required to provide the date your Company expects to be compliant with the requirement and a brief description of the actions being taken to meet the requirement. 
Check with the applicable payment brand(s) before completing Part 4. 

	TSP
Requirement
	Description of Requirement
	Compliant to TSP Requirements
(Select One)
	Remediation Date and Actions 
(If “NO” selected for any Requirement)

	
	
	YES
	NO
	

	TSP 1
	Document and validate PCI DSS scope
	☐
	☐
	     

	TSP 2
	Secure TDE Systems and Network
	☐
	☐
	     

	TSP 3
	Protect and manage cryptographic keys
	☐
	☐
	     

	TSP 4
	Restrict access to TDE by business need to know
	☐
	☐
	     

	TSP 5
	Identify and authenticate all access to TDE systems
	☐
	☐
	     

	TSP 6
	Restrict physical access to the TDE
	☐
	☐
	     

	TSP 7
	Monitor all access to TDE
	☐
	☐
	     

	TSP 8
	Maintain an Information Security Policy
	☐
	☐
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