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How threat intelligence is used against you: techniques and tactics used on the 
dark web to exploit critical and sensitive data.

How payment data and systems are targeted, used, and sold by the criminal 
underground.

How PCI DSS v4.0 helps to counter the problem in the dark web environment to 
prevent threat actors from exploiting systems and data.

A Dark Web Tour from a PCI DSS perspective

Agenda



14+ Billion
Global Data Records 
Lost Since 2013

40.4+ Billion
Global Data Records 

Exposed in 2021

The Attack Trend Has Been Changing

Source: Tenable’s 2021 Threat Landscape Retrospective (TLR) report 



Signal to Noise Ratio of Data Protection



The Levels of Dark Web Cyber Intelligence
Bad actors use cyber threat intelligence (CTI) to create opportunities throughout cyberspace.

Accessing various underground sources for continually assembling attacks and hiding their tracks

Paste sites (e.g. pastebin), 
Reddit, 8chan, NVD, Twitter 
(secondary+direct), GitHub 

(Secondary+direct)

Clear Web

Open and closed (invite-
only) forums, markets, 

credit card markets, paste 
sites and IRC channels

Deep Web Social Messaging

Open and closed (invite-
only) groups and 

channels on Telegram, 
Discord and QQ, ICQ

Open and closed (invite-
only) forums, markets, 

credit card markets, paste 
sites and IRC channels, 

Dread, Zeronet

Dark Web

Automate 
continuous data 
collection and 
risk analysis



In a Dark Web Minute
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in data. We performed an 
exercise to feel the ‘Pulse 
of the Underground’ - what 
happens in the deep and 
dark web in a minute. The 
results were staggering. 

That's a 
little over 
170 a day!

That's a 
20,000
a week!

That’s 
almost one 

every 5 
minutes!



Attackers utilize preemptive and proactive techniques for exploits
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Financial Sector System Targeting 
Escalates with Market Changes

Dark Web examples showing escalation of financial and payment system related targeting



Payment Related Data with Personal Information 
in Scope and Value Continues to Grow

Dark Web examples showing targeting financial data via system security gaps



Dark Web Forum Payment System Targeting



Dark Web examples showing targeting payment system data via system security gaps

Payment Systems in the Cross-hairs



Find and Protect ALL Payment Related Data



PCI DSS v4.0 Requirement 6.3:

• Can help to uncover outlying gaps and vulnerabilities that attackers are capitalizing 
on and exploiting

• Will help to continually measure the real risk of any vulnerabilities across your 
enterprise

• Will ensure that the right priority is applied to the right vulnerabilities with 
measurable enforcement

Vulnerability and Gap Prioritization

How the PCI DSS v4.0 Helps to Counter 
Growing Attacks from the Dark Web





industry-recognized sources for 
security vulnerability information





vulnerabilities considered 
to be a high-risk or critical 
to the environment





New system and software vulnerabilities 
that may impact the security of account 
data or the CDE are monitored, 
cataloged, and risk assessed





This requirement is not achieved by, nor 
is it the same as, vulnerability scans



for a process to actively 
monitor industry sources





Processes should support ongoing 
evaluation of vulnerabilities





6.3 In Practice Combined with Dark Web Intelligence to Find Outliers



6.3 In Practice Combined with Dark Web Intelligence to Find Outliers



Vulnerability Prioritization Using Dark Web Intelligence (Windows EOL)



Vulnerability Prioritization Using Dark Web Intelligence (Windows EOL)



Conduct Security Vulnerability Prioritization vs. Analysis

Integrate external sources and metrics to add 
risk measure to existing vulnerability 
management techniques

Combine other sources like CTI with traditional VM

Continually assess CVE-related external risks 
to re-prioritize system patch management 
personnel and efforts

Continually measure your risk

Incorporate broader threat intelligence from 
all depths of the web and uncover the real 
threat to your CDE

Enrich your risk analysis

Risk-based Vulnerability Prioritization



Thank You!


