INDUSTRY KEYNOTE:

THE PAYMENT
THREAT
LANDSCGAPE

TODAY AND TOMORROW

PRESENTED BY:

Confidence Staveley

Founder/Executive Director, Cybersafe
Foundation
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Like a web not only are we connected by o 3
the internet but also by threats.




IT TURNS ouT THAT THE
PEOPLE’S RIGGEST FEAR
AROUT CLoud COMPUTING ISN'T
IDATA SECURITY/, IT/’S \WHAT
HAPPENS IF THERE'S A
THUNDERSTORM?Z!




Many phishers of men
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Hacker: | have all of your passwords

Me who forgot them:




Supply Chain Attacks



Photo by CNBC .~
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Incredible pace of digitization . ‘/’ ' K
across Africa 2 A | ’
+

Heavily fragmented Eco-

system and the need to ”
integrate and trade across x
borders
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Exponential growth in e-commerce/
social commerce adoption, powered
by e-payment
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Social Engineering

Physical theft, Compromised devices

M aJ O r ;t Sfale an: Sll§l/lswap |
Threats to onine scams and acount i
Customers cdware

Insider Threat

Online Scams and account hijack
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Insider threat is 3

ruthless shark

@Pintrest




Major
Threats to
Enterprises

 Social Engineering (Phishing,
Vishing, Smishing)

* Insider Threat (from card issuing
organisations)

* Third Party Risks (Supply Chain
attacks, Malicious merchants/
payment solutions)

* Ransomware attacks especially
from OCGs and financially
motivated nation states

* Cloud based attacks

e Malware infection with CnC



MY CALCULATIONS

INDICATE WE'RE SLOWLY IDON'T FEEL

ANYTHING!

BOILING ALIVE! ALARMIST!




@contortionSpace

What if we
could
Increase
compliance
and
flexibility?



Emerging Threats in Africa and the rest of
the world




Predictions for the

Future

Massive adoption of
advanced Al and ML to
prevent fraud

Threat-led penetration

testing

Devastating supply chain
attacks through API related
HEWS

Increased cross-border
trade (AfCFTA), increased
cyber-maturity of western

nations, pushing nation

state actors focus to Africa.

Advanced Malware
capability

More widespread
acceptance and use of
blockchain technology

The rise of Open Banking on
the continent




Cybersecurity Awareness Tips

Gamification

Byte-sized Cybersecurity
awareness video content

Examples

Emotions and Psychology of
social engineering attacks

Bring the Humour

Make it a continuous process
and not an event



No one is safe until we are all safe




