Security N
Standards Council

2023 SIG

\



Security ©
Standards Council

Kandyce Young

Manager, Data Security Standards

PCI Security Standards Council

Security ©
Standards Council

pes



(523 Special Interest Group

» SIG History and Process
» SIG Publications

» 2023 SIG

» Purpose and Objectives
* Progress and Highlights
* Next Steps

Security @
Standards Council



SIG History

« Community-driven resource development
since 2010

 Leverages global expertise in every facet
of the payments ecosystem



SIG Process

* Call for Community Proposals:
- Community Votes on Top Proposéﬂs




SIG Publications

Guidance for Containers and
Container Orchestration Tools

» Security e
Standards Counci

Standard: PC| Data Securty Standard (PC1 0S8)

» Security ®
Standards Council

‘Standard:  PCI Data Security Standard P DSS)

Dete Korh 2006
Muthor:  Third Paiy Sscunty Assurance and Shared Resparsibilfios o S s L0
Author:  PCI DSS for Larga Organizabions Specislinatest Group

Spociu nwest Giougs
) Secuits Stangatds Coutck PCI Securny Standards Counct
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Standard: PC) Data Securiy Standard (901 DSS)
Date:  Apni2017
Authors:  Bast Pracices for Secumg E-commeste Special Interest

P Seery Standars Coundl!
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Information Supplement:

Guidance for Containers and
Container Orchestration Tools

Information Supplement:
PCI DSS for Large Organizations

Information Supplement:

Information Supplement:
Third-Party Security Assurance

PCI SSC Cloud Computing
Guidelines

Information Supplement:

Best Practices for Securing
E-commerce
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SIG Publications

Security ®
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oud Computing

Derte: Ford 2013

Author.  Cloud Special Interest Group
AC] Secumty Standards Councl
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Standard: PC Data Securiy Standard (9C1 DS5)

Standard: PCI Data Securty Standard (PCI 088)
Date:

Information Supplement:

PCi SSC Cloud Computing
Guidelines

Date:  Apri2017 ! February 2020
Authors:  Best Prectces for Secumng E-commesce Special nterest o %‘ﬁ"m"k"‘“‘m"""‘ i s Author:  PCI DSS for Large Organizations Special intatest Group
‘Secufity Stansatds Coutch PCI Securty Standaras Counct

PCI Secuty Standars Coundl

Information Supplement:
PCI DSS for Large Organizations

Information Supplement:
Third-Party Security Assurance

Information Supplement:

Best Practices for Securing
E-commerce
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Author:  Best Practces for Container Orchastration Specal
Inerest
PCI Securty Standards Counoll

Information Supplement:
Guidance for Containers and
Container Orchestration Tools



SIG Publications

Security ®

Guidance for PCI DSS Scoping
and Segmentation

Standard: PCI Data Security Standard (PCI DSS) @
Date: May 2017
Author:  PCI Security Standards Council

» Security f » Security .
Standards Council Standards Council » Security ® » Security 4
Standards Council Standards Council

Information Supplement:

Guidance for PCI DSS Scoping
and Network Segmentation

‘Standard: PC| Defa Security Standars (°C1 0S5)
NIRRT ‘Standard: :;n;’s-nmsummnssp
Author: 1hird-Party Secunty Assurante and Shared Responsibiliies 3}
ggm’al::’n-slcrm 25 Authors:  Best Prectces for Securing E-commerce SpecialInterest
1 Security Stansards Counch

PCI Seeulty Standards Coundl

Information Supplement: .
Information Supplement: Information Supplement: Information Supplement:

Third-Party Security Assurance ’
Best Practices for Securing PCI SSC Cloud Computing Guidance for Containers and
E-commerce Guidelines Container Orchestration Tools
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/Network Archltectures

'\

q;,

g ,
L 4 5
a2
-




Security ©
Standards Council

Kristine Harper

Principal Assurance Consultant
AWS Security Assurance Services

Steve Porter

President
Secured Net Solutions Inc.




i

Challenge

ayments ecosystem Is
quickly increasing its

use of modern network How can we help
architecture organlzatlons continue 0

» The appllcatlon of lBEI secure these |
DSS controls is evolvmg enwronment |

becoming mcreasmgly
complex
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£ . PCI DSS scoping and segmentation

,/’ 2023 SIG Purpose
i To support the implementation of

practices consistently and effe;:'ti ely
In environments that employ rr{q ern
- network architectures.
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2023 SIG Objective

° Zero trust networks/architectures
° Micro-segmentation and multi-cloud implementations :
* Cloud-hosted microservices and systems
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* Modern network architectures risks
A . N . -\‘i'v", k
* Specific scoping and segmentatloi‘ﬁ requir %me ts 1“ o
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Key Topics of Interest







2023 SIG Next Steps

Timeline
4 P
2 - We are Prepare
- here Document Complete D
Ql Q2 Q3 Q4 Q1 Q2 Q3 Q4

2023 2024
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