NIPPER

EEEEEEEEEE

Foundational network

configuration security

/ero Trust and PCI DSS v4.0
assurance at scale

lan Robinson | Chief Architect



Agenda

PCI DSS and Zero Trust

= Protecting the CDE... and beyond

= PCIDSS v4.0 - leading the way
1.  Effective network segmentation
2.  Risk Assessments

3.  Avoid sampling where automation allows
4, Security as a continuous process
= Nipper Enterprise Demo
1.  Continuous Auditing
2.  Proactive Auditing

“Firewalls can't solve
today’'s most urgent
security priorities.
After all, more than
80 percent of

network traffic is
inside the perimeter.”

Guardicore Centra / Forrester




Protecting the CDE and beyond...
Best Practices in Network Segmentation @
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v" Foundational component of Zero Trust
network access

US Depart of Defense Zero Trust Reference Architecture



https://dodcio.defense.gov/Portals/0/Documents/Library/(U)ZT_RA_v1.1(U)_Mar21.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/(U)ZT_RA_v1.1(U)_Mar21.pdf

PCI DSS v4.0 — Leading the way

Major change in standards to deliver security from compliance

Zero Trust Best Practices:

Effective network

PCI DSS v4.0 segmentation

1. Meet the security needs payment industry

Risk assessments inform
policy enforcement cadence

2. Promote security as continuous process

3. Add flexibility for different methodologies

Leverage automation to
automate auditing of every
device/asset

4. Enhance validation methods

Risk prioritized mitigation
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Security as a Continuous Process
Current approach failing: RESULTS
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Best practice continuous approach required: RESULTS
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Accurate and scalable Continuous audit of Daily "critical risk" config
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automation entire enterprise drift monitoring Greater Security,
: consistent PCI DSS
compliance, and

2l ; ZT assurance at
AN remediation plans i scale

Risk-prioritised




. . NIPPER ENTERPRISE: TECHNOLOGY & DEVICE INTEGRATIONS
Nipper Enterprise Demo

Core Network Device Audit

Accurate PCI DSS compliance posture assessments

Switches Routers Firewalls SD-WAN / SD-LAN / NFV
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Continuous: - Snapshot: -
Securely connects to and Assesses every fileina
assesses core network devices Vo configuration management
on up to an hourly cadence. database (CMDB) at a single
l point in time.
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Flexible Hosting
Accurate misconfiguration "1? T I TAN I A On Premise and Cloud
identification underpinned Assured Accuracy

by Titania’s proven virtual .
modelling technology vmware

Requirement : 8. Assign a
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JSON / Syslog / Rest APIs a §’ AAZU -

Tech Integrations

Corporate Services
IDM / 2FA / PAM
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Welcome Back! Please login to your account
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Any questions?

“Human error . .
creates the biggest Without evidence
threat. Technicians from assurance

can inadvertently processes, it's very
misconfigure difficult to make

devices, opening credible risk-based

holes. So, we need to decisions.”
go back and validate
configs.”

Steve Wallace | DISA Emerging Technology Directorate Dr. Ron Ross | NIST Systems Security Engineering
Project Lead
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Visit us:
Booth 36
Titania.com

Thank You.

lan Robinson | Chief Architect
lan.Robinson@titania.com
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Titania, Security House, Barbourne Road, Worcester, WR1 1RS.
Titania, Suite 600, 2451 Crystal Dr, 6" Floor. Arlington. VA. 22202.



