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PCI Software Security Framework (SSF)
®

Overview

A framework to standardize and consolidate
software security principles and practices for
payment software and payment software providers
under a single requirements architecture with
supporting validation and listing programs.
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Software Security Framework
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Standards and Supporting Documentation
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Secure Software Standard
@
Requirement Modules

Account Data
Protection Module

Requirements for payment software that
stores, processes, or transmits PAN/SAD.

Core Module

Requirements for ALL payment software.

Terminal Software Module

Requirements for payment software
deployed on PCl-approved PTS POI
devices.

Web Software Module

Requirements for payment software
deployed using Internet-accessible
clients and technologies.
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Control Objectives

 C.1: Web Software Components & Services
« (C.2: Web Software Access Controls
« (C.3: Other Web Software Attack Mitigations

e (C.4: Web Software Communications
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PA-DSS Replacement Timelines
®

Software Security Secure SLC v1.1 (Errata Only)
Standards v1.0 Published Published
SSF Open for Vendors

[anarte] Feb202t Secure Software v1.2 (Web
° Feb 2020 ® Software Module & Errata)
° - Published
SSF Program Documents -
Published g
_ Secure Software v1.1 (Terminal Software

. Module & Errata) Published

2019 2020 2021 2022

A A
~Jan2019 - Oct2022

PA-DSS Retirement New PA-DSS Application PA-DSS
Announced Acceptance Ended Program Ends




After PA-DSS Expiry
@

D —
D —
D -
Current PA-DSS Payment Listed Apps Moved to :
Applications valid until Acceptable for Pre- Brca:fi(s:kf;\:-lthuzzzr::::)n
expiry of PA-DSS 3.2 Existing Deployment Only 9

October 28, 2022 for Indefinite Period continuied.usage
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Major Revision Planned

* Development on v2.0 to start in early Q1 2023
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Next Steps for SSF
®

Major Revision Planned

* Development on v2.0 to start in early Q1 2023

* Updates to both standards and programs

* Reorganize security requirements

e Standardize use of language and terminology

* Improve alignment with other industry standards
* Address new threats and use cases



Han




SSF Resources

®

SSF Documents Library

Blogs:

Blog listing of all SSF entries:

https://blog.pcisecuritystandards.org/topic/
software-security-framework

SSF Training blog entry:

https://blog.pcisecuritystandards.org/reqist
ration-now-open-for-software-security-
framework-new-assessor-training

Get Started Assessors & Solutions Document Library Training & Qualification About Us Get Involved Newsroom FAQs

PCI PERSPECTIVES

Insights, information and practical resources to help your organization protect

payment data.

Registration Now Open for Request for Comments:
Software Security Framework Secure Software Standard
New Assessor Update: Draft Terminal

A Software Modul

?
T

New Assessor Opportunity: Understanding the PCI

PCI Software Security

Software Securit* Framework:
Framework New Educati Resources

Get the latest articles right

in your inbox

Subscribe Here >

Resource Guide: Transitioning
from PA-DSS to the Software
Security Framework

CATEGORIES

PCI Software Securi
Framework FAQS: PA-DSS
Impact and n


https://blog.pcisecuritystandards.org/topic/software-security-framework
https://blog.pcisecuritystandards.org/registration-now-open-for-software-security-framework-new-assessor-training
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Thank You!
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