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PCI DSS v4.0 Presentation Series

Part 1 – Today

• PCI DSS v4.0 – In a Nutshell
• Quick Fire Round – Your Top 10 PCI DSS v4.0 Questions Answered

Part 2 – Tomorrow

• Embracing the Journey to PCI DSS v4.0
• Seismic Change or Mere Ripple – Understanding Reporting for PCI 

DSS v4.0
• Understanding the New Customized Approach – a Panel



PCI DSS V4.0 Documents Available 
Now in the PCI SSC Document Library



• Ensure the standard continues to meet 
the security needs of the payments industry

• Promote security as a continuous process

• Increase flexibility for organizations using different 
methods to achieve security

• Enhance validation methods and procedures

Goals for PCI DSS v4.0
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PCI DSS v4.0 RFC Participation

For all PCI DSS 
v4.0 RFCs

RFC 1 in 2019

Over 3,000 comments
from 153 companies

RFC 2 in 2020

Over 1800 comments
from 124 companies

RFC 3 in 2021

Almost 1,300 comments
from 87 companies

6,000+ 
feedback items

200+
unique companies



Inside 
PCI DSS v4.0



PCI DSS can also be used 
to protect against threats 
and secure other elements 
in the payment ecosystem
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Use of Third-Party 
Service Providers

Scope:
Impact of encrypted 

cardholder dataBusiness as 
usual practices

Segmentation
Glossary

Testing 
methods

A Lot of New Guidance!



• For software developed and maintained according to 
the PCI SSF Standards

• Considerations for implementing Requirement 6

Leveraging the PCI Software Security 
Framework (SSF)



Two Approaches for Meeting PCI DSS 
Requirements

Defined Approach

• Follows current requirement and testing 
procedure structure

• Provides a defined method for meeting 
security objectives



Customized Approach (new)

• Focuses on the objective of each 
requirement

• Provides greater flexibility for different 
ways to achieve security

Two Approaches for Meeting PCI DSS 
Requirements



Layout and Content of PCI DSS v4.0 Requirements 



Noteworthy Updates to 
Existing Requirements 



Passwords



New Requirements for 
all Entities

53



New Requirements for 
Service Providers Only
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New Requirements Effective 
Immediately
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New Requirements Effective 
Immediately
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Multi-Factor 
Authentication
• Remote access from outside 

entity’s network
• Administrative access into CDE
• New: All access into CDE

• Replacing MFA for administrative 
access once effective



Prevent Phishing

• Two prongs:
• Processes and automated mechanisms

• Security awareness training



Prevent 
Web Attacks



• For requirements that provide flexibility 
for how frequently to perform an activity
• Nine new requirements

Targeted Risk Analyses
First Type of TRA



• For any requirement met with the 
customized approach

Second Type of TRA

Targeted Risk Analyses



What’s Next for 
In Place with
Remediation?



Positive Feedback

• Valuable tool for communicating with executive management

• Elegant solution to a long-term gap in reporting

What is the best way to report it that retains the good 
and minimizes the concerns?



Encourage Security as a Continuous Process

• Provide feedback to entities about gaps and improvements needed

• Separate feedback from reporting/validation documents

• Update terminology to focus on improvements needed

• Provide additional education and training to help understanding

Updated documents planned for late 2022 or early 2023



PCI DSS v4.0 Implementation Timeline*

2022
Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1

2024 2025

*Based on current projections and subject to change

2023
Q2Q1 Q2 Q3 Q4

Implementation of future-dated new requirements

Transition period from PCI DSS v3.2.1 to v4.0

Official Release: 
PCI DSS v4.0 

with validation 
documents

ISA/QSA training 
and supporting 

documents

31 March 2024 PCI 
DSS v3.2.1 retired

31 March 2025 future-dated 
new requirements 
become effective



Resources

blog.pcisecuritystandards.org/pci-dss-v4-0-resource-hub



Conclusion



Thank You!


