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Session Goals

What You Can Expect To Learn Today

How to keep How to go How to
pace with from audit begin your
ever-growing reactive to automation

requirements audit ready journey




® How many regulations, contractual
requirements or frameworks does your
company leverage to drive your assurance
programs?

® Polling response options
* Lessthan5
- 5-10
* More than 10



Keeplng Pace BUILDING: Control Library
WHY  Authoritative sources support the
ﬂ O i iy

« Organized by policy, standards

STANDARD STANDARD inform the tool agnostic or the
“‘what" to satisfy authoritative
sources

CONTROL CONTROL CONTROL
ProcesS PROCESS Foees « Controls inform the "who" and
conTROL coNTROL conTROL "how" for adhering to the standard

PROCEDURE PROCEDURE PROCEDURE

e Control teams understand what
controls apply and alignment

CONTROL
PROCEDURE
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Keeping Pace

Control Owner’s Validation of Control Procedures

CyberGRC Archer <cybergrcarcher@libertymutual.com>

o e Email Notification

Retention Policy Deleted Items (90 days) Expires 1/14/2024

This message was sent with High importance.
It theu;re problems with how this message is displayed, click here to view it in a web browser.

A message from

Control Design Consulting & Review

‘See the My Tasks section of the CyberGRC home page to view all tasks currently assigned to you

Control Owner’s Validation of Control P

You are receiving you are listed as ‘one (or more) Control Accuracy Validations in CyberGRC Archer. Your input is essental to validate that the control are one of ch year.
‘Thank you for your time. effort, and partnership in making these reviews successful.

Please take a moment to review and validate the people, processes, tools and] within your

{tiberty Mual. - CyberGRC Archer

Use the Questionnaire ID ink(s) below 1o access the control validations assignad to you. Altematively, use the Control

B CyberGRC Archer

For questions about the process, visit the Control Accuracy Validation Workflow wiki or contact the GRC Reviewer. For A ITPolicy v IT Controls A: v IT Security

ENABLING: Reuse and
Automation

« Harmonizing controls across authoritative
sources
» Collecting data and artifacts

« Building in automation; automating
manual

QA @O A X @ v

n 3| m v |
Control Accuracy Validation : 2534341

Questionnaire ID: 2534341 Evidence Repository

trol 8 Name Of pr¢ ven (B [emoco | 0—0—0
Validation Required By: 10/28/2023 MODIFY NEW REPORT
GRC Reviewer: [VETH] m
REFINE BY <
v ovaven
[o—— ~ Assessment Year =
o o w2 ——
— ] 0 amzsquzn
0 2o2101)
— 2022
Control P
~ Request Status 2023
B 7] Completed (404) 202
"]
o 2023
~ DueDate
— 2023
August 2023 (3)
Control Design Consulting & Review O spri 2023 20

GCS | Govemance, Risk & Compliance

() March 2023 (36)
February 2023 (87)

e [ october 2022(20)
bt ey September 2022 (29) w2
[ August 2022 (2)
[ May2022(2) oS

April 2022 (117)

CONTROL CONTENT WLIOATION [ January 2022 (107)

CantrtBrcasuen plamareton Srscntie

[ o [T 22
» Security ®
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v | SIG Customer Inquiry v | Administrative Reporting B Reports

(]

L c &

Manage Columns  Options =

Request Status Document D
Completed 2336265

Completed 2341184

completed 2436849

Completed 2337683

Completed 288189

Completed 2441501 3712023
Completed 2041921 772023
Completed 2342267 131202
completed 2340092

Completed 2338501

Completed 2041999

Completed
Completed /302022

Completed 10772022

completed

Completed 2362372

Completed 234373

completed 2441505

Completed 2342006 113112022

Completed 2337057 402

Completed 2338511 /82022

Completed 2343059 13172022

Completed 2011841 200

Completed 2336633 42022

Completed 2338533 /812022

Completed 2336459 4202

Frmelsted 223626 s e




® How many of you are prepared prior to a
regulator/auditor/assessor coming on site
and have a package of materials ready to go
for them (without a request list)?

@® Polling response options
| am ready to go day 1

* | need a request list and then we
start to collect evidence and set
up meetings

« | am not sure



Control Request

Evidence
Repository

Validation once, apply
Reviews many




“There’s a way to do
it better — find it.”

Thomas Edison

Standards Council



Automating Today and Tomorrow

==

Current State

Control Testing

12 control tests
automated for control
areas in Change
Management, Logical
Access and Problem
Incident Management

Testing runs in less
than 1 minute;

significant number of
manual hours saved

External assessor buy-
in; consideration for
relying on automated
testing for Internal and
External GRC
Compliance programs

Expansion

Control Testing

automation for all GRC
programs with possible
expansion to business

Findings
Automated identification,
notification and resolution

Al and Automation

Leverage Al in
combination with
automation to further
digitalize current
processes around data
intel collection,
summarization and

mapping

Future
Opportunities

Lessons Learned

Early Days for Al
and Automation

Not widely embraced;
may require heavy lifting
to get teams and external
assessors on board

* Learning curve and
slow adoption of
automated testing results
and Al by both internally
and externally

* Vendor data validation
Information Provided by
Entity (IPE) for all
automation

* Inconsistencies in data
sources and testing
practices poses

automation challenges

Security
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Continuous

Our Journey | Pt

‘Assessment Automation

Control

Policy/Standards

Authoritative Sources



Session Takeaways — 5 Areas to Automate

Policy & Standard — Reviews & Approval

Process & Control Validations

Evidence Requests for Reuse

Program Scope Details

Controls with Data Insights
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Thank You
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