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Session Goals
What You Can Expect To Learn Today

How to keep 
pace with 

ever-growing 
requirements

How to go 
from audit 
reactive to 
audit ready

How to 
begin your 
automation 

journey



How many regulations, contractual 
requirements or frameworks does your 
company leverage to drive your assurance 
programs?

Polling response options
• Less than 5
• 5 - 10
• More than 10

Poll



Keeping Pace BUILDING: Control Library
• Authoritative sources support the 

"why"

• Organized by policy, standards 
inform the tool agnostic or the 
“what" to satisfy authoritative 
sources

• Controls inform the "who" and 
"how" for adhering to the standard

• Control teams understand what 
controls apply and alignment



Keeping Pace
ENABLING: Reuse and 
Automation
• Harmonizing controls across authoritative 

sources

• Collecting data and artifacts

• Building in automation; automating 
manual processes



Poll
How many of you are prepared prior to a 
regulator/auditor/assessor coming on site 
and have a package of materials ready to go 
for them (without a request list)? 

Polling response options
• I am ready to go day 1
• I need a request list and then we 

start to collect evidence and set 
up meetings

• I am not sure



Moving to Audit Ready
Control

Control 
Validation 
Reviews

Request

Request 
once, apply 

many

Evidence

Evidence 
Repository



Kiel James Patrick, Instagram

“There’s a way to do 
it better – find it.”

Thomas Edison



Automating Today and Tomorrow

12 control tests 
automated for control 
areas in Change 
Management, Logical 
Access and Problem 
Incident Management

Current State Lessons LearnedFuture 
Opportunities

Control Testing

Testing runs in less 
than 1 minute; 
significant number of 
manual hours saved

External assessor buy-
in; consideration for 
relying on automated 
testing for Internal and 
External GRC 
Compliance programs

Control Testing 
automation for all GRC 
programs with possible 
expansion to business 
testing

Expansion

Findings
Automated identification, 
notification and resolution

AI and Automation
Leverage AI in 
combination with 
automation to further 
digitalize current 
processes around data 
intel collection, 
summarization and 
mapping

Early Days for AI 
and Automation
Not widely embraced; 
may require heavy lifting 
to get teams and external 
assessors on board
• Learning curve and 

slow adoption of 
automated testing results 
and AI by both internally 
and externally

• Vendor data validation 
Information Provided by 
Entity (IPE) for all 
automation

• Inconsistencies in data 
sources and testing 
practices poses 
automation challenges



Our Journey

Authoritative Sources
  Frameworks and Risks

Policy/Standards
 Manage these to meet or exceed level

Control
  Balance custom assessment  
  needs with enterprise standards

Assessment Automation
Across multiple regulations, 
frameworks and company 
requirements

Continuous 
Compliance & 
Audit Ready
Data driven 
insights into our 
control state



Session Takeaways – 5 Areas to Automate

14Confidential & Proprietary – Not for Distribution

Policy & Standard – Reviews & Approval

Process & Control Validations

Evidence Requests for Reuse

Program Scope Details

Controls with Data Insights
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Thank You


