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No Code / Low Code Software Development

LOW - CODE NO - CODE

VS



• Easier to use

• Faster development

• Lower cost

• Better customer experience

No Code / Low Code 
Capabilities and Benefits



No Code / Low Code
Security Issues and Considerations

Vulnerabilities in NCLC
platforms and components

Insecure coding practices

Misconfigurations

Insecure authentication and 
communications

Lack of visibility and control
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No Code / Low Code
Key Takeaways
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Capabilities and Benefits
APIs in the Cloud

Enhance data accuracy

Improve efficiency

Scalable
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Security Issues and Considerations

Zombie and Shadow APIs

Exposed functionality

Data protection and privacy

Suggested mitigations
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Automated Software Assessments & Attestations
Capabilities and Benefits

Cost Savings

Increased productivity

Greater scalability

Simplified GRC management
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• PCI SSC does not permit the use of AI for decision-making functions in PCI 
security assessments.

⎻ Pass / fail determinations

⎻ Compensating control analysis and justification

• PCI SSC may permit the use of automation in PCI security assessments for 
other assessment functions:

⎻ Automated security testing (vulnerability scans, static analysis, dynamic analysis, etc.)

⎻ Evidence generation through automated means (e.g., build tools, logging mechanisms, 
security testing outputs, etc.)

• PCI SSC is currently working on guidance to address this issue.

Use of AI and Automation in Assessments
PCI SSC Position



• PCI SSC is evaluating how to support broader use of automation and AI in 

future PCI security assessments.

⎻ Reporting

⎻ Attestations

⎻ Listing updates

• More information on how these could be supported to be provided in another 

session titled, “You dropped a BOM on me, baby.”

Use of AI and Automation in Assessments
Future considerations



Key Takeaways

Know the risks associated with the use of No Code / Low Code tools.

Know what APIs are exposed to the Internet and secure them.

Don’t rely on automation for decision-making functions.



Thank You!
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