


Invasion of the AI Bots
Securing your payment infrastructure &  delivering PCI DSS 
compliance in the age of AI driven services.



Keith Harper
Pre-Sales Engineer, Sycurio



AI will change the way 
we do business.  
Why…

• More cost-effective than humans
• Works 24/7/365
• AI will rapidly improve & evolve

…but what about security - what about PCI DSS?



Evolving customer & business needs 
will expand the payment channels 
that we need to protect.
No longer just phone calls!

• Digital Wallets: Apple Pay, Google Pay, PayPal
• Open Banking / Bank-to-Bank Transfers
• ‘Pay-by-Link’ Transactions
• Virtual Agents, Chat Bots, Voice Bots, AI Bots



Hosted ‘AI services’ are entering 
the payment environment today. 

AI enablement presents a PCI DSS compliance challenge:
• Open data sources for increased efficiency & convenience?
• Closed data sources for increased security & privacy?



AI services access, process and store 
data from multiple sources…

They are not designed for 
PCI DSS compliant payments!

• External databases for ID&V, account checks etc.
• Cloud resources for speech recognition, sentiment analysis
• Third party open-source AI plug-ins
• External ‘Co-Pilot’ style apps for real-time assistance



Q. How do you secure multiple 
payment channels that use 
‘blackbox’ AI services?

• Hosted AI services are often ‘blackboxes’
• Providing evidence of how (or if) they handle 

payment card data correctly is difficult
• Transparency is an issue for QSAs & InfoSec



A. Move all voice and digital 
payments into a robust 
PCI DSS compliant solution.

• Separate the payment function completely from the AI 
applications

• Present a defendable payment solution that AI 
applications connect to



How..?
Sycurio provides an API that AI applications 
use to generate and monitor the use of 
secure payment links



Example Solution…

AI Chat Bot using Sycurio API to
enable PCI DSS compliant payments.









Protect 
payments in any
digital channel.


