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Welcome to the

PCI Security Standards Council

PCI Data Security Standard

Technical Training Opportunities

QSA and A

PRIVACY POUCY | TERMS AND CONDITR.

Search

Events Newsroom  News and Event

Participation ~ About the PCIDSS ~ Resources  Program

JOIN NOW

a3 3 Participating Organization

Recent News

PCI Security Standards Counci
Announces Elected Board of
Advisors

PCI Security Standards Council
Steps Up Collaboration for Dat
Security Standards

yy

PCI Security Standards Council
Appoints Robert M. Russo, Sr.
as General Manager

PCI Security Standards Council
Statement on the Formation of]
the PCI Security Vendor
Alliance

PCI Security Standards Council

Statement on Recent Data
Breaches
January




Card Data Is Less Likely To Be Compromised

Cardholder data is less likely to
be compromised in breaches

Job done?

New Payment channels continue
to emerge, and require security

Criminals continue to adapt /.
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We Were Going To Need A Bigger Boat
(Or More Standards)
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PCI POI
PCI DSS
PCI PA-DSS
PCI HSM
PCI P2PE
PCI PIN
PCI Card Prod L&P
PCI TSP
PCI 3DS SDK
PCI 3DS Core
PCI SPoC
PCI CPoC
PCI Secure Software Standard
PCI Secure Software Lifecycle Standard
PCI MPoC
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PCl DSS

All entities that
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PCI PTS POI

PCl DSS

All entities that
store/process/transmit

@gte::ég¥ds Counc; payment data



PCI PTS POI

PCI DSS

All entities that
store/process/transmit
payment data
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PCI PTS POI
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PCI Card Production Logical
PCI Card Production Physical

PCI

HSM
PCI DSS

All entities that
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PCI PTS POI
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PCI Card Production Logical
PCI Card Production Physical
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PCI Secure Software
PCI Secure Software Lifecycle

PCI

HSM
PCI DSS

All entities that
store/process/transmit
payment data
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PCI Card Production Logical
PCI Card Production Physical
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PCI Secure Software
PCI Secure Software Lifecycle

PCI

HSM
PCI DSS

All entities that
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PCI PIN
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PCI Card Production Logical
PCI Card Production Physical
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PCI 3DS SDK

PCI 3DS Core
PCI TSP

PCIl Secure Software
PCI Secure Software Lifecycle

PCI

HSM
PCI DSS

All entities that
store/process/transmit
payment data
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PCI 3DS SDK
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PCI 3DS Core
PCI TSP PCI
). L HSM

¢ PCI DSS
PCI Card Production Logical PCI Secure Software All entities that

PCI Card Production Physical PCI Secure Software Lifecycle store/process/transmit
@éfg:gzrdscwnj payment data




3
T

1enmon
lenmon
mont

g
8 G
6 Glen

RD
RD
RD




‘Payments Are Changing

VIobile is increasingly part of the
payment experience

* Software solutions are more
common, and more complex

®* Payment cards are changing —
mobile, watches, 8 digit BINs

* Payment habits are changing
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. Payments Are Changing

- : / Card Payments by Channel
O |Ie IS InCI'eaSIng|y part Of the Share of Number of In-person Card Payments
payment experience o e [N S€rt Card s Tap Card e==Tap Device
* Software solutions are more e \\ p—
common, and more complex iy >&
* Payment cards are changing — % // \)<
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‘We Are Changing

New standard Define objectives adandard |
request initiated  scope of standard Development RFC(s)

B—B—

PCIl SSC,
Executive
Committee

Standard Formal approval
released for publication

PCI SSC Management Committee
Executive Committee Executive Committee
Final review
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We Are Changing
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~ New standard Define objectives adandard
request initiated  scope of standard Development RFC(s)
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PCI SSC,
Executive
Committee

Group

Technology
Guidance

Standard Formal approval
released for publication

PCI SSC Management Committee
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We Are Changing
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~ New standard Define objectives adandard
request initiated  scope of standard Development RFC(s)
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PCI SSC,
Executive
Committee

Technology
Guidance

Group
Standard Formal approval
released for publication
PCI SSC BOA Ballot(s) Management Committee
Executive Committee Executive Committee

Final review



= =P RRG
m= PC| SSC
— TGG
m- BOA

Security b
Standards Council

@% New standard Define objectives adandard

- We Are Changing

' |

request initiated  scope of standard Development RFC(s)
|
l- L B |

PCI SSC,

Executive

Committee

Technology
Guidance

Group
Standard Formal approval
released for publication
PCI SSC BOA Ballot(s) Management Committee
Executive Committee Executive Committee
Final review * New standards and major revisions



Q‘Ur Standards Are Changing

4‘5 — Objective Based éﬂ?—- More Guidance

Qﬁ—- Increased Flexibility Qo — More Stakeholder Interaction

&}7—- Integration & Alignment - - Mo @uygygh
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Let’s show them
everything!
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Let’s show them
everything!




Standard and Status

Planes!

PCI PA-DSS

PCI SPoC

PCI CPoC

PCI DSS v3.2.1

PCI P2PE

PCI TSP

PCI 3DS SDK

PCI 3DS Core

PCI DSS v4

PCI Secure Software

PCI Secure Software Lifecycle

PCI MPoC

PCI POI

PCI HSM

PCI PIN

PCI Card Production - Logical

PCI Card Production - Physical
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Plans!

Standard and Status
PCI PA-DSS Standard Retired

- PCI SPoC Maintenance Mode
PCI CPoC Maintenance Mode
PCI DSS v3.2.1 Maintenance Mode
PCI P2PE

PCI TSP

PCI 3DS SDK

PCI 3DS Core

PCI DSS v4

PCI Secure Software

PCI Secure Software Lifecycle
PCI MPoC
PCI POI
PCI HSM
PCI PIN
BAU
PCI Card Production - Logical . ®
PCI Card Production - Physical
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Plans!

Standard and Status
PCI PA-DSS Standard Retired

PCI SPoC Maintenance Mode
PCI CPoC Maintenance Mode

PCI DSS v3.2.1 Maintenance Mode

PCI P2PE ~ Revision Underway
PCI TSP _ Revision Underway
PCI 3DS SDK _ Revision Underway
PCI 3DS Core _ Revision Underway
PCI DSS v4 '~ Revision Planning
PCI Secure Software _
: " Revision Planning
PCI Secure Software Lifecycle
~ Revision Planning
PCI MPoC
PCI POI Revision Under Consideration
Revision Under Consideration
PCI HSM
Revision Under Consideration
PCI PIN [ D - |

BAU
BAU

i T/ 7

PCI Card Production - Logical
PCI Card Production - Physical
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e Folks on the Trolly

Standards |




e Folks on the Trolly

Operations

(AQM)
.

* ROC and ROV reviews
* Program Guides, Qualification Requirements

Education &
Engagement

Standards

* Professional and Assessor training and certification i
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e Folks on the Trolly

Standards

* Podcasts, social media, blog, and newsletters |

Assessor
Quality

Management

(AQM)

Programs Training

* Community outreach, information sessions
* Speaking events and webinars
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e Folks on the Trolly

P S

Assessor
Quality
Management

(AQM)

Education &
Engagement

Programs Standards

* Standards creation, update, and manageme

* FAQs, Technical FAQs, guidance documentati,h
* Working group and Laboratory management »
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“1f everything seems under control, ,
) oo

you're just not going
fast enough.” , MARIO ANDRETTI
‘ essful Americans

One of the Most Succ
in the History of Motor Racing
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Our Pit Crew

Participating Orgs

Assessors & Lab

Marcom

‘ !ssessor

Quality
Management

(AQM)

Programs Standards
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Our Pit Crew

Participating Orgs
Assessors & La

Board of Advio S

Assessor
Quality
Management
(AQM)

Programs Training Marcom Standards

* Provide input and guidance on existing standards
* Provide input and guidance on future roadmap

* Act as a conduit from the assessor and
implementer communities
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Where are we going?

We’re going to keep
securing payment data and
transactions







