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Your New Secret Weapon
or an Insider Threat?

Generative AI:



Agenda

• What is Generative AI?
• How Can We Use It?
• What Are the Risks?
• Where Do We Go From Here?



What is Generative AI?



Generative AI is a type of artificial intelligence 
system capable of generating text, images, or 

other media in response to prompts.



Large Language Models (LLMs)

2018 2019 2020 2021 2022 2023

BERT XLNet GPT-3 GPT-Neo LaMDA LLaMA

GPT-2 GPT-J GPT-NeoX GPT-4

Megatron-Turing NLG Chinchilla Cerebras-GPT

Ernie 3.0 Titan PaLM Falcon

Claude OPT BloombergGPT

GLaM YaLM 100B PanGu-Σ

Gopher Minerva OpenAssistant

BLOOM PaLM 2

Galactica

AlexaTM



Think of language models 
like ChatGPT as a 

“calculator for words”
-Simon Willison



Your New Secret Weapon
(How Can We Use It?)



Document Templates

• Policies
• Procedures
• Configuration 

standards
• Incident response 

plans



System Configuration Guidance

• Logging
• Password settings
• NTP
• Encryption



Scripts and Coding 

• PowerShell
• Python
• HTML/CSS
• Shell scripting 

(Bash)
• Rust
• JavaScript
• C++



Process Facilitation

• Incident response 
tabletop

• Scoping exercise



Q&A with an AI



Private Generative AI Tools

• Contract review
• Content Generation
• Technical writing
• Risk Management
• Research & 

Development



AI-Prompt Engineering Best Practices 

• Be Specific 
• Provide Context
• Consider the AI's Perspective 
• Prompt Length 
• Clear Language 
• Instruction Prompts 
• Try, Refine, Repeat 
• Limit Bias 
• Ethics



Insider Threat
(What are the Risks?)



Unreliable results

• Double-check for 
“Hallucinations”

• Use Multiple Tools
• Be Wary of Absolutes
• Recognize AI Bias
• Ask for Human Opinion
• Keep Updated on AI 

Developments

Best Practices



Disclosure of sensitive material

• Pre-processing
• Be Careful With Personal 

Conversations
• Awareness of Data Storage
• Learn About the Tool's 

Privacy Policy

Best Practices



Copyright issues

• Understand Fair Use
• Respect Creative Commons
• Clearance for Commercial 

Use
• Use Licensed Data
• Understand AI Generated 

Content Rights
• Create From Scratch
• Keep Records
• Seek Legal Advice

Best Practices



Where Do We Go 
From Here?



Criminals will use it
GPS 

It’s a threat to jobs and will replace human workers
Personal computers

It’s going to be the end of privacy and security
Cell phones

Questionable security and reliability
ATMs



Just Another Tool in the Toolbox

• Email
• Social Media
• Internet Browsers
• Wi-Fi 
• Video Conferencing Software
• Generative AI



What is Generative AI:
• Software tools which can generate content 

based on input prompts.

What Are the Risks:
• Unreliable results
• Disclosure of sensitive information
• Copyright issues

How Can We Use it:
• Assist in performing mundane tasks such as 

creating document templates.
• Expand our capabilities such as creating code.
• Expand our knowledge by answering questions.
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