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Goals For PCI DSS v4.0 : —

O]
° %
« Ensure the standard continues to meet the ’ 4 -
security needs of the payments industry
» o ®
« Add flexibility to support different methodologies m
being used to achieve security L 1 [P ¢
) ] o ° ©
« Promote security as a continuous process
P °
« Enhance validation methods and procedures & :

Security ®
Standards Council
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PCI DSS can also be
used to protect
against threats and Skl
secure other elements
In the payment
ecosystem




The 12 Requirements Remain

O) : .
...but read carefully because the wording may have changed

Build and Maintain a 1. Install and maintain network security controls.
SecureNetwork and

Systems 2. Apply secureconfigurationsto all system components.
Protect Account Data 3. Protectstored account data.

4. Protectcardholderdata with strong cryptography during transmission over open, public networks.




The 12 Requirements Remain

O,

...but read carefully because the wording may have changed

Maintain a 5. Protectall systems and networks from malicious software.
Vulnerability
Management Program 6. Develop and maintain secure systemsand software.
Implement Strong 7. Restrictaccessto system components and cardholder data by business need to know.
Access
Control Measures 8. ldentifyusers and authenticate access to system components.
9. Restrictphysical access to cardholderdata.
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The 12 Requirements Remain
® .
...but read carefully because the wording may have changed

Regularly Monitor 10. Log and monitor all accessto system components and cardholder data.
and Test Networks

11. Testsecurity of systems and networks regularly.

Maintain an 12. Supportinformation security with organizational policies and programs.
Information
Security Policy
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PCI DSS Applicability Information
O)

Clarified that PCI DSS is intended for:

« Entities that store, process, or transmit
cardholder data and/or sensitive authentication

data

AND

» Entities that could impact the security
of the cardholder data environment
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Does the Organization Store, Process, Or
Transmit Primary Account Number?

O,

Yes — A Card h OI der data enVI ron m ent Defining Account Data, Cardholder Data, and Sensitive Authentication Data

Cardholder data and sensitive authentication data are considered account data and are defined as follows:

exists, and PCI DSS requirements
apply Account Data

Cardholder Data includes: Sensitive Authentication Data includes:

+  Primary Account Number (PAN) « Full track data (magnetic-stripe data or equivalent on a chip)

No — Some PCI DSS requirements ! vmon + Cat vt
may still apply s o
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PAN Means PAN...
O)

Use of Account Data, Sensitive Authentication Data, Cardholder Data, and Primary Account Number inPCl DSS

Requirements apply specifically to
the data referenced
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Relationship Between PCI DSS and
PCI SSC’s Software Standards
O)

Leveraging the PCI Software Security Framework

« Focuses on software developed and maintained according to the
PCl SSF Standards

» Considerations for implementing Requirement 6

. Bespoke and custom software and PCI DSS scope
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Scope of PCI DSS Requirements
®

1. The CDE, comprised of:

« System components, people, processes that store, process,
transmit CHD and/or SAD

« System components that may not store, process, transmit
CHD or SAD but have unrestricted access to system
components that do store, process, transmit CHD or SAD

CDE = Cardholder data environment
CHD = Cardholderdata
SAD = Sensitive authentication data

2. Systemcomponents, people, or processes that could
Impact the security of the CDE
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Scope of PCI DSS Requirements
®

Includes numerous sub-sections with valuable information =P r y

 Wireless

« Encrypted Cardholder Data and ,
Impact on PCI DSS Scope

* Encrypted Cardholder Data and Impact to _ _ |
PCI DSS Scope for TPSPs g | , g

»  Use of Third-Party Service Providers A
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Third-Party Service Providers (TPSPSs)
O)

Use of Third-Party Service Providers

-

the Impact on
Customers

\

Meeting PCI DSS

-~

Requirement 12.8.

~

-

~
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Third-Party Service Providers (TPSPs)
O)

Use of Third-Party Service Providers

-

~

4 A

IrFroro 1Vl Ol ViLCo
that Meet
Customers’ PCI DSS

Requirements.
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Third-Party Service Providers (TPSPs)
O)

Use of Third-Party Service Providers

-

~

-

~

4 A

V CALINACALN \/UIIIPIIUI |\ ) w7
for TPSP Services
that Meet Customers’
PCIl DSS

Requirements.
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Third-Party Service Providers (TPSPs)
O)

Use of Third-Party Service Providers

-

-

~

-

~

4 A

List(s) of PCI DSS
Compliant Service

Providers.
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For Assessors: Sampling for PCI DSS Assessments

O,

Enhanced sampling guidance for assessors
« Sampling is an option if there are large numbers of
items in a population to be tested

* Review 100% of a population if automated processes can quickly and
effectively perform testing

Select the sample without undue influence from the assessed
organization
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Description of Timeframes
Used in PCI DSS Requirements

O,

Outlines the frequency expected for timeframes called out in PCI DSS requirements

« Perform activities as close to the specified interval without exceeding it
« Considerations for organizations when defining frequencies for periodic activities

» Describes processes for an organization to detect and address if a scheduled activity is missed
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Approaches for Implementing and Validating PCl DSS
O) fg il . -
Two approaches for implementing and validating PCI DSS - TTT S \\

.- = 4\
< : \
N t \
— .. l h
s A ) ! = —
NS AN i3

Follows current PCI DSS requirements and testing
procedures ‘ntj’nmmm

Provides a defined method for meeting security
objectives
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Section 8: Approaches for
Implementing and Validating PCI DSS

®
Two approaches for implementing and validating PCI DSS

Customized Approach (NEW)

Focuses on the objective of each PCI DSS
requirement

Provides greater flexibility for entities using different
ways to achieve security
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The Requirement Description

The “Explainer”

The Customized Approach
Objective is the intended goal or
outcome for the requirement. it
must be met by entities using a
(Customized Approach. Most PCI
DSS requirements have this
Objective.

Appendix D describes
expectations for entities and
assessors when the Customized
Approach is used.

Enities following the Defined
Approach can refer to the
Customized Approach
Objective as guidance, but the
objective does not replace or
supersede the Defined Approach

Requirement

Figure 5. Understanding the Parts of the Requirements

Requirements and Testing Procedures

Defined Approach Requirements

ocymeated-EXplcit authorization and a legiimate,
defined business need.

Customized Approach Objectiv

PAN cannot be copied or relocated by unauthorized
personnel using remote-access technologies

Applicability Notes.
Storing or relocating PAN onto local hard drives,

removable electronic media, and ofher storage
devices brings these devices into scope for PCI
DSS.

This requirement is a best practice until 31 March.
2025,
fully considered during a PC1 DSS assessment.

Applicability Notes apply to both the Defined and
Customized Approach. Includes information that
affects how the requirement is interpreted in the
context of the entity or in scoping.

These notes are an integral part of PCI DSS and
must be fully considered during an assessment.

Defined Approach Testing Procedures

3.4.2.2 Examine documented poficies and
procedures and documented evidence for technical
controls that prevent copy andior relocation of PAN
when using remote-access technalogies onio local
hard or removable electronic media o verify
the following:
ical controls prevent 2l personnel not
orized from copying andior
relocating PAN.
Alist of personnel with permission to copy
and/or relocate PAN is maintained, fogether
with he documented, explicit authorization and
legiimate, defined business need.

3.4.2.b Examine configurations for remote-a
technologies to verify that technical controls to
prevent copy andior relocation of PAN for all
personnel, uness explicitly authorized

3.4.2.c Observe proce: and inferview

personnel to verify that only personnel with

documented, explicit authorization and a

legitimate, defined business need have permission
oopy andfor relocate PAN when using remole-
cRss technologies.

For each new PCI DSS v4.0
requirement with an exiended
implementation period.

Purpose

elocation of PAN o unauthaorized storage:
deices is a common way for this data fo be'
obtained and used fraudulently.
Methods to ensure that only these with explicit
authorization and a legitimate business reason
can copy or relocate PAN minimizes the risk of
unauthorized persons gaining access 1o PAN.
Good Practice
Copying and relocation of PAN should only be:
done to slorage devices that are permissible an
authorized for that individual.
Definitions.
A virtual desktop is an example of a remote-
acoess technology.
‘Storage devices include. but are not limited fo,
local hard drives, virtual drives. removable
electronic media, network drives, and cloud
storage.
Examples

Further Information

Vendor documentation for the remote-acces:
technology in use wil provide information abolt
the system settings needed to implement this
requirement

Guidance provides information
fo understand how fo meet a
requirement. Guidance is not
required to be followed — it
does not replace or extend any
PCI DSS requirement.

Not every Guidance section
described here is present for
each requirement.

Not every section will be
present for each requirement.

Purpose describes the goal,
benefit, or threat fo be avoided;
why the requirement exists.

A Good Practice can be
considered by the entity when
meeling a requirement.

Definitions Terms that may
help understand the
requirement.

Examples describe ways a
requirement could be met.

Further Information includes
references to relevant extemal
documentation.
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The Defined Approach

Requirements and Defined
Approach Testing Procedures

The “Explainer”

The Customized Approach
Objective is the intended goal or
outcome for the requirement. it
must be met by entities using a
(Customized Approach. Most PCI
DSS requirements have this
Objective.

Appendix D describes
expectations for entities and
assessors when the Customized
Approach is used.

Enities following the Defined
Approach can refer to the
Customized Approach
Objective as guidance, but the
objective does not replace or
supersede the Defined Approach

Requirement

Figure 5. Understanding the Parts of the Requirements

Requirements and Testing Procedures

Defined Approach Requirements

Tefned business need.

Customized Approach Objectiv

PAN cannot be copied or relocated by unauthorized
personnel using remote-access technologies

Applicability Notes.
Storing or relocating PAN onto local hard drives,

removable elecronic media, and ofher storage
devices brings these devices into scope for PCI
DSS.

This requirement is a best practice until 31 March.
2025,
fully considered during a PC1 DSS assessment.

Applicability Notes apply to both the Defined and
Customized Approach. Includes information that
affects how the requirement is interpreted in the
context of the entity or in scoping.

These notes are an integral part of PCI DSS and
must be fully considered during an assessment.

Defined Approach Testing Procedures

3.4.2.2 Examine documented poficies and
procedures and documented evidence for technical
controls that prevent copy andior relocation of PAN
when using remote-access technalogies onio local
hard or removable electronic media o verify
the following:
ical controls prevent 2l personnel not
orized from copying andior
relocating PAN.
Alist of personnel with permission to copy
and/or relocate PAN is maintained, fogether
with he documented, explicit authorization and
legiimate, defined business need.

3.4.2.b Examine configurations for remote-a
technologies to verify that technical controls to
prevent copy andior relocation of PAN for all
personnel, uness explicitly authorized

3.4.2.c Observe proce: and inferview

personnel to verify that only personnel with

documented, explicit authorization and a

legitimate, defined business need have permission
oopy andfor relocate PAN when using remole-
cRss technologies.

For each new PCI DSS v4.0
requirement with an exiended
implementation period.

Purpose

elocation of PAN o unauthaorized storage:
deices is a common way for this data fo be'
obtained and used fraudulently.
Methods to ensure that only these with explicit
authorization and a legitimate business reason
can copy or relocate PAN minimizes the risk of
unauthorized persons gaining access 1o PAN.
Good Practice
Copying and relocation of PAN should only be:
done to slorage devices that are permissible an
authorized for that individual.
Definitions.
A virtual desktop is an example of a remote-
acoess technology.
‘Storage devices include. but are not limited fo,
local hard drives, virtual drives. removable
electronic media, network drives, and cloud
storage.
Examples

Further Information

Vendor documentation for the remote-acces:
technology in use wil provide information abolt
the system settings needed to implement this
requirement

Guidance provides information
fo understand how fo meet a
requirement. Guidance is not
required to be followed — it
does not replace or extend any
PCI DSS requirement.

Not every Guidance section
described here is present for
each requirement.

Not every section will be
present for each requirement.

Purpose describes the goal,
benefit, or threat fo be avoided;
why the requirement exists.

A Good Practice can be
considered by the entity when
meeling a requirement.

Definitions Terms that may
help understand the
requirement.

Examples describe ways a
requirement could be met.

Further Information includes
references to relevant extemal
documentation.
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The Requirement Description at
the XX level organizes and
describes the requirements that fall
under it.

The Defined Approach
Requirements and Testing
Procedures describes the
traditional method for
implementing and validating PC1
DSS using the Requirements and
Testing Procedures defined in the
sfandard.

A~ |

The “Explainer

The Customized
Approach Objective

Figure 5. Understanding the Parts of the Requirements

Requirements and Testing Procedures

Defined Approach Requirements

3.4.2 When using remote-access technologies,
technical controls prevent copy angior seleeaTon of
PAN for all persom orTor those with

~EXplicit authorization and a legiimate,

Customized Approach Objectiv

PAN cannot be copied or relocated by unauthorized
personnel using remote-access technologies

Applicability Notes.
Storing or relocating PAN onto local hard drives,

removable elecronic media, and ofher storage
devices brings these devices into scope for PCI
DSS.

This requirement is a best practice until 31 March.
2025, after which it will be required and must be
fully considered during a PCI DSS assessment.

Defined Approach Testing Procedures

3.4.2.a Examine documented policies and
procedures and documented evidence for technical
controls that prevent copy andior relocation of PAN
when using remote-access technalogies onio local
hard or removable electronic media o verify
the following:
ical controls prevent 2l personnel not
orized from copying andior
relocating PAN.
Alist of personnel with permission to copy
and/or relocate PAN is maintained, fogether
with fhe documented, explicit authorization and
legiimate, defined business need.

3.4.2.b Examine configurations for remote-a
technologies to verify that technical controls to
prevent copy andior relocation of PAN for all
personnel, uness explicitly authorized

3.4.2.¢ Obsenve processes and inferview

personnel to veriy that only personniel with

documented, explicit authorization and a

legitimate, defined business need have perission
oopy andfor relocate PAN when using remole-
odkgs technalogies.

Purpose

Relocation of PAN to unauthorized storage
deices is a common way for this data fo be'
obtained and used fraudulently.

Methods fo ensure that only these with explicit
authorization and a legitimate business reason
can copy or relocate PAN minimizes the risk of
unauthorized persons gaining access 1o PAN.
Good Practice

Copying and relocation of PAN should only be:
done to slorage devices that are permissible
authorized for that individual.

Definitions.

A virtual desktop is an example of a remote-
acoess technology.

‘Storage devices include. but are not limited fo,
local hard drives, virtual drives. removable
electronic media, network drives, and cloud
storage.

Examples

Further Information
Vendor documentation for the remote-acces:
technology in use wil provide information abolt
the system settings needed to implement this
requirement

Guidance provides information
fo understand how fo meet a
requirement. Guidance is not
required to be followed — it
does not replace or extend any
PCI DSS requirement.

Not every Guidance section
described here is present for
each requirement.

Not every section will be
present for each requirement.

Purpose describes the goal,
benefit, or threat fo be avoided;
why the requirement exists.

A Good Practice can be
considered by the entity when
meeling a requirement.

Definitions Terms that may
help understand the
requirement.

Applicability Notes apply to both the Defined and
Customized Approach. Includes information that
affects how the requirement is interpreted in the
context of the entity or in scoping.

These notes are an integral part of PCI DSS and
must be fully considered during an assessment.

For each new PCI DSS v4.0
requirement with an extended
implementation period.

Examples describe ways a
requirement could be met.

Further Information includes
references to relevant extemal
documentation.
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The “Explainer”

The Requirement Description at
the XX level organizes and
describes the requirements that fall
under it.

The Defined Approach
Requirements and Testing
Procedures describes the
traditional method for
implementing and validating PC1
DSS using the Requirements and
Testing Procedures defined in the
sfandard.

The Customized Approach
Objective is the intended goal or
outcome for the requirement. it
must be met by entities using a
(Customized Approach. Most PCI
DSS requirements have this
Objective.

Appendix D describes
expectations for entities and
assessors when the Customized
Approach is used.

Enities following the Defined
Approach can refer to the
Customized Approach
Objective as guidance, but the
objective does not replace or
supersede the Defined Approach
Requirement

Figure 5. Understanding the Parts of the Requirements

Requirements and Testing Procedures

Defined Approach Requirements

3.4.2 When using remote-access fe
technical controls prever
PAN for all persom o
sated EXplcit authorization and a legiimate,
defined business need.

Customized Approach Objectiv

PAN cannot be copied or relocated by unauthorized
personnel using remote-access technologies

Applicability Notes.
Storing or relocating PAN onto local hard drives,

femovable electronic media, and ofher storage
devices brings these devices into scope for PCI
DSS.

This requirement is a best practice until 31 March.
2025,
fully considered during a PC1 DSS assessment.

Defined Approach Testing Procedures

3.4.2.2 Examine documented poficies and
procedures and documented evidence for technical
controls that prevent copy andior relocation of PAN
when using remote-access technalogies onio local
hard or removable electronic media o verify
the following:
ical controls prevent 2l personnel not
orized from copying andior
relocating PAN.
Alist of personnel with permission to copy
and/or relocate PAN is maintained, fogether
with he documented, explicit authorization and
legiimate, defined business need.

3.4.2.b Examine configurations for remote-a
technologies to verify that technical controls to
prevent copy andior relocation of PAN for all
personnel, uness explicitly authorized

3.4.2.¢ Obsenve processes and inferview

personnel to verify that only personnel with

documented, explicit authorization and a

legitimate, defined business need have permission
oopy andfor relocate PAN when using remole-
ciRss technologies.

Purpose

elocation of PAN o unauthaorized storage:
deices is a common way for this data fo be'
obtained and used fraudulently.
Methods to ensure that only these with explicit
authorization and a legitimate business reason
can copy or relocate PAN minimizes the risk of
unauthorized persons gaining access 1o PAN.
Good Practice
Copying and relocation of PAN should only be:
done to slorage devices that are permissible an
authorized for that individual.
Definitions.
A virtual desktop is an example of a remote-
acoess technology.
‘Storage devices include. but are not limited fo,
local hard drives, virtual drives. removable
electronic media, network drives, and cloud
storage.
Examples

Further Information

Vendor documentation for the remote-acces:
technology in use wil provide information abolt
the system settings needed to implement this
requirement

The Applicability Notes

Guidance provides information
fo understand how fo meet a
requirement. Guidance is not
required to be followed — it
does not replace or extend any
PCI DSS requirement.

Not every Guidance section
described here is present for
each requirement.

Not every section will be
present for each requirement.

Purpose describes the goal,
benefit, or threat fo be avoided;
why the requirement exists.

A Good Practice can be
considered by the entity when
meeling a requirement.

Definitions Terms that may
help understand the
requirement.

Examples describe ways a
requirement could be met.

Further Information includes
references to relevant extemal
documentation.
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The “Explainer”

The Requirement Description at
the XX level organizes and
describes the requirements that fall
under it.

The Defined Approach
Requirements and Testing
Procedures describes the
traditional method for
implementing and validating PC1
DSS using the Requirements and
Testing Procedures defined in the
sfandard.

The Customized Approach
Objective is the intended goal or
outcome for the requirement. it
must be met by entities using a
(Customized Approach. Most PCI
DSS requirements have this
Objective.

Appendix D describes
expectations for entities and
assessors when the Customized
Approach is used.

Enities following the Defined
Approach can refer to the
Customized Approach
Objective as guidance, but the
objective does not replace or
supersede the Defined Approach
Requirement

Figure 5. Understanding the Parts of the Requirements

Requirements and Testing Procedures

Defined Approach Requirements

3.4.2 When using remote-access fe
technical controls prevent cap:
PAN for all personnl sxeeptTor §

sated EXplcit authorization and a legiimate,
defined business need.

Customized Approach Objectiv

PAN cannot be copied or relocated by unauthorized
personnel using remote-access technologies

Applicability Notes.

Storing or relocating PAN onto local hard drives,
femovable electronic media, and ofher storage
devices brings these devices into scope for PCI
DSS.

This requirement is a best practice until 31 March.
2025,

fully considered during a PCI DSS assessment.

Notes apply fo both the Defined and
Customized Approach. Includes information that
affects how the requirement is interpreted in the
context of the entity or in scoping.
These notes are an integral part of PCI DSS and
must be fully considered during an assessment.

Defined Approach Testing Procedures

3.4.2.a Examine documented policies and
procedures and documented evidence for technical
controls that prevent copy andior relocation of PAN
when using remote-access technalogies onio local
hard or removable electronic media o verify
the following:
ical controls prevent 2l personnel not
d from copying andior
relocating PAN
Alist of personnel with permission to copy
and/or relocate PAN is maintained, fogether
with he documented, explicit authorization and
legitimate, defined business need.

3.4.2.b Examine configurations for remote-a
technologies to verify that technical controls to
prevent copy andior relocation of PAN for all
personnel, uness explicitly authorized

3.4.2.c Observe proce: and inter
personnel to verify that only personnel with
documented, explicit authorization and a
legitimate, defined business need have permission
oopy andfor relocate PAN when using remole-
ss technologies.

For each new PCI DSS v4.0
requirement with an exiended
implementation period.

Purpose

Relocation of PAN o unauthorized storage

devices is a common way for this data fo be'

obtained and used fraudulently.

Methods to ensure that only these with explicit

authorization and a legitimate business reason

can copy or relocate PAN minimizes the risk of

unauthorized persons gaining access 1o PAN.

Good Practice

Copying and relocation of PAN should only be:
one to storage devices that are permissible 2

authorized for that individual

Definitions.

A virtual desktop is an example of a remote-

acoess technology.

‘Storage devices include., but are not limited fo,

local hard drives, virtual drives. removable

electronic media, network drives, and cloud

storage.

Examples

Further Information

Vendor documentation for the remote-act
technology in use wil provide information abol
the system setfings needed to implement this
requirement

Guidance
Purpose

Good Practice
Definitions
Examples
Further
Information
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Requirements:
What’s New and Exciting?

Joel Weisz, Manager, Emerging Standards,
PCI Security Standards Councll
Kandyce Young, Standards Manager, Data Security Standards,
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