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Who we are

– Chuck Loewen 
President and Chief Executive Officer
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1. Gain practical recommendations on handling the first steps after an incident is 
declared to strengthen the maturity of your cybersecurity program to go above 
and beyond the PCI Security Standards.

2. Do you know what you’re going to say? In this session, we will provide some 
insights on Crisis Communication. Internal messaging is as important as 
external.

3. Learn proactive ways to create the best possible outcomes of the declared 
incident.  Key steps on getting a clean bill of health to return back to normal 
operations.

Learning Objectives



PCI DSS v4.0 Requirement 12.10.1
12.10.1 An incident response plan exists and is ready to be activated in the event of a suspected or 
confirmed security incident. The plan includes, but is not limited to:

• Roles, responsibilities, and communication and contact strategies in the event of 
a suspected or confirmed security incident, including notification of payment brands 
and acquirers, at a minimum.

• Incident response procedures with specific containment and mitigation activities for 
different types of incidents.

• Business recovery and continuity procedures.

• Data backup processes.

• Analysis of legal requirements for reporting compromises.

• Coverage and responses of all critical system components.

• Reference or inclusion of incident response procedures from the payment brands.



You’ve Been Hacked: Now What?

It's 2am and the phone rings. You've 
been hacked and your data is being 
held ransom – operations are shut 
down, panic is setting in, stories are 
circulating online via social channels, 
and employees are waiting for 
direction. 

The Scenario



Oh, Shoot!!?

What's your first phone call? 

This interactive session will role play just 
what happens after that phone call. We’ll 
cover some of the best first steps, look at 
response from a technical and 
communications viewpoint and look to the 
audience for ideas, how their organizations 
have planned for this and more.

What do you do?



Declaring an Incident

Do you have incident declaration 
criteria?

How are you going to reach the incident 
command team and executives?

How are you communicating?



Crisis Communication

Do you know what you’re going to say?

Do you know who you’re going to say
it to and how?

Do you know who is going to say it?

Can you setup out-of-band 
communication channels?

Do you know when to contact the 
payment brands?

What is your plan?

?



Continuing Operations

Have frontline workers practiced for this 
event?

Do you have an emergency operations 
plan?

How quickly can you bring up a 
recovery environment?

Have you tested your plan?



Recovering

When is it safe to reconnect systems?

How do you transition back from paper 
and downtime procedures?

Is it safe?



Ransomware Roadmap

Where to start?



Closing Thoughts

Declaring an Incident

Engaging Partners

Crisis Communications

Continuing Operations

Negotiating the Ransom

Recovering

Are you prepared?



Connect with us in the Vendor Showcase
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